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MOSEC

• Nominated at Pwnie Award 2019(Best Privilege Escalation)
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Agenda

• IntroducXon

• Bug analysis and exploitaXon

• Conclusion
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Android kernel mitigations 101

• Android 13
• PXN - Privileged eXecute Never
• PAN - Privileged Access Never
• UAO - User Access Override
• PAC - Pointer AuthenDcaDon Code
• MTE - Memory Tagging Extension
• KASLR - Kernel Address Space Layout RandomizaDon
• CONFIG_DEBUG_LIST
• CONFIG_SLAB_FREELIST_RANDOM/HARDENED
• # CONFIG_SLAB_MERGE_DEFAULT is not set
• CONFIG_BPF_JIT_ALWAYS_ON
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Memory Tagging Extension
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Android kernel mi9ga9ons 101

• Android 14
• PXN - Privileged eXecute Never
• PAN - Privileged Access Never
• UAO - User Access Override
• PAC - Pointer Authentication Code
• MTE - Memory Tagging Extension
• KASLR - Kernel Address Space Layout Randomization
• CONFIG_DEBUG_LIST
• CONFIG_SLAB_FREELIST_RANDOM/HARDENED
• # CONFIG_SLAB_MERGE_DEFAULT is not set
• CONFIG_BPF_JIT_ALWAYS_ON
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Why Mali

• Back in 2021
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Agenda

• IntroducXon

• Bug analysis and exploita1on

• Conclusion
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CVE-????

• New commands are added
• New bugs

Diff: r33 vs r34
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CVE-????
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CVE-????

Arbitrary kernel address write!
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CVE-????

Arbitrary kernel address parse!
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Fix

Diff: r34 vs r35
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Fix

Diff: r34 vs r35
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PoC
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Exploitation
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Exploita9on
struct prfcnt_enum_item {
struct prfcnt_item_header hdr;
union {

struct prfcnt_enum_block_counter
block_counter;

struct prfcnt_enum_request request;
} u;

}; // 32 bytes

struct prfcnt_item_header {
__u16 item_type;
__u16 item_version;

};

struct prfcnt_enum_block_counter {
__u8 block_type;
__u8 set;
__u8 num_instances;
__u8 num_values;
__u8 pad[4];
__u64 counter_mask[2];

}; 

struct prfcnt_enum_request {
__u16 request_item_type;
__u16 pad;
__u32 versions_mask;

};
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Exploitation
• kbasep_kinstr_prfcnt_get_request_info_list

0000: 01  00  00  00  00  00  00  00  00  00  00  00  01  00  00  00
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0032: 01  00  00  00  00  00  00  00  01  00  00  00  01  00  00  00 
0048: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 

• kbasep_kinstr_prfcnt_get_block_info_list
0000: 00  00  00  00  00  00  00  00 ??  ??  ??  ??  00  00  00  00 
0016: FF  FF   FF  FF   FF  FF   FF  FF FF  FF  FF  FF  FF  FF   FF  FF

• The last sentinel item
0000: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00
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Exploita9on
• kbasep_kinstr_prfcnt_get_request_info_list

0000: 01  00  00  00  00  00  00  00  00  00  00  00  01  00  00  00
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0032: 01  00  00  00  00  00  00  00  01  00  00  00  01  00  00  00 
0048: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 

• kbasep_kinstr_prfcnt_get_block_info_list
0000: 00  00  00  00  00  00  00  00 ??  ??  ??  ??  00  00  00  00 
0016: FF  FF   FF  FF   FF  FF   FF  FF FF  FF  FF  FF  FF  FF   FF  FF

• The last sentinel item
0000: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00

• info_item_count is 7
• 224(32 * 7) bytes
• 196(32 * 6 + 4) bytes  
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Exploita9on

• Good news
• Arbitrary kernel address write

• Bad news
• Length is fixed
• Content is almost fixed
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Exploitation

• Good news
• Arbitrary kernel address write

• Bad news
• Length is fixed
• Content is almost fixed

• Where to overwrite?🤔
• Brute force(KASLR) ❌
• Kernel informaDon disclosure bug ✅
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Exploita9on

• Good news
• Arbitrary kernel address write

• Bad news
• Length is fixed
• Content is almost fixed

• Where to overwrite?🤔
• Brute force(KASLR) ❌
• Kernel informaDon disclosure bug ✅

• Use only one bug to exploit
• Guess or predict the addresses of kernel objects
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Exploita9on

• kmalloc/kmem_cache_alloc
• Small object(size < 1 page) - fast
• Physically ConDguous pages
• Linear mapping(PAGE_OFFSET)

• vmalloc
• Large object - slow
• Physically Non-conDguous pages
• [VMALLOC_START, VMALLOC_END]
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Exploita9on

• kmalloc/kmem_cache_alloc
• Small object(size < 1 page) - fast
• Physically Contiguous pages
• Linear mapping(PAGE_OFFSET)

• vmalloc✅
• Large object - slow
• Physically Non-contiguous pages
• [VMALLOC_START, VMALLOC_END]
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VMALLOC

• Allocate
• Find the first free virtual memory area

• Free
• Mark the area as “unpurged”

• Purge
• Reclaim the unpurged area 
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VMALLOC

• Allocate
• Find the first free virtual memory area

• Free
• Mark the area as “unpurged”

• Purge
• Reclaim the unpurged area 
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Exploita9on

• Hardcode the addresses of kernel objects
• Early allocated objects during booDng
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• Hardcode the addresses of kernel objects
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Exploita9on

• Hardcode the addresses of kernel objects
• Early allocated objects during booDng

• No user handle associated with those objects
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Predict the address
VMALLOC_START

VMALLOC_END

Music

0xffffffe51f284000-0xffffffe51f289000   20480 load_module+0x1ecc/0x2554 pages=4 vmalloc
0xffffffe51f289000-0xffffffe51f75d000 5062656 load_module+0x1ecc/0x2554 pages=1235 
vmalloc vpages
0xfffffffebf498000-0xfffffffebf5a0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf5a0000-0xfffffffebf6a8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf6a8000-0xfffffffebf7b0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf7b0000-0xfffffffebf8b8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf8b8000-0xfffffffebf9c0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf9c0000-0xfffffffebfac8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebfac8000-0xfffffffebLd0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebLd0000-0xfffffffebfcd8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebfcd8000-0xfffffffebfde0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebfde0000-0xfffffffebfee8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebfee8000-0xfffffffebfff0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xffffffc021c9b000-0xffffffc021c9d000    8192 unpurged vm_area
0xffffffc021197000-0xffffffc021199000    8192 unpurged vm_area
0xffffffc027a18000-0xffffffc027a1d000   20480 unpurged vm_area
0xffffffc021be9000-0xffffffc021beb000    8192 unpurged vm_area
0xffffffc021beb000-0xffffffc021bed000    8192 unpurged vm_area
0xffffffc02122d000-0xffffffc02122f000    8192 unpurged vm_area
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Predict the address
VMALLOC_START

VMALLOC_END

Chrome

0xffffffe51f284000-0xffffffe51f289000   20480 load_module+0x1ecc/0x2554 pages=4 vmalloc
0xffffffe51f289000-0xffffffe51f75d000 5062656 load_module+0x1ecc/0x2554 pages=1235 
vmalloc vpages
0xfffffffebf498000-0xfffffffebf5a0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf5a0000-0xfffffffebf6a8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf6a8000-0xfffffffebf7b0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf7b0000-0xfffffffebf8b8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf8b8000-0xfffffffebf9c0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebf9c0000-0xfffffffebfac8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebfac8000-0xfffffffebLd0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebLd0000-0xfffffffebfcd8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebfcd8000-0xfffffffebfde0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebfde0000-0xfffffffebfee8000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xfffffffebfee8000-0xfffffffebfff0000 1081344 pcpu_get_vm_areas.cfi_jt+0x0/0x8 vmalloc
0xffffffc024e45000-0xffffffc024e47000    8192 unpurged vm_area
0xffffffc024e3d000-0xffffffc024e3f000    8192 unpurged vm_area
0xffffffc0254af000-0xffffffc0254b5000   24576 unpurged vm_area
0xffffffc024d8b000-0xffffffc024d8d000    8192 unpurged vm_area
0xffffffc025f30000-0xffffffc025f35000   20480 unpurged vm_area
0xffffffc024e35000-0xffffffc024e37000    8192 unpurged vm_area
0xffffffc024e2d000-0xffffffc024e2f000    8192 unpurged vm_area
0xffffffc023fad000-0xffffffc023faf000    8192 unpurged vm_area
0xffffffc024e1d000-0xffffffc024e1f000    8192 unpurged vm_area
0xffffffc027f90000-0xffffffc027f95000   20480 unpurged vm_area
…
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Predict the address

VMALLOC_START

VMALLOC_END

threshold

VMALLOC_START

VMALLOC_END

threshold

Music Chrome
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Predict the address
VMALLOC_START
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Predict the address
VMALLOC_START

VMALLOC_END

threshold

Is it possible to spray many vm_areas at a low cost?🤔
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Virtual Address Management
struct kbase_va_region {

struct rb_node rblink;
struct list_head link;
u64 start_pfn; // virtual address
size_t nr_pages;
size_t iniQal_commit;
unsigned long flags; // {KBASE_REG_CPU_WR, KBASE_REG_FREE, …}
struct kbase_mem_phy_alloc *cpu_alloc;
struct kbase_mem_phy_alloc *gpu_alloc;
struct list_head jit_node;
u16 jit_usage_id;
u8 jit_bin_id;
int va_refcnt;
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Virtual Address Management
struct kbase_mem_phy_alloc {

struct kref kref;
atomic_t gpu_mappings;
atomic_t kernel_mappings;
size_t nents;
struct tagged_addr *pages;
struct list_head mappings;
struct list_head evict_node;
size_t evicted;
struct kbase_va_region *reg;
enum kbase_memory_type type;
struct kbase_vmap_struct *permanent_map;
u8 properLes;
u8 group_id;
union {umm, alias, naLve, user_buf} imported;
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Predict the address
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Predict the address
union kbase_ioctl_mem_alloc {

struct {
__u64 va_pages; // virtual address 
__u64 commit_pages; // physical address
__u64 extension;
__u64 flags;

} in;
struct {

__u64 flags;
__u64 gpu_va;

} out;
};
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Predict the address
• Boot #1
0xffffffc03c80e000-0xffffffc03d80f000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03d80f000-0xffffffc03e810000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03e810000-0xffffffc03f811000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03f811000-0xffffffc040812000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc040812000-0xffffffc041813000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc041813000-0xffffffc042814000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc042814000-0xffffffc043815000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc043815000-0xffffffc044816000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc044816000-0xffffffc045817000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc045817000-0xffffffc046818000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc046818000-0xffffffc047819000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc047819000-0xffffffc04881a000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc04881a000-0xffffffc04981b000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
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Predict the address
• Boot #n
0xffffffc03cc0f000-0xffffffc03dc10000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03dc10000-0xffffffc03ec11000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03ec11000-0xffffffc03fc12000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03fc12000-0xffffffc040c13000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc040c13000-0xffffffc041c14000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc041c14000-0xffffffc042c15000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc042c15000-0xffffffc043c16000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc043c16000-0xffffffc044c17000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc044c17000-0xffffffc045c18000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc045c18000-0xffffffc046c19000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc046c19000-0xffffffc047c1a000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc047c1a000-0xffffffc048c1b000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc048c1b000-0xffffffc049c1c000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
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Predict the address
VMALLOC_START

VMALLOC_END

threshold

kbase_mem_phy_alloc

kbase_mem_phy_alloc

kbase_mem_phy_alloc

kbase_mem_phy_alloc

kbase_mem_phy_alloc

How to find the start address?🤔
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Search the start address
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Search the start address
#0 (phy_alloc obj)

kbase_mem_phy_alloc & page_array

#1

#2

#3

#n

#n-1

…

struct kbase_mem_phy_alloc {
struct kref kref;
atomic_t gpu_mappings;
atomic_t kernel_mappings;
size_t nents;
struct tagged_addr *pages;

kbasep_kinstr_prfcnt_get_request_info_list
0000: 01  00  00  00  00  00  00  00  00  00  00  00  01  00  00  00
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0032: 01  00  00  00  00  00  00  00  01  00  00  00  01  00  00  00 
0048: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 



2023                                                                                                                         Alibaba Cloud Pandora Lab

Search the start address
#0 (phy_alloc obj)

kbase_mem_phy_alloc & page_array

#1

#2

#3

#n

#n-1

…

KA(threshold)

• Trigger the bug
• KA - 0x1000 * index + nents_offset

• Query the nents
• 0
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Search the start address
#0 (phy_alloc obj)

kbase_mem_phy_alloc & page_array

#1

#2

#3

#n

#n-1

…

KA(threshold)

• Trigger the bug
• KA - 0x1000 * index + nents_offset

• Query the nents
• 1

• GPU VA Reg_n
• Precise kernel address
• Fields are corrupted
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Predict the address
• Boot #n
0xffffffc03cc0f000-0xffffffc03dc10000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03dc10000-0xffffffc03ec11000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03ec11000-0xffffffc03fc12000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc03fc12000-0xffffffc040c13000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc040c13000-0xffffffc041c14000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages // Reg_n
0xffffffc041c14000-0xffffffc042c15000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages // Reg_n+1
0xffffffc042c15000-0xffffffc043c16000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc043c16000-0xffffffc044c17000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc044c17000-0xffffffc045c18000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc045c18000-0xffffffc046c19000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc046c19000-0xffffffc047c1a000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc047c1a000-0xffffffc048c1b000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
0xffffffc048c1b000-0xffffffc049c1c000 16781312 kbase_ioctl+0x2a20/0x3430 pages=4096 vmalloc vpages
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Search the start address
#0 (phy_alloc obj)

kbase_mem_phy_alloc & page_array

#1

#2

#3

#n

#n-1

…

KA(threshold)

• Trigger the bug
• KA - 0x1000 * index + nents_offset

• Query the nents
• 1

• GPU VA Reg_n
• Precise kernel address
• Fields are corrupted

• GPU VA Reg_n+1
• Precise kernel address
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Search the start address
#0 (phy_alloc obj)

kbase_mem_phy_alloc & page_array

#1

#2

#3

#n

#n-1

…

KA(threshold)

• Trigger the bug
• KA - 0x1000 * index + nents_offset

• Query the nents
• 1

• GPU VA Reg_n
• Precise kernel address
• Fields are corrupted

• GPU VA Reg_n+1
• Precise kernel address

• Crash rate (1/n)
• 16MB(<0.025%)
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Write primitive
• kbasep_kinstr_prfcnt_get_request_info_list

0000: 01  00  00  00  00  00  00  00  00  00  00  00  01  00  00  00
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0032: 01  00  00  00  00  00  00  00  01  00  00  00  01  00  00  00 
0048: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 

• kbasep_kinstr_prfcnt_get_block_info_list
0000: 00  00  00  00  00  00  00  00 ??  ??  ??  ??  00  00  00  00 
0016: FF  FF   FF  FF   FF  FF   FF  FF FF  FF  FF  FF  FF  FF   FF  FF

• The last senLnel item
0000: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00

struct kbase_mem_phy_alloc {
struct kref kref;
atomic_t gpu_mappings;
atomic_t kernel_mappings;
size_t nents;
struct tagged_addr *pages;
struct list_head mappings;
struct list_head evict_node;
size_t evicted;
struct kbase_va_region *reg;
enum kbase_memory_type type;
struct kbase_vmap_struct *permanent_map;
u8 properLes;
u8 group_id;
union {umm, alias, naLve, user_buf} imported;
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Write primi9ve
• kbasep_kinstr_prfcnt_get_request_info_list

0000: 01  00  00  00  00  00  00  00  00  00  00  00  01  00  00  00
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0032: 01  00  00  00  00  00  00  00  01  00  00  00  01  00  00  00 
0048: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 

• kbasep_kinstr_prfcnt_get_block_info_list
0000: 00  00  00  00  00  00  00  00 ??  ??  ??  ??  00  00  00  00 
0016: FF  FF   FF  FF   FF  FF   FF  FF FF  FF  FF  FF  FF  FF   FF  FF

• The last senLnel item
0000: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00

#0 (phy_alloc obj)

#1

#2

#3

#n

#n-1

Page_5000_kptr
Page_5001_kptr
Page_8003_kptr
Page_8004_kptr
Page_7001_kptr

…

kbase_mem_phy_alloc & page_array
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Write primi9ve
• kbasep_kinstr_prfcnt_get_request_info_list

0000: 01  00  00  00  00  00  00  00  00  00  00  00  01  00  00  00
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0032: 01  00  00  00  00  00  00  00  01  00  00  00  01  00  00  00 
0048: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 

• kbasep_kinstr_prfcnt_get_block_info_list
0000: 00  00  00  00  00  00  00  00 ??  ??  ??  ??  00  00  00  00 
0016: FF  FF   FF  FF   FF  FF   FF  FF FF  FF  FF  FF  FF  FF   FF  FF

• The last sentinel item
0000: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00 
0016: 00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00

#0 (phy_alloc obj)

#1

#2

#3

#n

#n-1

INVALID_KPTR
Page_5000_kptr
Page_8003_kptr
Page_8004_kptr
Page_7001_kptr

…

kbase_mem_phy_alloc & page_array
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Page UAF in GPU MMU

…

Page_5001_kptr

Page_8003_kptr

Page_8004_kptr

…

Page_5000_kptr

Page_7001_kptr

…

Page_5001

Page_8003

Page_8004

…

Page_5000

Page_7001

page_array GPU page table
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Page UAF in GPU MMU

…

Page_5000_kptr

Page_8003_kptr

Page_8004_kptr

…

INVALID_kptr

Page_7001_kptr

…

Page_5001

Page_8003

Page_8004

…

Page_5000

Page_7001

page_array GPU page table
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Page UAF in GPU MMU

…

Page_5000_kptr

…

INVALID_kptr

…

…

Page_5000

page_array GPU page table
How to overwrite the right page kernel pointer?🤔
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CVE-2022-36449 
• MMU entries can be dumped
• Leak the physical page frames(including zero page)
• Fixed and guarded by non-default config

• Use only one bug to exploit
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Physical Page Management
struct kbase_mem_pool {

struct kbase_device *kbdev;
size_t cur_size;
size_t max_size;
u8                  order;
u8                  group_id;
spinlock_t pool_lock;
struct list_head page_list;
struct shrinker     reclaim;

struct kbase_mem_pool *next_pool;

bool dying;
bool dont_reclaim;

};

struct kbase_mem_pool_group {
struct kbase_mem_pool small[16];
struct kbase_mem_pool large[16];

};

int kbase_context_mem_pool_group_init(struct kbase_context
*kctx)
{

return kbase_mem_pool_group_init(
&kctx->mem_pools, 
kctx->kbdev, 
&kctx->kbdev->mem_pool_defaults, 
&kctx->kbdev->mem_pools);

}
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Physical Page Management
• Allocate
• Step 1: allocate from the kctx->mem_pools. If insufficient, goto step 2
• Step 2: allocate from the kbdev->mem_pools. If insufficient, goto step 3
• Step 3: allocate from the kernel 

• Free
• Step 1: add the pages to kctx->mem_pools. If full, goto step 2
• Step 2: add the pages to kbdev->mem_pools. If full, goto step 3
• Step 3: free the remaining pages to the kernel

• Shrinker
• register_shrinker(&kctx->reclaim);
• register_shrinker(&pool->reclaim);
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Buddy allocator internal

0

1

2

3

4

5

6

…

MAX_ORDER

zone->free_area

2^0 page sized blocks

2^3 page sized blocks

2^4 page sized blocks

2^(MAX_ORDER-1) page sized blocks

API: alloc_pages/free_pages
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Page UAF in GPU MMU

0xffffo0010001008

0xffffo0010001010

0xffffo0010001000

page_array

…

0xffffo0010001008

0xffffo0010001000

0xffffo0010001010

page_array

…

0xffffo0010001008

0xffffo0010001010

0xffffo000a001338

page_array

…
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Page UAF in GPU MMU

0xffffo0010001008

0xffffo0010001000

0xffffo0010001000

page_array

✅

…

0xffffo0010001008

0xffffo0010001000

0xffffo0010001010

page_array

❌

…

0xffffo0010001008

0xffffo0010001000

0xffffo000a001338

page_array

❌

…
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Page UAF in GPU MMU
• kbase_mmu_insert_pages_no_flush
• If invalid, allocate one page as the PGD
• Allocate from kbdev->mem_pools, not from kctx->mem_pools
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Page UAF in GPU MMU
• kbase_mmu_insert_pages_no_flush
• If invalid, allocate one page as the PGD
• Allocate from kbdev->mem_pools, not from kctx->mem_pools
• It’s possible to reuse the freed pages as the PGD 



2023                                                                                                                         Alibaba Cloud Pandora Lab

Memory Management Unit

D_Table

D_Table

D_Table

D_Page

a

b

c

d

PGD

a indexed by VA[47:39]

b indexed by VA[38:30]

c indexed by VA[29:21]

d indexed by VA[20:12]
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Page UAF in GPU MMU
• How to crac the valid block entry
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Memory Management Unit

D_Table

D_Table

D_Table

D_Page

D_Block

D_Block

D_Block

a

b

c

d

PGD

a indexed by VA[47:39]

b indexed by VA[38:30]

c indexed by VA[29:21]

d indexed by VA[20:12]
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Exploita9on
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Arbitrary Physical Page Read/Write
• Put it together

Step 1: Spray the GPU VA regions without allocaDng physical pages
Step 2: Search the target kbase_mem_phy_alloc obj starDng from the predicted 
kernel address
Step 3: Compute the kernel address of the next kbase_mem_phy_alloc obj
Step 4: Commit the large number of pages
Step 5: Trigger the bug and overwrite the last page pointer
Step 6: Shrink the related region and free the last page
Step 7: Reuse the page as the PGD. If it fails, goto step 3
Step 8: Apply the KSMA exploitaDon technique and access the whole physical 
pages 
Step 9: Bypass the vendor’s miDgaDon and gain the root shell
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Exploita9on
GPU virtual 

address

Share the same physical page(start address aligned)

PID/TGID

task_struct• Search the task_struct objects
• PID/TID
• Comm
• …

• Leak kernel pointers
• Cred - *(u64*)(A + OFF_CRED –

OFF_PID)

• Compute the PFN slide
• PA <-> VA
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Vendor’s mi9ga9on

• Privilege informaXon is managed in the hypervisor  
• Cred pointer is not protected

• ROOT != full disk access

• Exploit detecXon

• …
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Vendor’s mi9ga9on
• Bitmap pages are marked Read-only at EL1.  
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Vendor’s mi9ga9on
• Privilege check
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Vendor’s mi9ga9on
• Privilege check
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Vendor’s mi9ga9on
• Privilege check
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Vendor’s mi9ga9on

fork.c

namei.c
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Vendor’s mi9ga9on

creds.c
commoncap.c
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Bypass privilege check

• Temporarily modify the pid(eg: init process)
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ROOT shell

• Spawn a ROOT process
Step 1: set the current credenDal to ROOT
Step 2: set the current->pid to 1
Step 3: fork a new process
Step 4: restore the current pid and credenDal
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ROOT shell

• Spawn a ROOT process
Step 1: set the current credenDal to ROOT
Step 2: set the current->pid to 1
Step 3: fork a new process
Step 4: restore the current pid and credenDal

• CONFIG_SECURITY_SELINUX_DEVELOP not set



2023                                                                                                                         Alibaba Cloud Pandora Lab

ROOT != full disk access



2023                                                                                                                         Alibaba Cloud Pandora Lab

ROOT != full disk access
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ROOT != full disk access
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ROOT != full disk access

• Inject the process which can access those files.
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Demo
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Agenda

• IntroducXon

• Bug analysis and exploitaXon

• Conclusion
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Takeaways

• It’s possible to reliably predict the kernel addresses of anacker-
controlled objects. 

• Using only one bug to exploit now needs more advanced exploitaXon 
technique. 

• With MTE miXgaXon landing, the good quality bugs and more 
advanced exploitaXon technique becomes more valuable.
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