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Who am I?

● SVP Threat Research & Intelligence @ SecurityScorecard
● Former McAfee ATR (with a focus on Korea and Asia)
● POC 2019, 2020 speaker



● Team of threat researchers and 
developers focused on making the 
world a safer place

● Responding and engaging in threat 
research and analysis of major 
0-days

● Developing capabilities to collect 
signals at scale

About STRIKE
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What is SIGINT?



Brief History of SIGINT
● Historically since world WW1 

SIGINT was the practice of 
intercepting and decoding 
enemy communications (radio, 
etc)

● Transmissions evolved to 
including encryption / encoding 
methods - introduction of modern 
cryptology

● The US/UK and other 5-eye 
nations had to employ 
cryptologists “code breakers” to 
decode enemy messages

US Army Signals Intelligence (circa 
1943 - source Wikipedia)

German Enigma Machine (circa 1941 - 
source Wikipedia)

Bletchley Park United Kingdom - home of 
the code breakers (cira WW2)



Modern Era of SIGINT
● SIGINT has since evolved to encompass 

sophisticated methods (often reserved 
for Nation-States)

● Signals can and are often collected via 
CNE/CNA (Computer Network 
Exploitation / Computer Network 
Attack) programs

CNA/CNE (source 
https://www.fdd.org/analysis/2018/11/06/evolving-menac
e/)
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Use of Signals Intelligence



SIGINT Technological Overview

● Operation of large scale SIGINT 
networks to intercept and collect 
signals (passive/active)

● Collection of signals at-scale (big data 
collection & analysis)

● Correlation of signals to identify 
patterns of activity - actionable insights



SIGINT Technological Overview

● Traffic interception
○ TCP packet inspection through passive 

sniffing (span port capture)
○ Network signature detection applied to 

traffic live
● Passive Scanning

○ Scanning IPv4
● Active crawling

○ Crawling and scraping data from 
underground and open sources



Types of SIGINT
Passive Sensor / Passive Scanning

○ “Listening in” to network 
communications and collecting network 
borne signals

○ Scanning the attack surfaces of 
organizations world-wide (IPv4 scanning)

SecurityScorecard Global Passive SIGINT sensor 
network collection points

Global Attack Surface through attack surface SIGINT



Types of SIGINT
Passive Sensor Collection

○ Analyzing global network traffic 
through passive collection 

○ Applying network detection signatures 
at scale to “collected” traffic to and 
from assets (TCP flows for example)

Global sources of exploit 
traffic

Country Specific Sources of exploit traffic

Global Sources of Brute Force Traffic



Types of SIGINT
TOR and Encrypted Communications

○ Adversaries often use TOR as a means 
of anonymizing their traffic 

○ You can analyze outbound traffic and 
look for “bad guys”

Global Destinations for TOR traffic (users exiting 
TOR and contacting clear web)

Global destinations for RDP traffic through TOR



SIGINT for Defensive Cyber
Enumerating Attack Surface in South 
Korea

● Can enumerate the attack 
surface of Korea as a country 
(drill down into specific orgs)

● Identify what is exposed and 
what can be exploited - further 
drilling into observed attacks

South Korea attack surface as seen by Passive SIGINT

Inbound Attacks on South Korea as seen by Passive SIGINT



Types of SIGINT
Spam & Phishing Email interception

○ Operation of SMTP relays 
globally

○ Tracking and interception of 
spam and phishing emails

○ Some are compromised 
users used to send spam 
and phishing “early 
indicators of hacking”

Intercepted email



Types of SIGINT
Crawling 
Ransomware 
Operator sites



SIGINT Network Visibility
What signals can be collected

○ Observations of source/destination traffic in 
general (ability to drill down into port 
specific info)

○ Identification of global sources of malware 
traffic

Global sources of Network Connections (systems 
accessing the internet)

Global sources for Remote Desktop Traffic



Foreign SIGINT
Passive Scanning and Passive Detection

○ Collection of Foreign SIGINT inside state 
sponsored countries

○ Collection of signals indicating sources 
for malicious traffic

SecurityScorecard Foreign SIGINT Collections (CN Region)

Global Sources of tagged  Malware Traffic
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Foreign SIGINT Operations



Foreign SIGINT

Enumerating the Chinese Attack 
Surface

ModBus Devices on CN IPv4 space



Collecting Hacker Chatter
Foreign SIGINT Operations

● Collecting Signals from 
adversary messaging 
platforms

● “Chatter” reveals insights 
about attacker TTPs

Adversary Dark Web chatter collection

Adversary Dark Web chatter collection
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Foreign SIGINT Operations: Tracking North 
Korean Cyber Actors



Foreign SIGINT Ops
Tracking NK Suspicious Infrastructure

○ SSL Certificate that contains Pyongyang 
and WTF.org in the metadata (looks 
suspicious!)

○ Another certificate containing 
dprk.gov.kp metadata found on an asset 
in London (why is it there??)

○ Other non Pyongyang infrastructure 
could be North Korean hop-points to 
route traffic through (previous TTP)

○ NK based certs contain a revealing email 
further tying showing NK

■ postmaster@star-co.net.kp

○ Also appears in North Korean IP address 
space

■ 175.45.176.30
■ 175.45.176.29
■ 175.45.178.21

Global locations with North Korean SSL Certificate 
(wtf.org)

SSL Certificates containing 
star-co.net.kp

NK SSL cert on UK based IP addresses



Foreign SIGINT Ops (continued)
Tracking NK Suspicious Infrastructure

○ North Korean self-signed SSL certificate 
containing a domain wtf.org, which 
redirects to World Taekwondo - not 
affiliated with North Korea

○ Actual domain (wtf.org) hosted in South 
Korea IP space

○ Self-signed certs appear predominantly 
in European IP infrastructure

○ Concentrated in providers NK has used 
before

WTF.org is contained in World Taekwondo 
Federation WHOIS

SSL Certificate Containing NK metadata



Foreign SIGINT Ops (continued)
Tracking NK Suspicious Infrastructure

○ There is many commonalities between systems in different 
countries (vsftp, some cases MiniServ, etc)

○ Some running on port 7443 which has been used 
before for fake TLS type traffic in implants before

○ Software tech-stack running on systems almost 
identical to each other

Infrastructure with self-signed certificate

178.32.220.170

88.198.230.216

France (OVH)

Germany(Hetzner)

198.27.66.81
Canada(OVH)



Foreign SIGINT Ops (continued)
Tracking NK Suspicious Infrastructure

○ There are variations of the WTF certificate that include 
Russia/Moskva metadata, but with same WTF.org domain

○ Appearing in United States on a VPS hosting provider 
Ramnode - same FTP variation as seen before

○ Network Flow traffic indicates connections through 
MikroTik routers with VPN

SSL Certificate RUSSIA variation on IP asset in United States

SSL Certificate North Korean version on European IPs



Foreign SIGINT Ops
Tracking Adversaries through Foreign SIGINT 
operations

○ Bad guys trying to exploit these CISA 
Known Exploited Vulns (CVE-2021-44228, 
CVE-2021-35394, CVE-2019-3929, 
CVE-2020-5902, CVE-2017,7577)

○

Destination locations for exploitation of clear web assets
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Foreign SIGINT Operations: Investigating PRC APT 
Activity



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: New CN APT

● The STRIKE Team consulted SecurityScorecard’s internal SIGINT collections to develop further 
insight into the activity of Flax Typhoon, a new, PRC-attributed APT group identified by 
Microsoft.

● This data helped the STRIKE Team identify a population of servers the group appears to use in 
addition to those Microsoft identified in its report.



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: New CN APT

Source of image at left: 
https://www.microsoft.com/en-us/security/blog/2023/08/24/flax-typhoon-using-legitimate-software-to-quietly-access-taiwanese-organizations/

Images at right: SecurityScorecard’s Attack Surface Intelligence Module

https://www.microsoft.com/en-us/security/blog/2023/08/24/flax-typhoon-using-legitimate-software-to-quietly-access-taiwanese-organizations/


Foreign SIGINT Ops (continued)

Tracking Suspicious Infrastructure: New CN APT

● 7992c0a816246b287d991c4ecf68f2d32e4bca18
○ 92.253.235[.]9
○ 45.204.1[.]203
○ 45.195.149[.]164
○ 182.61.132[.]155
○ 103.51.145[.]76

● 5437d0195c31bf7cedc9d90b8cb0074272bc55df
○ 120.53.104[.]31



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: New CN APT

● The STRIKE Team investigated the newly-identified IP addresses further.
○ A strategic partner’s network flow (NetFlow) data yielded four Chinese IP addresses that 

communicated with one of these new Flax Typhoon-linked IoCs.

● SecurityScorecard’s attribution data linked all of these Chinese IP addresses to the same 
Chinese university, Fudan University.
○ Concerns about Fudan University’s possible role in PRC intelligence-gathering have 

previously surfaced in public commentary; these findings may raise similar concerns.



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: New CN APT

● Four Chinese IP addresses communicated especially regularly with one of the IP addresses 
with a Flax Typhoon-linked TLS certificate. Those IP addresses are:

○ 202.120.224[.]129
○ 202.120.224[.]82
○ 202.120.224[.]114
○ 202.120.224[.]116



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: New CN APT

● SecurityScorecard attributes each of these IP addresses to Fudan University:



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: New CN APT



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: New CN APT
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Foreign SIGINT Operations: Investigating New Cuba  
Ransomware IoCs



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: Cuba Ransomware Group

● Cuba Ransomware group first surfaced in 2019; became more prominent in 2021.
● Notable features:

○ Use of custom C2 malware (BUGHATCH)
○ Likely Russia-based

Source: Speartip.com



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: Cuba Ransomware Group

Step 1

Virus Total

Searched public sources 
with new BUGHATCH 

sample hash.

Virus Total

Identified IP address 
observed serving 

downloads.

Step 2

SecurityScorecard 
SIGINT Collections

Investigated IP 
(64.235.39[.]82) 

Step 3



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: Cuba Ransomware Group

● Searched IP serving BUGHATCH download in 
Attack Surface Intelligence. 

● SSL certificate provoked some suspicion.
○ Why a Russian subject and issuer at US 

IP address?



Foreign SIGINT Ops (continued)
Tracking Suspicious Infrastructure: Cuba Ransomware Group

● Searched certificate hash in SSC SIGINT data
● Found more IP addresses previously linked to 

Cuba with same hash
● Certificate hash itself is therefore probably a 

previously-unpublished Cuba IoC
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Foreign SIGINT Operations: DDW Chatter



Collecting DDW Chatter
Foreign SIGINT Operations

● Cyber and physical 
security-relevant 
collections regarding 
current Israel-Hamas war.

● Pairing these collections 
with our other SIGINT data 
can yield new insights into 
the conflict.



Foreign SIGINT Operations

● Chats generally reflect publicly 
reported trends

● SSC analysis can enrich public 
reporting

Collecting DDW Chatter



Analyzing Hacker Chatter
Broader Cyber Trend
● Pro-Palestinian hacktivism, much 

of it from outside of the region
○ Russia-linked groups claim 

DDoS attacks against Israel



Analyzing Hacker Chatter
Enrichment using SSC SIGINT

● Hacktivists claim attack against 
Israeli ICS

● SSC scan data identifies more 
exposed servers than those listed in 
attack claim

Protocol Port Israeli IP Count

Ethernet/IP 2222 4740

Modbus TCP 502 1490

ROC PLus 4000 1040

DNP3 20000 926

FL-net 55000 128

Ethernet/IP 44818 92

FL-net 55001 75

FL-net 55002 75

BACnet 47808 56

PROFINET 34963 53

PROFINET 34964 53

PROFINET 34962 50

FL-net 55003 48

EtherCAT 34980 43

OPC UA 
Discovery Server

4840 41



Analyzing DDW Chatter

Broader Physical Security Trend
● Assignment of culpability for 

civilian casualties
● Reports of Hamas rocket attacks

SSC Analytical Enrichment
● Attention to DDW collections reveals 

priorities in Hamas messaging about 
events in question
○ Wording of claims suggests 

attempts to undermine claims 
about Israel’s defensive 
capabilities



Analyzing DDW Chatter

Broader Physical Security Trend
● Possible regional escalation

○ Fears of Iranian involvement

SSC Analytical Enrichment
● Collections suggest Hamas’ awareness 

of international audience and 
possibilities of regional escalation

Source: Reuters
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4.1 B IPs and 
domains scanned 
every 1.5 weeks 

across 1500+ ports 
in 45+ countries

7B+ leaked 
credential/PII 

databases in-house 
from across dark 
web and forums

100B+ vulnerabilities 
& attributions 

published weekly — 
securityscorecard.com/trust/

Sinkhole 2B+ malware 
requests per day — 

world’s largest malware 
DNS sinkhole

Top 20M websites 
crawled every week 
using full browsers 
imitating real users

100+ risk 
categories 

over 75 million 
records
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10 Years of 
Crowdsourcing and 

historical data

SecurityScorecard   |   SIGINT Network

AI-Powered Processing
Analyzes 100B+ daily signals and crowd-sourced intel

Accurate Breach Prediction
Uses 10 security factors to determine risk

Automated Attack Surface Discovery
Patented continuous attribution of Domain, IPs, and Threats

http://trust.securityscorecard.com

