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$ whoami

● Linux team at Cloudflare

● Systems security and performance

● Low-level programming
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● How containers contain: Linux namespaces

● Unprivileged user namespaces

● Linux application sandboxing (Google Chrome example)

● Linux bugs under Linux namespaces

● Policing user namespaces

● Fine grained user namespace creation
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Mount namespaces example
ignat@dev:~$ mount | grep ^tmpfs
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev,inode64)
tmpfs on /run type tmpfs 
(rw,nosuid,nodev,size=13162688k,nr_inodes=819200,mode=755,inode64)
tmpfs on /run/lock type tmpfs 
(rw,nosuid,nodev,noexec,relatime,size=5120k,inode64)
tmpfs on /run/user/1000 type tmpfs 
(rw,nosuid,nodev,relatime,size=6581340k,nr_inodes=1645335,mode=700,uid=1000,gid
=1000,inode64)
ignat@dev:~$



@ignatkn

Mount namespaces example
ignat@dev:~$ mount | grep ^tmpfs
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev,inode64)
tmpfs on /run type tmpfs 
(rw,nosuid,nodev,size=13162688k,nr_inodes=819200,mode=755,inode64)
tmpfs on /run/lock type tmpfs 
(rw,nosuid,nodev,noexec,relatime,size=5120k,inode64)
tmpfs on /run/user/1000 type tmpfs 
(rw,nosuid,nodev,relatime,size=6581340k,nr_inodes=1645335,mode=700,uid=1000,gid
=1000,inode64)
ignat@dev:~$ sudo unshare --mount
root@dev:/home/ignat#
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Mount namespaces example
ignat@dev:~$ mount | grep ^tmpfs
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev,inode64)
tmpfs on /run type tmpfs 
(rw,nosuid,nodev,size=13162688k,nr_inodes=819200,mode=755,inode64)
tmpfs on /run/lock type tmpfs 
(rw,nosuid,nodev,noexec,relatime,size=5120k,inode64)
tmpfs on /run/user/1000 type tmpfs 
(rw,nosuid,nodev,relatime,size=6581340k,nr_inodes=1645335,mode=700,uid=1000,gid
=1000,inode64)
ignat@dev:~$ sudo unshare --mount
root@dev:/home/ignat# umount /run/user/1000
root@dev:/home/ignat#
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Mount namespaces example
ignat@dev:~$ mount | grep ^tmpfs
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev,inode64)
tmpfs on /run type tmpfs 
(rw,nosuid,nodev,size=13162688k,nr_inodes=819200,mode=755,inode64)
tmpfs on /run/lock type tmpfs 
(rw,nosuid,nodev,noexec,relatime,size=5120k,inode64)
tmpfs on /run/user/1000 type tmpfs 
(rw,nosuid,nodev,relatime,size=6581340k,nr_inodes=1645335,mode=700,uid=1000,gid
=1000,inode64)
ignat@dev:~$ sudo unshare --mount
root@dev:/home/ignat# umount /run/user/1000
root@dev:/home/ignat# mountpoint /run/user/1000
/run/user/1000 is not a mountpoint
root@dev:/home/ignat#
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Mount namespaces example
ignat@dev:~$ mount | grep ^tmpfs
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev,inode64)
tmpfs on /run type tmpfs 
(rw,nosuid,nodev,size=13162688k,nr_inodes=819200,mode=755,inode64)
tmpfs on /run/lock type tmpfs 
(rw,nosuid,nodev,noexec,relatime,size=5120k,inode64)
tmpfs on /run/user/1000 type tmpfs 
(rw,nosuid,nodev,relatime,size=6581340k,nr_inodes=1645335,mode=700,uid=1000,gid
=1000,inode64)
ignat@dev:~$ sudo unshare --mount
root@dev:/home/ignat# umount /run/user/1000
root@dev:/home/ignat# mountpoint /run/user/1000
/run/user/1000 is not a mountpoint
root@dev:/home/ignat# exit
logout
ignat@dev:~$
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Mount namespaces example
ignat@dev:~$ mount | grep ^tmpfs
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev,inode64)
tmpfs on /run type tmpfs 
(rw,nosuid,nodev,size=13162688k,nr_inodes=819200,mode=755,inode64)
tmpfs on /run/lock type tmpfs 
(rw,nosuid,nodev,noexec,relatime,size=5120k,inode64)
tmpfs on /run/user/1000 type tmpfs 
(rw,nosuid,nodev,relatime,size=6581340k,nr_inodes=1645335,mode=700,uid=1000,gid
=1000,inode64)
ignat@dev:~$ sudo unshare --mount
root@dev:/home/ignat# umount /run/user/1000
root@dev:/home/ignat# mountpoint /run/user/1000
/run/user/1000 is not a mountpoint
root@dev:/home/ignat# exit
logout
ignat@dev:~$ mountpoint /run/user/1000
/run/user/1000 is a mountpoint
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Network namespaces example
ignat@dev:~$ ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group 
default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode 
DEFAULT group default qlen 1000
    link/ether 52:54:00:e6:15:a5 brd ff:ff:ff:ff:ff:ff
3: docker0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN mode 
DEFAULT group default
    link/ether 02:42:ec:9d:a8:8f brd ff:ff:ff:ff:ff:ff
ignat@dev:~$
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Network namespaces example
ignat@dev:~$ ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group 
default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode 
DEFAULT group default qlen 1000
    link/ether 52:54:00:e6:15:a5 brd ff:ff:ff:ff:ff:ff
3: docker0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN mode 
DEFAULT group default
    link/ether 02:42:ec:9d:a8:8f brd ff:ff:ff:ff:ff:ff
ignat@dev:~$ sudo unshare --net
root@dev:/home/ignat# 
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Network namespaces example
ignat@dev:~$ ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group 
default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode 
DEFAULT group default qlen 1000
    link/ether 52:54:00:e6:15:a5 brd ff:ff:ff:ff:ff:ff
3: docker0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN mode 
DEFAULT group default
    link/ether 02:42:ec:9d:a8:8f brd ff:ff:ff:ff:ff:ff
ignat@dev:~$ sudo unshare --net
root@dev:/home/ignat# ip link
1: lo: <LOOPBACK> mtu 65536 qdisc noop state DOWN mode DEFAULT group default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
root@dev:/home/ignat#
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Network namespaces example
ignat@dev:~$ ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group 
default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode 
DEFAULT group default qlen 1000
    link/ether 52:54:00:e6:15:a5 brd ff:ff:ff:ff:ff:ff
3: docker0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN mode 
DEFAULT group default
    link/ether 02:42:ec:9d:a8:8f brd ff:ff:ff:ff:ff:ff
ignat@dev:~$ sudo unshare --net
root@dev:/home/ignat# ip link
1: lo: <LOOPBACK> mtu 65536 qdisc noop state DOWN mode DEFAULT group default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
root@dev:/home/ignat# ip link set lo up
root@dev:/home/ignat#
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Network namespaces example
ignat@dev:~$ ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group 
default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode 
DEFAULT group default qlen 1000
    link/ether 52:54:00:e6:15:a5 brd ff:ff:ff:ff:ff:ff
3: docker0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN mode 
DEFAULT group default
    link/ether 02:42:ec:9d:a8:8f brd ff:ff:ff:ff:ff:ff
ignat@dev:~$ sudo unshare --net
root@dev:/home/ignat# ip link
1: lo: <LOOPBACK> mtu 65536 qdisc noop state DOWN mode DEFAULT group default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
root@dev:/home/ignat# ip link set lo up
root@dev:/home/ignat# ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group 
default qlen 1000
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
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Network namespaces example
ignat@dev:~$ root@dev:/home/ignat# ip link add right 

type veth peer left netns 1
root@dev:/home/ignat#
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Network namespaces example
ignat@dev:~$ root@dev:/home/ignat# ip link add right 

type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat#
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Network namespaces example
ignat@dev:~$ sudo ip link show left
5: left@if2: <BROADCAST,MULTICAST> mtu 1500 
qdisc noop state DOWN mode DEFAULT group 
default qlen 1000
ignat@dev:~$ 

root@dev:/home/ignat# ip link add right 
type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat#
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Network namespaces example
ignat@dev:~$ sudo ip link show left
5: left@if2: <BROADCAST,MULTICAST> mtu 1500 
qdisc noop state DOWN mode DEFAULT group 
default qlen 1000
ignat@dev:~$ 

root@dev:/home/ignat# ip link add right 
type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat# ip address add dev 
right 192.168.1.7/24
root@dev:/home/ignat#
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Network namespaces example
ignat@dev:~$ sudo ip link show left
5: left@if2: <BROADCAST,MULTICAST> mtu 1500 
qdisc noop state DOWN mode DEFAULT group 
default qlen 1000
ignat@dev:~$ 

root@dev:/home/ignat# ip link add right 
type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat# ip address add dev 
right 192.168.1.7/24
root@dev:/home/ignat# ip link set right up
root@dev:/home/ignat# 
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Network namespaces example
ignat@dev:~$ sudo ip link show left
5: left@if2: <BROADCAST,MULTICAST> mtu 1500 
qdisc noop state DOWN mode DEFAULT group 
default qlen 1000
ignat@dev:~$ sudo ip address add dev left 
192.168.1.3/24
ignat@dev:~$

root@dev:/home/ignat# ip link add right 
type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat# ip address add dev 
right 192.168.1.7/24
root@dev:/home/ignat# ip link set right up
root@dev:/home/ignat# 
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Network namespaces example
ignat@dev:~$ sudo ip link show left
5: left@if2: <BROADCAST,MULTICAST> mtu 1500 
qdisc noop state DOWN mode DEFAULT group 
default qlen 1000
ignat@dev:~$ sudo ip address add dev left 
192.168.1.3/24
ignat@dev:~$ sudo ip link set left up
ignat@dev:~$ 

root@dev:/home/ignat# ip link add right 
type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat# ip address add dev 
right 192.168.1.7/24
root@dev:/home/ignat# ip link set right up
root@dev:/home/ignat# 
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Network namespaces example
ignat@dev:~$ sudo ip link show left
5: left@if2: <BROADCAST,MULTICAST> mtu 1500 
qdisc noop state DOWN mode DEFAULT group 
default qlen 1000
ignat@dev:~$ sudo ip address add dev left 
192.168.1.3/24
ignat@dev:~$ sudo ip link set left up
ignat@dev:~$ ping -c 1 192.168.1.7
PING 192.168.1.7 (192.168.1.7) 56(84) bytes of data.
64 bytes from 192.168.1.7: icmp_seq=1 ttl=64 time=0.118 
ms

--- 192.168.1.7 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time 
0ms
rtt min/avg/max/mdev = 0.118/0.118/0.118/0.000 ms

ignat@dev:~$ 

root@dev:/home/ignat# ip link add right 
type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat# ip address add dev 
right 192.168.1.7/24
root@dev:/home/ignat# ip link set right up
root@dev:/home/ignat# 
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Network namespaces example
ignat@dev:~$ sudo ip link show left
5: left@if2: <BROADCAST,MULTICAST> mtu 1500 
qdisc noop state DOWN mode DEFAULT group 
default qlen 1000
ignat@dev:~$ sudo ip address add dev left 
192.168.1.3/24
ignat@dev:~$ sudo ip link set left up
ignat@dev:~$ ping -c 1 192.168.1.7
PING 192.168.1.7 (192.168.1.7) 56(84) bytes of data.
64 bytes from 192.168.1.7: icmp_seq=1 ttl=64 time=0.118 
ms

--- 192.168.1.7 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time 
0ms
rtt min/avg/max/mdev = 0.118/0.118/0.118/0.000 ms

ignat@dev:~$ 

root@dev:/home/ignat# ip link add right 
type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat# ip address add dev 
right 192.168.1.7/24
root@dev:/home/ignat# ip link set right up
root@dev:/home/ignat# exit
logout
ignat@dev:~$
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Network namespaces example
ignat@dev:~$ sudo ip link show left
5: left@if2: <BROADCAST,MULTICAST> mtu 1500 
qdisc noop state DOWN mode DEFAULT group 
default qlen 1000
ignat@dev:~$ sudo ip address add dev left 
192.168.1.3/24
ignat@dev:~$ sudo ip link set left up
ignat@dev:~$ ping -c 1 192.168.1.7
PING 192.168.1.7 (192.168.1.7) 56(84) bytes of data.
64 bytes from 192.168.1.7: icmp_seq=1 ttl=64 time=0.118 
ms

--- 192.168.1.7 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time 
0ms
rtt min/avg/max/mdev = 0.118/0.118/0.118/0.000 ms

ignat@dev:~$ sudo ip link show left
Device "left" does not exist.

root@dev:/home/ignat# ip link add right 
type veth peer left netns 1
root@dev:/home/ignat# ip link show right
2: right@if5: <BROADCAST,MULTICAST> mtu 
1500 qdisc noop state DOWN mode DEFAULT 
group default qlen 1000
    link/ether 06:45:05:83:b7:e8 brd 
ff:ff:ff:ff:ff:ff link-netnsid 0
root@dev:/home/ignat# ip address add dev 
right 192.168.1.7/24
root@dev:/home/ignat# ip link set right up
root@dev:/home/ignat# exit
logout
ignat@dev:~$
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PID namespaces example
ignat@dev:~$ echo $$
7551
ignat@dev:~$
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PID namespaces example
ignat@dev:~$ echo $$
7551
ignat@dev:~$ sudo unshare --pid --fork
root@dev:/home/ignat#
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PID namespaces example
ignat@dev:~$ echo $$
7551
ignat@dev:~$ sudo unshare --pid --fork
root@dev:/home/ignat# echo $$
1
root@dev:/home/ignat#
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PID namespaces example
ignat@dev:~$ echo $$
7551
ignat@dev:~$ sudo unshare --pid --fork
root@dev:/home/ignat# echo $$
1
root@dev:/home/ignat# cd /proc/self
root@dev:/proc/self#



@ignatkn

PID namespaces example
ignat@dev:~$ echo $$
7551
ignat@dev:~$ sudo unshare --pid --fork
root@dev:/home/ignat# echo $$
1
root@dev:/home/ignat# cd /proc/self
root@dev:/proc/self# grep ^Pid: status
Pid: 7574
root@dev:/proc/self#



@ignatkn

PID namespaces example
ignat@dev:~$ echo $$
7551
ignat@dev:~$ sudo unshare --pid --fork
root@dev:/home/ignat# echo $$
1
root@dev:/home/ignat# cd /proc/self
root@dev:/proc/self# grep ^Pid: status
Pid: 7574
root@dev:/proc/self# grep ^NSpid: status
NSpid: 7574 1
root@dev:/proc/7571#
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PID namespaces example
ignat@dev:~$ echo $$
7551
ignat@dev:~$ sudo unshare --pid --fork
root@dev:/home/ignat# echo $$
1
root@dev:/home/ignat# cd /proc/self
root@dev:/proc/self# grep ^Pid: status
Pid: 7574
root@dev:/proc/self# grep ^NSpid: status
NSpid: 7574 1
root@dev:/proc/7571# pstree --long --ns-changes --show-pids 7551
bash(7551)---sudo(7571)---sudo(7572)---unshare(7573)---bash(7574,pid)--
-pstree(7657)
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ignat@dev:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker)
ignat@dev:~$ unshare --user
nobody@dev:~$ id
uid=65534(nobody) gid=65534(nogroup) groups=65534(nogroup)
nobody@dev:~$ exit
logout
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I have no name!@dev:~$ exit
logout
ignat@dev:~$ unshare --user --map-root-user
root@dev:~# id
uid=0(root) gid=0(root) groups=0(root),65534(nogroup)
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Better together!

ignat@dev:~$ unshare --user 
--map-root-user
root@dev:~# mountpoint /tmp
/tmp is not a mountpoint
root@dev:~# mount -t tmpfs none /tmp
mount: /tmp: permission denied.
...
root@dev:~# unshare --mount
root@dev:~# mount -t tmpfs none /tmp
root@dev:~# mountpoint /tmp
/tmp is a mountpoint
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https://chromium.googlesource.com
/chromium/src/+/lkgr/docs/linux/san
dboxing.md#The-setuid-sandbox

https://chromium.googlesource.com/chromium/src/+/lkgr/docs/linux/sandboxing.md#The-setuid-sandbox
https://chromium.googlesource.com/chromium/src/+/lkgr/docs/linux/sandboxing.md#The-setuid-sandbox
https://chromium.googlesource.com/chromium/src/+/lkgr/docs/linux/sandboxing.md#The-setuid-sandbox
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Some other users

● https://rootlesscontaine.rs/
● allows unprivileged users to fully manage a container 

runtime
● systemd-coredump

● forks itself into a unprivileged container to process 
coredumps

● various testing frameworks, fake root applications etc

https://rootlesscontaine.rs/
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https://wiki.archlinux.org/title/security#Sandboxing_applications
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nic nic

routing

firewall

OS config clone()/unshare()

lonic





@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ 



@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ 



@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker),994(kvm)
ignat@buggy:~$



@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker),994(kvm)
ignat@buggy:~$ unshare --user --map-root-user --net
root@buggy:~#



@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker),994(kvm)
ignat@buggy:~$ unshare --user --map-root-user --net
root@buggy:~# ip link set lo up
root@buggy:~# 



@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker),994(kvm)
ignat@buggy:~$ unshare --user --map-root-user --net
root@buggy:~# ip link set lo up
root@buggy:~# tc qdisc replace dev lo root handle 1: htb default 1
root@buggy:~#



@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker),994(kvm)
ignat@buggy:~$ unshare --user --map-root-user --net
root@buggy:~# ip link set lo up
root@buggy:~# tc qdisc replace dev lo root handle 1: htb default 1
root@buggy:~# tc class add dev lo parent 1: classid 1:1 htb rate 10mbit
root@buggy:~# 



@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker),994(kvm)
ignat@buggy:~$ unshare --user --map-root-user --net
root@buggy:~# ip link set lo up
root@buggy:~# tc qdisc replace dev lo root handle 1: htb default 1
root@buggy:~# tc class add dev lo parent 1: classid 1:1 htb rate 10mbit
root@buggy:~# tc qdisc add dev lo parent 1:1 handle 10: noqueue
root@buggy:~# 





@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker),994(kvm)
ignat@buggy:~$ unshare --user --map-root-user --net
root@buggy:~# ip link set lo up
root@buggy:~# tc qdisc replace dev lo root handle 1: htb default 1
root@buggy:~# tc class add dev lo parent 1: classid 1:1 htb rate 10mbit
root@buggy:~# tc qdisc add dev lo parent 1:1 handle 10: noqueue
root@buggy:~# 



@ignatkn

Promoting the bug to a security vulnerability
ignat@buggy:~$ uname -r
6.1.5-cloudflare-2023.1.4
ignat@buggy:~$ id
uid=1000(ignat) gid=1000(ignat) groups=1000(ignat),990(docker),994(kvm)
ignat@buggy:~$ unshare --user --map-root-user --net
root@buggy:~# ip link set lo up
root@buggy:~# tc qdisc replace dev lo root handle 1: htb default 1
root@buggy:~# tc class add dev lo parent 1: classid 1:1 htb rate 10mbit
root@buggy:~# tc qdisc add dev lo parent 1:1 handle 10: noqueue
root@buggy:~# ping -I lo -w 1 -c 1 1.1.1.1
ping: Warning: source address might be selected on device other than: lo
PING 1.1.1.1 (1.1.1.1) from 0.0.0.0 lo: 56(84) bytes of data.
[  342.000820][  T412] BUG: kernel NULL pointer dereference, address: 0000000000000000
[  342.005797][  T412] #PF: supervisor instruction fetch in kernel mode
[  342.011184][  T412] #PF: error_code(0x0010) - not-present page
[  342.017450][  T412] PGD 0 P4D 0
[  342.021725][  T412] Oops: 0010 [#1] PREEMPT SMP NOPTI
[  342.026103][  T412] CPU: 0 PID: 412 Comm: ping Not tainted 6.1.5-cloudflare-2023.1.4 #1
[  342.030754][  T412] Hardware name: QEMU Standard PC (i440FX + PIIX, 1996), BIOS 
1.16.2-debian-1.16.2-1 04/01/2014
...
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There is more…
● CVE-2023-30549
● CVE-2022-34918
● CVE-2022-25636
● CVE-2022-24122
● CVE-2022-1055
● CVE-2022-0185
● CVE-2022-0492
● CVE-2021-3493

● CVE-2020-5291
● CVE-2020-16120
● CVE-2019-20794
● CVE-2018-18955
● CVE-2017-1000111
● CVE-2014-5207
● CVE-2014-4014
● CVE-2013-1958

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=%22user+namespaces%22

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=%22user+namespaces%22


@ignatkn
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Why does it happen?

int some_kernel_func(void)
{
if (!capable(CAP_SYS_ADMIN))
return -EPERM;

/* do some privileged stuff */

}

may contain 
bugs

https://elixir.bootlin.com/linux/latest/C/ident/capable
https://elixir.bootlin.com/linux/latest/C/ident/CAP_SYS_ADMIN
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Disable user namespaces

ignat@dev:~$ sudo sysctl user.max_user_namespaces
user.max_user_namespaces = 256436
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nobody@dev:~$ exit
logout
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How do we allow some applications 
to create user namespaces, while 
prohibiting the others?

Policy = LSM



@ignatkn

SELinux?

SELinux



@ignatkn

SELinux?



@ignatkn

SELinux?



@ignatkn

BPF-LSM

kernel



@ignatkn

BPF-LSM

kernel

open read write clone



@ignatkn

BPF-LSM

kernel

open read write clone

int check_xxx(void)
{

if !allowed(ctx) {
return -EPERM;

}

return 0;
}



@ignatkn

BPF-LSM

kernel

open read write clone

int check_xxx(void)
{

if !allowed(ctx) {
return -EPERM;

}

return 0;
}



@ignatkn

BPF-LSM

kernel

open read write clone

int check_xxx(void)
{

if !allowed(ctx) {
return -EPERM;

}

return 0;
}

process
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ignat@dev:~$
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