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Agenda

What is all about telco and APIs?

APIs inside 5G core network
- How can someone pwn the 5G network?

APIs outside core network
— Case study on loT service platforms
— Design choices, implementation issues

Takeaways




Attacks so far in Mobile Networks

Radio access network — IMSI catchers

- Lack of sufficient authentication and security protocols Classic Attacks
« Signaling interconnect — SS7, Diameter interfaces (user-targeted)
- Implicit trust between operators Information
- SIM attacks — Authentication, SIM jacker Extraction
- SIM browser exploits
* Voice phishing, SMS spam, SMShing SMS and Call
« Backdoor (wiretapping, “zombie apps”) Interception
* API leaks

— Misconfigured web application bugs Fraud



5G Is also for Things

Figure 2: 5G-enabled industry digitalization revenues for ICT players, 2026
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- Infrastructure targeted attacks
- Increased threat
- Enormous damage
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Don’t Get Fooled by Media!

* 5G is not only about mmWave and higher speed
* While Korean media shows 5G mmWave as “true 5G”, 5G SA

IS often neglected
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Don’t Get Fooled by Media!

* Vodafone Germany started 5G SA

(56 il . @® ° German media shows 5G SA as
D D
“true 5G” (“Echtes 5G”)

keine 5G-Standalone- mit 5Gund LTE Stromverbrauch
Technologie

™ cHie

5G
@ - > . I I m Echtes 5G: Vodafone startet mit 1.000 Antennen - CHIP
. >

Bislang bendtigt 5G noch LTE, um den Kunden mit hohen Datenraten zu
versorgen. Vodafone startet nun das erste echte 5G-Netz in Deutschland: 5G..

Smartphone unterstiitzt Verbindet sich Bis zu 20 Prozent N
5G-Standalone- nur mit 5G weniger Stromver- 2021. 4. 12. - O] AHO|E &pEH&17)
Technologie brauch beim Surfen @ coem.de
Netzausbau: Echtes 5G bei der Telekom an 3.000 von 34.0...

& e Standorten - Golem.de
durchgéngig 15 ¢ 90
mit 5G+ surft, =~ 70 ERXED(ETE sy Geboten wird also meist 5G durch Spectrum Share chne echte ... Auf den Platzen
spart bis zu oder == NG 0N, Oder einZimmer 2zwei und drei folgen Vodafone mit 47,3 MBit/s und...
1 KWh Energi — Hemden Tassen beleuchten _

gle. Stunden biigeln Kaffee 2022. 7. 15. - O] AHO|E &}EHs}7]
Das entspricht: LYschauen LA - [ ]

WELT
Vodafone weitet 5G-Netz aus — und argert die Telekom mit ...

Der Konzern will die neue Technologie in Zukunft 5G+ nennen und bezeichnet es
als ,echtes 5G". Lesen Sie auch. Mobilfunkantennen. Viertes Netz.

2022. 3. 15. - 0] AHO|E R}CHs}o|


https://newsroom.vodafone.de/netz/5g-plus-das-echtzeit-netz-fur-alle-kommt
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5G Core Network
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Major Differences from Previous Generations

 Each generation has “special” jargon
- “Enhanced’/”Evolved” for 4G, “Function” for 5G

e All interconnects are now REST API based
- 3GPP YAML for interfaces: https://github.com/jdegre/5GC_APIs
- Even available for Burp Suite!

* Network Exposure Function

- EXxposes internal network information to other parties
(e.g., vertical industries, 3rd party app developers)

— Opens a new door also for attackers

N

N


https://github.com/jdegre/5GC_APIs

Telecom APIs are Real Thing

ericsson.com  Products and solutions v Discover v Transforming enterprises »  Future technologies v About us v

HOME > REPORTSANDPAPERS > .. > ERICSSON TECHNOLOGY REVIEW ARTICLES > SERVICE EXPOSURE: A CRITICAL CAPABILITY IN A 5G WORLD

4 . Exposure — and service exposure in particular — will be
S e rV | Ce eX pOS u re . G critical to the creation of the programmable networks that

businesses need to communicate efficiently with Internet of

C rlti CG | CG pG b | | Ity i n G Things (IoT) devices, handle edge loads and pursue the

5 G | d myriad of new commercial opportunities in the 5G world.
MAGAZINE | @ #ericssontechnologyreview

NOKIA Insights ~ Industries ~ Products ~ Services ~  Train

c I S I 0 N News Products Contact : Home | Networks and industry salutions | Products | Intemet of Things floT) | IMPACT laT platform

PR Newswire

News in Focus Business & Money  Science & Tech  Lifestyle & Health Policy & Public Interest ~ People & Culture | M PACT | OT p |a _tfo rm

ment Platform for All Connected Th PACT) for loT

Global Telecom API Market to

Reach $186.49 Billion by 2027  RESEARCH: s MARKETS
at a CAGR of 5.79% loT management platform for billions of on
connected devices




Attacks Inside Core Network
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5G Cyber Security Hackathon

 Shut down the devices
connected to the 5G core
network

* |ntermediate system
connected to the 5G core
network was provided

The National Cyber Security Centre Finland under The Finnish Transport and Communications Agency

Traficom actively promotes the cybersecurity and reliability of 5G networks in collaboration with [ ] 7
telecommunications vendors, network operators and information security researchers. During 2019 and .
2021, we and our collaboration partners have organised 5G Cyber Security Hack events focusing on the

cybersecurity of 5G technology and networks to promote collaboration and deeper understanding of the

technology and its vulnerabilities. Together with this activity, we have promoted international discussion

about a new type of cybersecurity collaboration among different players, such as national authorities, global
technology vendors, end users, academia and the ethical hacker community.



https://hackthenetworks.fi/en

Starting Points to pwn

* Web hacking 101: Insecure management interfaces
e Discovering management settings through unprotected pages
* Landing point to traverse to the other network entities

& > (C A Notsecure | :3000/settings.json

{
"mysgql host": "Llocalhost",
"mysql db name": "hss lte db",
"mysgl user name": "hss",
"mysql password": "hss",
"username"”: "admin
"password": " ",
"url": "http://localhost:8881",
"status url": "https://192.168.9.168:4000",
"port": "3eee",
"path": "/home/ T
"header name": " Management Console"




SQL Injection

* Web management interface had SQLI vulnerability
* Able to harvest any arbitrary database/files inside the system
* DoS through injecting malformed operator information

OPERATOR SETTINGS

= c @
o 636 333 1964 8000 5GC
t» New Tab
o 460 226 1964 8000 data
TypeError: /var/epc/SA-GUI/views/pages/display operator.ejs:55
o 289 67 964 8000 5GC 53| <td><h=amfis</td>
54| <td><%=operator[i].name%></td=>
o 912 2 964 8000 5GC >> 55| <%}
56 S
o 461 225 1964 8000 data 57| </tbody>
58| </table>
(u] 997 1 964 8000
Cannot read property 'toString’ of null
a | 901 1 1964 8000 6 at eyal (/var/epc/SA-GUIJViewsfpages/display_operatqr.ejs:3@:3?!
at display_operator (/varfepc/SA-GUI/node modules/ejs/lib/ejs.js:656:17)
at tryHandleCache (/war/epc/SA-GUI/node modules/ejs/lib/ejs.js:254:36)
= 985 4 e 8000 see at View.exports.renderFile [as engine] (/var/epc/SA-GUI/node modules/ejs/lib/ejs.js:453:10)
at View.render (/var/epc/SA-GUI/node_modules/express/lib/view.js:135:8)
o get & 2es Sooy st at tryRender (/var/epc/SA-GUI/node modules/express/lib/application.js:646:10)

at Function.render (/var/epc/SA-GUI/node modules/express/lib/application.js:592:3)
at ServerResponse.render (/var/epc/SA-GUI/node_modules/express/lib/response.js:1812:7)

at Query.<anonymous> (/var/epc/SA-GUI/routes/controller.js:175:11)
Edit Delete at Query.<anonymous> (/var/epc/SA-GUI/node_modules/mysql/lib/Connection.js:525:10)




lguration:
mongodbName: "nrfd

] L} ; b
S L I n eCtIO n - mongodbUrl: "mongo
: db://127.0.0.1:27017

mongodbUsername: "
H T
mongodbPassword: "

* Obtaining a local file through LOAD

version: "8.7.6"

DATA LOCAL INFILE s g e

port: "9@9@"
nrfld: "

- A Dbit tricky due to the truncation applied
by the web interface | S T

tlsKeyFile: "priva
1 te.key"

— Checked independently after obtaining . mec: -

mnc : """

onfiguration:

SS H access mongodbName: "nrfdb"
mongodbUrl: "mongodb://127.8.8.1:27017"
mongodbUsername: “nrf"

* Now we have NRF address!

version: "0.7.6"
bindingIPv4: "10.33.1.12"
port: "9@9@"

nrfld: "

tlsCertFile: "public.crt"
tlskKeyFile: "private.key"
mcc: " "




Highway to the Data Plane

 APIs available as 3GPP TS 29.510

* NRF bootstrapping APIs and instance discovery

$ curl -k -X GET "https://10.33.1.12:9090/bootstrapping" -H "accept: application/3gppHal+json"

{"status":"OPERATIVE"," _links":{"authorize":{"href":"https://10.33.1.12:9090/0auth2/token"}, "discover":
{"href":"https://10.33.1.12:9090/nnrf-disc/v1l/nf-instances"}, "manage":{"href":"https://10.33.1.12:9090/v1/nf-

instances"}, "self":{"href":"https://10.33.1.12:9090/bootstrapping"}, "subscribe":{"href":"https://
10.33.1.12:9090/nnrf-nfm/v1l/subscriptions"}}}

« Getting instances through /nnrf-disc/vl/nf-instances

$ curl -k -X GET "https://10.33.1.12:9090/nnrf-disc/vl/nf-instances?target-nf-type=UPF&requester-nf-type=AMF"
{"validityPeriod": ,"nfInstances":

[{"nfInstanceId":"REDACTED", "nfType":"UPF", "nfStatus":"REGISTERED", "nfInstanceName":"go-

upf", "heartBeatTimer":57, "plmnList":[{"mcc":"244", "mnc":"53"}], "sNssais":[{"sst":1}], "ipv4Addresses":
["10.33.1.52"], "upfInfo":{"sNssaiUpfInfoList":[{"sNssai":{"sst":1}, "dnnUpfInfoList":

[{"dnn":"internettwo"}]}], "interfaceUpfInfoList":[{"interfaceType":"N3", "ipv4EndpointAddresses":

["10.33.1.52"]}1}}, ... 1331}




Interrupting Data Services

P Injecting false configuration
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On the NRF

 Disconnect UPF from the core network
e Standard REST API, DELETE request

98/nnrf-nfm/vl/nf-instances/
f" # First API call

':"DATA_NOT_FOUND"}




On the NRF

 DELETE-then-PUT to inject malicious configuration
- Known not existing or attacker controlled endpoint address
— Checked persistency through another discovery API call

* This API should be protected

$ curl -k -X PUT "https://10.33.1.12:9090/nnrf-nfm/v1i/nf-instances/REDACTED" -H "accept: application/json" -H
"Content-Type: application/json" -d

"{\"nfInstanceId\":\"REDACTED\", \"nfType\" :\"UPF\",\"nfStatus\" :\"REGISTERED\", \"nfInstanceName\":\"go-
upf\",\"heartBeatTimer\":34,\"plmnList\": [{\"mcc\":\" A", \"mne\" :\"oA\"}], \"sNssais\":

[{\"sst\":1}], \"ipv4Addresses\": [\" . \"],\"upfInfo\":{\"sNssaiUpfInfoList\":[{\"sNssai\":
{\"sst\":1},\"dnnUpfInfoList\":[{\"dnn\":\"internetthree\"}]}], \"interfaceUpfInfoList\":
[{\"interfaceType\":\"N3\", \"ipv4EndpointAddresses\": [\" . \"T1}133}"
{"nfInstanceId":"REDACTED", "nfType":"UPF", "nfStatus":"REGISTERED", "nfInstanceName":"go-

upf", "heartBeatTimer":33, "plmnList": [{"mcc":"xxx", "mnc":"xx"}], "sNssais":[{"sst":1}], "ipv4Addresses":
["10.33.1.210"], "upfInfo":{"sNssaiUpfInfoList":[{"sNssai":{"sst":1}, "dnnUpfInfoList":

[{"dnn":"internetthree"}]}], "interfaceUpfInfoList":[{"interfaceType":"N3", "ipv4EndpointAddresses":
["10.33.1.210"]1}1}3




On the AMF

* No standard API to enumerate the UE context exist
— Guessed based on IMSI (based on other 5GC implementations)

* Delete the UE’s context from the AMF gave only errors

$ curl -k -X POST "https://127.0.1.1:443/namf-comm/v1/ue-contexts/1/release" -H "Content-Type: application/json"
-d "{\"supi\":\"string\", \"unauthenticatedSupi\'":false, \""ngapCause\":{\"group\":0,\"value\":0}}"

curl: (92) HTTP/2 stream © was not closed cleanly: PROTOCOL_ERROR (err 1)

$ curl -k -X POST "https://127.0.1.1:443/namf-comm/v1l/ue-contexts/imsi-REDACTED/release" -H "accept:
application/json" -H "Content-Type: application/json" -d "{\'"targetMmeCap

{\"nonIpSupported\":false, \"ethernetSupported\":false}, \"servingNetwork

{\"mee\ "\ Txxx N, N "mne\ " i\ "xx\ "}, \"notToTransferEbiList\": [@]}"

curl: (92) HTTP/2 stream © was not closed cleanly: PROTOCOL_ERROR (err 1)

$ curl -k -X POST "https://127.0.1.1:443/namf-comm/v1/ue-contexts/imsi-REDACTED/release" -H "Content-Type:

application/json" -d "{\"supi\":\"imsi-REDACTED\", \"unauthenticatedSupi\":true, \"ngapCause
{\"group\":0,\"value\":0}}"
curl: (92) HTTP/2 stream © was not closed cleanly: PROTOCOL_ERROR (err 1)




On the SMF

 Like AMF, no standard API exist to enumerate UE context
- Guessed using IMSI like what we’ve tried on AMF

* No useful output was produced
- If we knew the context name, the results might have been different

e SMF was written in Go, which was considered hard to reverse

$ curl -k -X POST "https://127.0.1.1:443/nsmf-pdusession/vl/sm-contexts/imsi-REDACTED/retrieve" -H '"accept:
application/json" -H "Content-Type: application/json" -d "{\"targetMmeCap\":

{\"nonIpSupported\":false, \"ethernetSupported\":false}, \"servingNetwork\":
{\"mcc\" \"xxx\", \"mnc\":\"xx\"},\"notToTransferEbiList\":[0]}"
(no output)




Why not UPF Directly?

* We tried to examine as many 5G API as possible

 Our approach direction was shutting down user plane services
through core network API calls (“API war”)

* Other team directly jumped to UPF before us
— Good de-motivation on that direction :(



Key Takeaways

* Protect your 5GC entry points

- Especially for NRF which can be used to
discover all other entities

* Simple looking API call and component
can disintegrate the entire 5G stack

* Traditional web application and API
vulnerabilities will meet the telco specific
Issues in 5G core network

ALL MODERN DIGITAL
INFRASTRUCTURE

I

i

)

il

A PROTECT S0ME
RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY
MAINTAINING
SINCE 2003



https://xkcd.com/2347/

Attacks From Network Exposure Functions
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New Front Door: Network Exposure

~
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Obtaining IoT SIM Cards and APIs

* Specialized tariff for IP data 0T SIM cards + 0T Modems
and/or SMS - 1

— Cheap but smaller data than
smartphone tariff, longer lifetime

* Usually business customers only

 Dedicated loT networks (NB-I10T,
LTE-M) and 2G/3G fallback

-+ Se”rvice APIs




Control and Configure the SIMs

* 10T connectivity management platform

- Available after signing contract

« User/SIM management through web app

— Create API user/developer
- Activate and deactivate SIM

 Purchase data volume, SMS etc.

MSISDN ICCD Alias IMSI

SIM Cards Overview

Product

IoT connectivity ‘ I ] I

| I v

management 6209 12 123456
platform  m=) o

62

63

Pay per use (GPL 5)

’ S v ‘ 5 ‘ Search O\‘ Download \/ ‘
‘ ) mst O Auas ta SMs cc Activation ontl
0 Omen Oue I
O q sme QO mmowse (O 2w > o Acve 0o
] @ s O O B oo e @ on
0 @ o Oxzuz. Oz G opecon kv @ o
Status Connected IMEI Manufacturer Model SEC
T Filter - ~ | | | |
ACTIVE No 86-420005- Quectel Wireless Solutions Co Ltd =~ BG95-M3
ACTIVE Mo 86-772303- Quectel Wireless Solutions Co Ltd  Quectel BC6E

Pay per use (GPL 5)




Service APIs: Getting Access

* |oT service platform SIM y
- Provides service APIs portal (Swagger/OpenAPI interface) fapifuafsin titsis e

- Service Level Agreement (SLA) to define access and API fapi/osiwstatus List M Situses é
management /api/v1/sin/{sin_id} s petais &
 Authenticate and authorize API users R /ovi/sinsisin id) oo o .
* Core configuration control SRR /oo fu1/sinftsin_idh Updateasi a
- Device IP address management, roaming policy control Japi /v1/sin/{sin_id}/stats siM Usage and Costs Sttistic "

- Data-rate, bandwidth, set sleep modes, location Japi//sin/{sin_id}/stats daily SMUsogeond Coststtsicsperdey il

e Admin control Japi /ua/sin/{sim_id}/event List s Events &
- Billing and data plan management /api/v1/sin bateh/bic/{bich valdstefa gen batch can e regitered byl b

- SIM & credential management /api/u1/sin_batch/bic/{hic} Regisera given batch by BIC &




API| Security for Network Exposure

 3GPP Standard (recommended) fundamental security mechanisms
for exposure services

— Authentication & Authorization (OAuth 2.0)
- Confidentiality and integrity protection (TLS)
- Privacy

- Rate limiting*

- Logging and Monitoring*

- Firewalls/IDS*

- Guidelines from GSMA??2

* Additional security best-practices



https://www.gsma.com/iot/wp-content/uploads/2020/05/CLP.14-v2.2-GSMA-IoT-Security-Guidelines-for-Network-Operators.pdf
https://www.gsma.com/iot/wp-content/uploads/2016/02/CLP.12-v1.0.pdf

How It Works: Get Device Location

API user

API server

HTTPS (TLS) security establishment

A 4

Send credentials for Authentication

API: /auth < (username, password)

Receive access token to use in

"access_token": "AYjcyMzY3ZDhiNmJKNTY", authorization
"expires_in": 14400,

F

API Request : Device (IMSI/ICCID)
ConnectIVlty and 1ocat10n Status GET https ://1.2.3 .4/ap1/Slm/89**28**66**03**35*/Status
Authorization: Token AYjcyMzY3ZDhiNmJKNTY

A 4

API Response: Device
HTTP/2.0 200 OK connectivity and location status
"location": {
"country": {
"latitude": "*", "longitude": "*",
"mCC": uz**u’ "mnC": ngn

y 3

|

"iccid": "89**28**p6**(Q3**35*",
"imsi": "2F%*%*§3281***77",
"msisdn": "*81*0*1%9%1%7",
"organisation_id": "4977",




API| Functionalities in Action

Send downlink message
https://api.

AUTHENTICATION Basic@ BASEGE D

Basic  API_CON_

REQUEST Examples

RESPONSE @202 Ty

"requestId”:
'msg": "Accepted",
"code”: 1862

Headers

.com/mzZm/endpoints/{serialMun

Events

event

©® New location received from SGSN for IMSI="
to SGSN=" ' IP="

©® New location received from VLR for IMSI="

VLR="

DEACTIVATE RESET CONNECTION TOPUP

TIMESTAMP SOURCE 1P

54', now attached 2018-08-31
10:31:05.000+0000

Network  100.96.12.2

54', now attached to 2018-08-31
10:31:05.000+0000

Network  100.96.12.2

Load Authentication Center with SIM secret keys. Upload given CSV file (expected format is ICCID,IMSLKI,OPC)

Parameters

Name

simuploadfile * r=auir=d
file
(formbata)

authalgo * reauired

string
(formbata)

algo36
string
(formbata)

amf* required
string
(formbata)

Description

CSV file (expected format is ICCID,IMSI,KI,OPC)

|mopg]-- 1 4| X| QAtSLICY

2G Authentication Algorithm

3G Authentication Algorithm: Milenage/TUAK. Default Milenage

It must be 4 characters long, they need to represent hexadecimal digits

8000

EVENTS:

~ Refresh

Message

SUCCESSHSSULA for Thing name = 1CCID
Thing location history for Thing Name: ICCID
HSS ULR for Thing name = "ICCID

SUCCESS HSS ULA for Thing name = "ICCID
Thing location histary for Thing Name: ICCID
HSSULR for Thing name = "ICCID

SUCCESSHSSULA for Thing name = 1CCID

30,

=1

307,

% | Severity *

4 Info

Info

MM Info

4 Info

Info

MM Info

Info

Data Type s

HSS_ULA

LOCATION _HISTORY

HSS_ULR

HSS_ULA

LOCATION_HISTORY

HSS_ULR

HSS_ULA



Network Exposure Attack Model

* Requirements

- Business relationship with the operator or service provider (can forge a tax ID)
» External, insider, malicious developer

* Authentication credentials to get authenticated and authorized
* Access to all service APIs, platform and connectivity management platform

* Goals: Obtain data of arbitrary I0T service platform users (industries), compromise
server and penetrate into mobile core network via the exposure function

* Privileges: Web/API knowledge Internet, using HTTP(S), remotely-located

Service APIs 1) Industries
Backend &
Attacker

ToT Service Platform
API Server




Ethical Considerations

e Attacks were performed only against our own accounts
- No attacks against the platform itself and API services for others
- Noisy attacks such as DoS or bruteforce are not considered

* Clear guessing strategy is applied rather than a random
penetration/function testing

* Ensured that services are not disrupted by our activity




Commercial IoT Service Platform Security Configurations

SP | Type Authentication | Authorization TLS [HSTS] | Cloud

1 MVNO | HTTP Basic OAuth2 + UUID 1.2, 1.3 [V] Amazon

2 MVNO | X Shared token per platform | 1.0-1.3 [X] Cloudflare
3 MVNO | HTTP Basic OAuth2 + JWT HS512 1.2, 1.3 [X] Cloudflare
4 MVNO | HTTP Basic OAuth2 + JWT HS256 1.0-1.2 [X] awselb 2.0
5 MVNO | HTTP Basic OAuth2 + JWT HS256 1.2, 1.3 [V] Amazon

6 MNO HTTP Basic OAuth2 + JWT RS256 1.2, 1.3 [V] X

7 MNO HTTP Basic Static token per user 1.2 Only [vV] Amazon

8 MNO HTTP Basic Static token per user 1.1, 1.2 [V] Oracle

9 MVNO | HTTP Basic Static token per user 1.0-1.2 [V] X

HSTS: HTTP Strict-Transport-Security

- SP: Service platform
- Authentication: Username + Password
- Current network exposure using 4G core (SCEF)




Design Risks in loT Service Platforms

(Access Control, Authentication, Data exposure)




API| Credential Policies

» Differences between GSMA guidelines!? and real world password policy:
- Weak passwords are allowed (such as root, admin, iotadministrator) as
credentials
« only a "few dictionary passwords” are prohibited by some and have shortcomings

— Some restrict dictionary passwords during account creation, but allow them during
password update

* asdfl234, qwerl234, qwerty1234 - weak password, not allowed

* 1gaz2wsx - top 100 weak password

* jotadminl — Set password error: “This is similar to a commonly used password”

* jotuserl — Set password error: “Add another word or two. Uncommon words are better.”

* jotuser10, Password1234, Administratorl - allowed

Fix: comply to best password practices?!?



https://www.gsma.com/iot/wp-content/uploads/2020/05/CLP.14-v2.2-GSMA-IoT-Security-Guidelines-for-Network-Operators.pdf
https://www.gsma.com/iot/wp-content/uploads/2016/02/CLP.12-v1.0.pdf

Token Management

 Some platforms don’t use OAuth based authentication

e Token expiration policy
— Static API token (no expiration), manual revoke needed
— Token validity periods from 24 hours to 1 week

* Fix: Use standard approach of OAuth and JSON web tokens
- Recommended for authorization
— Custom validity periods for each type of IoT use-case



https://www.etsi.org/deliver/etsi_ts/133100_133199/133187/16.00.00_60/ts_133187v160000p.pdf

Private ldentities in App Domain

* |CCID, IMEI, and IMSI exposed outside of 3GPP domain (inc. SUPI in 5G)

- To access/indicate the SIM cards and |0T devices;
Convenient for developers and API users

- Violates 3GPP privacy requirement! for Machine Type Communications (MTC)
using exposure services

. . IMSI
- Enables user/device enumeration _ ICCID

: : L : 853428291819393 482012832923284480
- Fix: an identifier like General Purpose Subscriber

ldentifier (G PS|2) or custom identifier 853428291819394 482012832923284482

* An alphanumeric proprietary 1D, its mapping to 853428291819395 482012832923284484

IMSI/ICCID is known only to the provider/operator

853428291819396 482012832923284486



https://www.etsi.org/deliver/etsi_ts/133100_133199/133187/16.00.00_60/ts_133187v160000p.pdf

The Devil 1s In the Detalls

e Easy user enumeration via probing with IMSI/ICCID/IMEI

- Attacker can find existing and non-existing IMSIs registered on the
platform/database from the different API error responses

— Fix: Provide very generic error messages, such as “unauthorized”

Curl

curl -X GET "https://console. an T

eyJhbGci0ilIUzIINiIsInRScCI6IkpXVCI9. eyJSbeII]01\|'XI‘IL:1BbethGVJZFBaHGUwI‘IGHSHSLIZ] UJ LT
04ZjYtYWUxMyljNjYxMmFkZGEXMTAILCIPcmdhbml6YXRpb25JZCI6Ik9yZ2FuaXphdGlvbklkXzIz0Dc4ZDdKL)
203MzU2ZGQilLCIqd3RpZCIGImNLYZUSMMVKLWI2ZWQtNDQwZC1hZGNiLTg5YTk5YZ05MjE2YiIsImLhdCIBMTYy

curl -X GET "https://console 231 1" -
eyJhbGci0ilIUzIINiIsInR5cCI6IkpXVCI9. eyISbzxLIJo1VANLE I.Byhz ZpbGVJZFBOMGUWNGMSH
Q4ZjYtYWUxMy1jNjYxMmFkZGEXMTALLCIPcmdhbml6YXRpb25JZCI6Ik9yZ2FuaXphdGlvbklkXzI;
2Q3MzU2ZGQilCIqd3RpZCIGIMNLY ZU3MMVKLWI2ZWQtNDQWZC1hZGNiLTg5YTk5YzQ5MjE2YilsIm]

Request URL Request URL

https://console.

https://console.

Server response Server response

Code Details

500 Error: IMSI doesn’t EXiSt

Response body

Code Details

401 Error: IMSI eXiSt

Response body

Failed to find mobile subscriber for IMSI 2

Wrong CustomerId given for IMSI 2




Firewall vs Secure API-by-Design

* Error messages as a side channel, both firewalls and API
- ldentifying platform deployment details such as cloud provider and firewall

— Inconsistent injection detection on certain user-controlled parameters (trusted user)
* Injection in IMSI, ICCID detected, whereas other like alias and organization name stealthy
* Inconsistent security setting: Injection over APIs failed — don’t worry, you still have ways

Response Body Real Diff Specification

1. ST "https: /rest/devi tg SO

fapi. . com/re: / v /25404
\"PRE_| FROVISIOHEB ", \"dontCopy\": t \"reset0nCo, py ”: f lse, \"resetValue

<!doctype html> <html> <head> <titlerAccess Denied</title>
<style type="text/css"»body { text-align: center; padding: 15@px;
th1l { font-size: 48px; }body { font: 16px Helvetica, sans-serif;
color: #333; }Mterror { display: bleck; text-align: left; width:
658px; margin: @ auto; }</style» </head> <body> <div

id="error">» <hl:>Access Denied</h1:> <dive <hr>

<p>¥Your request was blocked. For assistance, please reach out to 400 Eror:

"support [at] apiary [dot] io".<br:<br: Akamai reference ID:
@.4a36adcl17.1658912958.511131afbr> Blocked Client IP: ;&ta TN a— ing du oo
147.154.29.227  </p> </div> </ divs</body> </himl> o He oy er o er g ST o PP SES i




Internal Node Exposure

* Device-side open issues

IP scan from IoT devices exposes other user’s internal SSH
ports/interface

Lateral movement allowed by the IoT gateway node firewall
SSH Login attempt are made to an internal |oT gateway node
Forged attacker can launch a bruteforce e

Fix: configuration control and
reduce exposure




Vulnerabilities in 10T Service Platforms

(Authorization, Data leak, Injection and Code Execution)




Broken Authentication for Downlink Message

 |P address not validated for “send-downlink -
data”

— Attacker can talk to any loT devices in the network
e e.g.,in/pingAPI

~ ping attempt on August 9th 2022, 10:51:15 pm ...

— Devices will reply to the ping, delivered to the attacker
- Attacker can scan open ports, send malicious packets

- Result: Energy drain for low-powered loT devices,
excessive charging, and eventually a DoS

Ping results: sent = 3 received = 3 packet loss =0




Too Verbose Webhook

 SIM PIN, PUK and subscriber details exposed

- While sending SMS using API, the HTTP response sent to a user-
defined Webhook (URL) exposes user’s PlI

* Providers argue that some business cases require such sensitive
information in the response

- BGP hijacking! to steal all the data exposed over a HTTP Webhook

* Fix: use only HTTPS webhook, and eliminate sending SIM card
private info to customer over the APIs



https://www.cloudflare.com/ko-kr/learning/security/glossary/bgp-hijacking
https://en.wikipedia.org/wiki/Webhook

Too Verbose Webhook

Body
{"nodeId":"1","cdrType":"sM5","recordType" :"MT","callingNumber":"7726","callingImsi":" 79" ,"callingMsc":"","billable":"","calledNumber":" ","calledImsi":"
1642493546951, "ThingName": "ICCID ","ThingDescription":"Operater's inventer (not associated with any customer)","BatchId":"TU
Berlin®2-06-21","CreatedBy":"UserId_| ","0OrganizationId":"OrganizationId |
","ExternalUniqueId”:" ", "ExternalUniqueType":"ICCID","ExternalBatchId":"Tu
Berllnez 06-21" ”ThlngId”'”ThlngId IccIp | ", "Type":"MobileSubscriber”,"StreetAddress" :null,"Remarks" :null,"SimType" :null, "ThingsGroupId":"ThingsGroupId_
" "MME"' mmec .mmegi .mme . epc.mnd .mcc262.3gppnetwork.org”,"SGSN":null,"VLR" :null, "ThingOrder":@, "IMEI":" " “MSISDN"'” ", "MNOId" :"MNOId_
", "Msc" " ","Addresssignal”:null, "SgsnAddress":null, "MnoName":" ", "CustomerId":"cid_|

" “DateAss1gnedToCustomer“'null “State”:“ACTIVE“ "GeoDistance":0 ”ThlngTags”'[”TagId “],”Latitude”:51.165691,”L0ngitude“:-
10.451526,“Curr_Lat1tude null, "Curr_Longitude":null,"” FenctngRadlus H: UnavallabllltyTlme :0,"IPs":[{"IP":"10.140.203.14" ,"IPPoolId":"IPPoolld_

","IPLock":false,"IPAllocationPolicy": "dynamic","NetworkId": "NetworkId | " 'AanhortId“'”1000”,”IPvape”:“IPv4”}],”FwBlockAttempts”:null,”Block”:-
{"Voice_MT":true,"Voice_International”:true,"Voice_MO0":true,"Data":false,"LTEData":false,"SMS_MO":false,"SMS_MT":false,"Voice_International_Exc_Home":false,"Supplementary_Services":false,"SM5_MO_excep|
H{},"ActivationChargeFlag":false,"ActiveMobileSubscriber":" ", "cellid": ,"Lac": ,"LastLocationUpdateTime":"2021-09-16
15:56:57","Last_MT_SMS_Time":null,"Last_MO_SMS_Time":null,"Last_Usage Time":"2021-09-16 18","Last_DATA_Time":1631818013420,"ExternalHLRId" :null,"VcsAccountId":null,"LastLocation”:{"Timestamp":-
1631807817888, "Type":"Point","Latitude":51.165691, "MCC": ,"MNC":[ ,"Longitude":10.451526, " "AccuracyInkKm" : -
597.5123429687457,"IMSI":" ","IsLocationTypeAccurate"”:false, "MNOId" : "MNOId_ '}, "LastAccuracylocation":{}, "DateCreated"”:1583919970986, "DateModified": -
1583919970986, "ExpirationDate” :null,"DeletionDate" :null,"TransparentProxyWebhook" :null, "RoamingPolicies":[],"LimitedByBundle":false,"Fplmn":[],"PricePlans":[],"SelPlmn":[],"Oplmn": -
[1,"MasterIMEI":null,"LockMasterImei":false, "mmeRealm": "epc.mnd .mcd .3gppnetwork.org", "cas":"1632708758823501824" , "ThingVcsAccountId” :null,"ThingCellId": ,"ThingLac": ,"ThingLatitude": -
51.165691,"ThingLongitude":10.451526,"ThingLastLocationUpdateTime":"2021-09-16
15:56:57","IMSI":" ","Status":"Activated"”,"MobileSubscriberType”:"Regular”,"PIN1":"1234","PIN2":"3813","PUK1":" ", "PUK2" ", "SubProfId":"SubProfId |
£ 1", "PricePlanInnerId":"InnerId_| ","NetworkProviderId":"NetworkProviderId_|

- ”BllllngStateLastUpdatedMonth” null,"BillingState":"NEVER","RoamingRestrictions":[],"RoamingPolicyId":null,"LocationICCID" :null,"LastActivationDate":null,"PlmnList":-
[] "OtaRequestId": null "ShouldoverrideCallForward":false, "CustomerName":"TU
Berlin" ”Customershortld”'” :","Currency":"EUR", "Subscriberstate" :"ACTIVE", "SubscriberMsc":null, "PricePlanId":"PricePlanId | ","ThingsGroupName": "warehouse
Profile B”,"TelephonyProfileId”:"TelephonyProfile_ ","NonIp":false, "Networks":-
[ "NetworkId_ ", "NetworkId | "1,"Apns":-
[{"ApnName":"data. ","ApnIpRange”:"10.140.0.0/13","ShortId":"1000","ServedByJpU": true,"DynamicIPAddress":false,"NenIpApn":false,"Aliases”
[1,"NetworkId":"NetworkId_| "}, -
{"ApnName":" ","ApnIpRange":"10.141.0.08/16","ShortId":"1306","ServedByJpU":false, "DynamicIPAddress":true, "NonIpApn":false,"Aliases"
[],"MetworkId":"NetworkId_| "}1,"CustomerRoamingPlanId": "RoamingPlanId_ ,"ThingRoamingRestrictions": -
[],"GroupRoamingRestrictions”:[],"SetPLMNByOTAState":null, "WelcomeSMSState":null,"IsEnriched”::true,"textMessage":"Hello world","MessageType":"CDR","UOM":"messages"”,"Usage": -
1,"Severity":"Info", "IncrementCounterId”:"MT_SMS_CDR_ThingId_ICCID_ ", "EsDataType":"MT_SMs","CdrType":"SMSMT", "message":[72,101,108,108,111,32,119,111,114, 108, 160 ] } NG




Access Control Misconfiguration

e Sensitive data and functions misconfigured
— Discrepancies between API docs and software implementation

- Admin-only APl/functions like send-binary-data, update billing
iInformation are made available to API user

— Malicious insider or employee can exploit

- Restricted profile failed in practice |

* (even though view permissions s |
unchecked by administrator) g

=
g
=
o
=

APNs allowed to Customer

Audit Logs

owned by user @

Sensitive Data @

@ @ o 2 8 @
(@]
(@]




Script Injection

* Code Injection successful on 6 platforms

Many APIs accept malicious strings, characters

Accepts and stores SQL and scripts
e« <script>alert(123)</script>
Filtering needs to be consistent
* Causes a persistent XSS and execution attacks

* Values could be used by other apps using API
* Used in the customer management web application

Fix: strict input sanitization for each and every
parameter

ICCID

ICCID

ICCID

ICCID

720
g0
08

06

<script=alert(1;)</script=/CCID
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)i
| =<script=alert(1);</script=a
);
)i
)i
)i
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<script=alert(1);</script=a
<script=alert(1);</script>a

<script=alert(1);</script=a
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<script=alert(1);</script>a
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XSS Execution

* Code Injection
- Via the service platform API

- Example: API user can give an alternative
name to the SIM card using Alias

- API allows script and arbitrary code injection
* Code Execution

- Via the loT connectivity management platform

- Alias parameter is shared between both

platforms, injected script is triggered and
executed on the web interface '

- With authorization bypass, attacker can inject
code into another customer’s platform and
trigger it




Summary of Security Analysis

* Only half of platforms use OAuth

 Only 2 out of 9 10T platforms are safe from major vulnerabilities
and related API risks

* IMSI is exposed outside of 3GPP network

* |nconsistencies in password policies

e Script/code injection vulnerabilities

e Authorization vulnerabilities have serious consequences

I A



Responsible Disclosure

* Responsibly disclosed our findings to the affected IoT service providers and
operators

* Received positive acknowledgments and confirmation of the vulnerabilities,
and appreciation for our efforts to make the exposure services more secure.

* QOperators confirmed that our testing methods never caused any damage to
their services and infrastructure.

* Three of the tested service providers indicated that, injection vulnerabilities
discovered in our findings remained hidden during their internal penetration

testing exercise.
* We do not disclose any of the APl and provider/operator names




One Stop Shop Security for loT

GSMA |oT SECURITY DOCUMENTATION

raiaein Sl [l [ @] e Ll

Security by Design Review Security Model
Privacy by Design Assign Security Tasks
SECURITY EndtoEnd Review Component Risk
Across the Lifetime Implementation
PRINCIPLES Evaluate Technical Model Ongoing Lifecycle

10T SECURITY
loT SECURITY

GUIDELINES
GUIDELINES FOR SERVICE

M ECOSYSTEMS

10T SECURITY
GUIDELINES
FORENDPOINT
ECOSYSTEMS

10T SECURITY
GUIDELINES
FORNETWORK
OPERATORS

DETAILED CONTROL

10T SECURITY
STATEMENTS

ASSESSMENT




Key Takeaways

« 5G > 4G > 3G > 2G. Walled gardens shift towards a generalized, commoditized technology
— clouds, APIs, SDN, VMs, containers

- Attracts more bad and powerful adversaries, plenty of tools/resources to attack
« Standard OAuth and TLS mechanisms won'’t help achieve full API security

* Insecure API Design/Configuration/Implementation = Risk for mobile core, 10T devices and
industries

* Firewalls won't always help — need security-by-design and testing into CI/CD
- Inconsistent security settings in among APIs and web apps

» Telecom exposure API risks are new: application logic flaws — require rigorous application
specific tests (not using general API security scanners)

* Telecom API top 10 to help developers understand risks: network igress and egress




Questions?

e Shinjo Park <shp@gsmk.de> or <shinjo.park.0@gmail.com>
* Altaf Shaik <altaf.shaik@fastiot.org>

* Thanks to all members of team “Deeper Cuts”

- Alexandre de Oliviera, Dominik Maier, Marius Muench, Sébastien
Dudek

I A
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