
Discovering vendor-specific 
vulnerabilities in Android



About me

1 #1 hacker in Google Play Security Rewards Program

2 Discovered thousands of vulnerabilities in Android apps

3 First $1M at 23 y.o. from bug bounties

4 Automated the search of Android and iOS vulnerabilities

5 Founded Oversecured in 2020



Android. Does it exist?

Android is very 

fragmentedEvery vendor patches 

AOSP and adds many 

custom codes, custom 

system services, and 

preinstalled apps

Your app will work 

on any Android 

version because of 

shared APIs, but the 

underground is 

much bigger



Why Samsung?

First time faced with Samsung VDP in 2021

18 vulnerabilities in preinstalled apps fixed

Write-ups on blog.oversecured.com



Why Samsung?

Very nice bug bounty 

program

Professional security 

team

Same/bigger rewards 

compared to AOSP

Huge scope containing 

hundreds of apps and 

patched Android 

Framework

A few hackers focus on 

Samsung-ed Android

Helping/protecting a 

lot more people than 

when you hack any 

other vendor



Methodology

Compared Samsung-ed and Googled Androids:

Grabbed all jars from 


               ,                , and 


                                from Google 

Emulator and Samsung S21

/system /apex

/system_ext

Decompiled them

Checked all managers and 

AIDL interfaces

Created scanner rules for 

them and managers calling 

their methods

Scanned Framework and 

then Samsung apps



Methodology: AIDL interfaces

Dumped all system services via

Google: 221 services

Samsung: 393 services

android.os.ServiceManager.listServices()

android.os.ServiceManager.getService(java.lang.String)



Samsung-owned AIDL interfaces

Support huge Samsung ecosystem

Interact with other Samsung devices such as 

S Pen and S Watch

Used for custom device configuration (Samsung 

has much more features than AOSP)



AIDL interfaces: Example



Invented new kind of code analysis

Control-flow�

7 Tracks data from exported 

componen2

7 Disallows any user interactio3

7 Checks if the attacker can 

execute dangerous code via 

the privileged app

Taint-to-control-flow�

7 The beginning for a control-flow 

matching is a taint even2

7 Currently, tracks only  

                                            -> 

for dynamically registered       

broadcast receivers

registerReceiver() onReceive()



Taint-to-control-flow: Example

Impact: rebooting the device 

w/o any permission



System apps are also affected

Known as LaunchAnyWhere

Settings app 

 (                                               )com.android.settings



System apps are also affected



Top vulnerability types discovered

Unprotected AIDL interface methods

Custom broadcast actions without 

                                              protectionprotected-broadcast

Privileged apps insecurely using 

Samsung-owned code

Access-control issues to components (services, 

receivers, activities, etc) of Samsung apps



2021: CVE-2021-25388, CVE-2021-25356, CVE-2021-25391, CVE-2021-25393, CVE-2021-25392, CVE-2021-25397, CVE-2021-25390, 

CVE-2021-25426, CVE-2021-25410, CVE-2021-25413, CVE-2021-25414, CVE-2021-25440, CVE-2021-25514, CVE-2021-25377, 

CVE-2021-25379, CVE-2021-25400, CVE-2021-25401, CVE-2021-25404

2022: CVE-2022-28781, CVE-2022-28783, CVE-2022-28784, CVE-2022-30727, CVE-2022-30754, CVE-2022-33689, CVE-2022-33690, 

CVE-2022-33694, CVE-2022-33726, CVE-2022-33722, CVE-2022-33721, CVE-2022-33732, CVE-2022-33731, CVE-2022-33715, 

CVE-2022-33725, CVE-2022-36852, CVE-2022-36853, CVE-2022-36850, CVE-2022-24003, CVE-2022-28544, CVE-2022-28790, 

CVE-2022-30745, CVE-2022-30746, CVE-2022-30747, CVE-2022-30748, CVE-2022-33705, CVE-2022-33713, CVE-2022-33710, 

CVE-2022-33709, CVE-2022-33708, CVE-2022-36835, CVE-2022-36839, CVE-2022-36832, CVE-2022-36833, CVE-2022-36834, 

CVE-2022-36836, CVE-2022-36830, CVE-2022-36829, CVE-2022-33734, CVE-2022-33733, CVE-2022-36837, CVE-2022-36838, 

CVE-2022-36831, CVE-2022-36865, CVE-2022-36866, CVE-2022-36867, CVE-2022-36872, CVE-2022-36871, CVE-2022-36870, 

CVE-2022-39858, CVE-2022-39859, CVE-2022-39860, CVE-2022-39861, CVE-2022-39863, CVE-2022-39864, CVE-2022-39871, 

CVE-2022-39870, CVE-2022-39869, CVE-2022-39868, CVE-2022-39867, CVE-2022-39866, CVE-2022-39865

Results?



Thank you!  

Questions?


