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The optimistic bug bounty

‣Shocked by the story of @saurik

‣$2M+ bounty from a logic bug!

‣Web3 teams are rich and generous

‣Web3 vulnerabilities are crazy

‣Web3 world needs whitehat hackers



rekt.news

‣Astronomical hacks in the web3 world

‣Can not be in the top 10 if only hacking $100M

‣The community is really scared of hackers

‣Projects would like to offer 10% of the stolen 

funds as the bug bounty

‣10% loss is acceptable in the crypto market

‣Few hackers return the fund for bounty 😂



Top 3 in all bounties



EVM is complex!

Seems solid :)



Aurora Engine: EVM for NEAR

‣Aurora        is the EVM built for NEAR

‣Written in rust, a smart contract on NEAR

‣A miniature universe, build the Ethereum        ecosystem inside NEAR

‣The Rainbow Bridge         connects the three worlds



Aurora Engine: layer 2?

‣A smart contract that executes smart contract, a layer 2 of NEAR

‣Direct interaction with NEAR protocol

‣Instant bridge between Aurora and NEAR

‣Delayed bridge from/to Ethereum

‣Transaction fees denominated in nETH, the native wrapper of bridged 

ETH

‣Builtin support for the Rainbow Bridge

‣token deposit/withdraw => mint/burn



Aurora Engine: precompiles
‣ExitToNear

‣ExitToEthereum

Tokens are burnt before exit



Exit ETH to NEAR

1. Transfer ETH to the precompile by msg.value

2. Generate an event events::ExitToNear

3. The events (logs) are filtered and processed



EVM 101

‣Call

‣Delegatecall

‣Callcode

‣Staticcall

Call variants



EVM 101
Call variants

‣Call

‣Update msg.sender/msg.value

‣Value transferred from A to B

‣Delegatecall

‣Reuse msg.sender/msg.value

‣No value transfer



The bug

‣What if we delegatecall to the precompiled contract?

‣msg.value is inherited from the original calling context

‣The ETH is never transferred to the precompiled contract

‣The event is triggered and processed as usual

‣The nETH is withdrawn to our account on NEAR

‣Deposit the nETH into Aurora, we have doubled our balance!



The exploit



Safeguarded 89k ETH / $250M!



The bounty

‣$6,000,000 in the form of 
locked AURORA tokens


‣An NFT from Immunefi for 
guarding funds > $100M


‣A “Job”: safeguarding future 
hacks



A few days later…







controlled by the attacker

decode from message



steal the fee from recipient



Aurora Fee Stealing Bug

‣NEP141 token bridge allows relayers to take fee from the recipient

‣The fee amount is never validated

‣The attacker can send worthless NEP141 tokens to the victim and 

charge the fee — 18.45 ETH each time

Root cause



Rainbow Bridge 🌈

‣Connectors on both Ethereum and NEAR


‣Assets are locked on the native chain

‣Wrapped tokens are released on the remote chain

‣The transaction receipt is used as the proof of assets

Connector NEAR Ethereum
ETH aurora EthCustodian

NEAR-ERC20 e-near.near eNear
Rainbow Token factory.bridge.near ERC20Locker



Ethereum <> NEAR

‣Ethereum

‣1 transaction 1 receipt

‣Logs (events) are recorded in 

the single receipt, identified by 
the log emitter

‣No return value

‣NEAR

‣1 transaction multiple receipts

‣Logs are raw bytes, recorded in 

each receipt, identified by the 
executor of receipt

‣Return value can be saved in 

each receipt





Panic if the return value contains the special address



Copy 32x2 bytes from payload

Return the first 51 bytes



withdraw() returns the result from withdraw_eth_from_near()



WithdrawResult is serialized in 56 bytes



result from view_with_args() is serialized

5 bytes in headers, 56 bytes in total



Check the executor, only the linked producer is allowed



Rainbow bridge receipt forgery Bug

‣The bridge prover trusts the output from the connector

‣The connector for ETH is the aurora contract!

‣The engine is like an “execution client”, returns output for rpc calls

‣Type confusion between withdraw() and view() return value!

Root cause



Rainbow bridge receipt forgery Bug

‣Could have drained 50k+ ETH in 1 click!

‣Price for ETH in June was about $1200

‣Overall funds at risk was about $60M


‣The bounty program was reset for the bear market

‣Both bugs won $1M AURORA tokens 😂

Impact



for fun & profit!

web3 hacking



References

‣https://pwning.mirror.xyz/CB4XUkbJVwPo7CaRwRmCApaP2DMjPQccW-NOcCwQlAs

‣https://web.archive.org/web/20220419174107/https://immunefi.com/bounty/aurora/

‣https://github.com/aurora-is-near/aurora-security-public/blob/main/ABBP-AssetsInScope.md

‣https://aurora.dev/blog/aurora-mitigates-its-inflation-vulnerability

‣https://aurora.dev/blog/aurora-mitigates-two-vulnerabilities

‣https://medium.com/immunefi/aurora-infinite-spend-bugfix-review-6m-payout-e635d24273d

‣https://medium.com/immunefi/aurora-withdrawal-logic-error-bugfix-review-c5b4e30a9160

‣https://medium.com/immunefi/aurora-improper-input-sanitization-bugfix-review-a9376dac046f

‣https://github.com/aurora-is-near/aurora-engine/pull/537

‣https://rekt.news/leaderboard/

‣https://etherscan.io/address/0x6BFaD42cFC4EfC96f529D786D643Ff4A8B89FA52#analytics

‣https://docs.near.org/concepts/data-flow/near-data-flow

‣https://nomicon.io/RuntimeSpec/Receipts

https://pwning.mirror.xyz/CB4XUkbJVwPo7CaRwRmCApaP2DMjPQccW-NOcCwQlAs
https://web.archive.org/web/20220419174107/https://immunefi.com/bounty/aurora/
https://github.com/aurora-is-near/aurora-security-public/blob/main/ABBP-AssetsInScope.md
https://aurora.dev/blog/aurora-mitigates-its-inflation-vulnerability
https://aurora.dev/blog/aurora-mitigates-two-vulnerabilities
https://medium.com/immunefi/aurora-infinite-spend-bugfix-review-6m-payout-e635d24273d
https://medium.com/immunefi/aurora-withdrawal-logic-error-bugfix-review-c5b4e30a9160
https://medium.com/immunefi/aurora-improper-input-sanitization-bugfix-review-a9376dac046f
https://github.com/aurora-is-near/aurora-engine/pull/537
https://rekt.news/leaderboard/
https://etherscan.io/address/0x6BFaD42cFC4EfC96f529D786D643Ff4A8B89FA52#analytics
https://docs.near.org/concepts/data-flow/near-data-flow
https://nomicon.io/RuntimeSpec/Receipts

