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Cryptocurrency Elements!?!

• Cryptocurrency = Crypto + Currency 
• Distributed Ledger 
• Blockchain 
• Node 
• Coin 
• Wallet 
• Sevice Model 

• Security Elements

https://money.com/what-is-blockchain/https://blockchain-media.org/en/chto-takoe-blockchain-i-node-bitcoin/

https://corporatefinanceinstitute.com/resources/knowledge/other/
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Cryptocurrency Elements!?!

• Cryptocurrency = Crypto + Currency 
• Distributed Ledger 
• Blockchain 
• Node 
• Coin 
• Wallet 
• Sevice Model 

• Security Elements

https://penneo.com/blog/customer-due-diligence/



Why is blockchain targeted by crime?

• Anonymous 
• The source of the funds is not verified 
• Global trading regardless of distance 
• Net service (No Cybersecurity)



A typical case of crime

https://crystalblockchain.com/articles/the-10-biggest-crypto-exchange-hacks-in-history/
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A typical case of crime
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(unit : billions)



• SCAM 
• AML 
• SIM Swapping 
• Ransomware

The legal crime 
technique

https://bloomingbit.io/news/6877479591032651840



SCAM

https://time.com/6162350/crypto-scams-online-crime-boom/



SCAM

https://www.coindeskkorea.com/news/articleView.html?idxno=77908



SCAM



Money Laundering

https://www.unodc.org/romena/en/money-laundering.html



Money Laundering



SIM Swapping

https://heimdalsecurity.com/blog/what-is-sim-swapping/



Ransomware

https://www.coindesk.com/policy/2020/10/21/ban-all-ransomware-payments-in-bitcoin-or-otherwise/

https://bitcoinist.com/stratford-pays-usd-75000-worth-bitcoin-ransomware-attack/



• Blockchain explorer 
• Solution 
• Making analysis solution

 To analyze 
transactions

https://bloomingbit.io/news/6877479591032651840



Blockchain explorer

https://blockchair.com/



Blockchain explorer

https://explorer.blockchain.line.me/daphne



Blockchain explorer

https://www.blockchain.com/explorer

https://www.blockchain.com/explorer
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Making analysis solution
https://github.com/blockchain



Making analysis solution
https://github.com/BitcoinOpReturn/OpReturnTool



Making analysis solution

https://matbea.net/



Making analysis solution

https://sourceforge.net/software/



• Block transaction 
• Management of Wallet & User 
• Communication global finance group 
• Share crime pattern for Government

A method of 
dealing with crime

https://bloomingbit.io/news/6877479591032651840



Block transaction

https://www.koreascience.or.kr/article/JAKO201820765436753.pdf



Block transaction
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Management of Wallet & User

User

Block

Suspicious

Monitoring

Normal

Transaction

Block

Suspicious

Monitoring

Normal

Wallet

Block

Suspicious

Monitoring

Normal

CDD/EDD

CDD : Customer Due Diligence 
EDD : Enhanced Due Diligence

Development Solution



• FATF (The Financial Action Task Force) 
• APG (The Asia Pacific Group on Money 

Laundering) 
• CFATF (The Caribbean Financial Action Track 

Force) 
• ESAAMLG (The Eastern and Southern Africa 

Anti-Money Laundering Group) 

• GAFILAT (El Grupo de Acción Financiera de 
Latinoamérica - Financial Action Task Force of 
Latin America) 

• MENAFATF (Middle East And North Africa 
Financial Action Task Force) 

• Moneyval

Communication of global finance group
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Share crime pattern of government

• Share crime of guide line 
• Trend of crime case 
• Informality of seminar 
• Formality of Meeting



Thanks for listening

• Do you have any questions for me? 
• crattack@gmail.com 

• Shout out to @Roy and @Gracemj

https://www.linkedin.com/in/crattack/https://www.linkedin.com/in/crattack/

mailto:crattack@gmail.com

