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About 802.11 Fuzzing ?

How to hunt bugs? 

• Code auditing? 

• Reverse Engineering 

• White box testing  

• Black box testing → Fuzzing 



About 802.11 Fuzzing ?
• Send Malformed data to the target using a wireless adapter

• After the target receives the malformed data...... 

• OverFlow ?  Crash ?  Denial of service ? 

• Wifi frame in the air  SO.... 

• Exploit....RCE！！！！ 



About 802.11 Fuzzing ?

• Our target is  Phone , Wireless adapter , Smart Devices , IOT Devices... 
  
• Hot spot Fuzzing & devices driver Fuzzing & software Fuzzing 

• All wifi connected smart devices 

• Car wireless module  
  



        802.11 Fuzzing 



     802.11 Fuzzing 
Introduction

802 .11 Frame Type/Subtype 

• Control Frames 

• Data  Frames 

• Management Frames 
  
             
  
       
      
   
   
  rames

Beacon,ProbeResp,ProbeReq,Authentication, Asssociation,Dissociation 

DeAuthentication........802.11 management frame is not encrypted！



     802.11 Fuzzing 

802.11 MAC format



     802.11 Fuzzing 
Wifi state machine

State1: 
Unauthenticated 

Unassociated

State2: 
Authenticated 
Unassociated

State3: 
Authenticated 

Associated

    Successful 
  Authentication

    Successful 
  Authentication 
 & 
  Ressociaction

DeAuthentication

Disassociation

Scanning

Auth && Deauth

Assoc && Ressoc

Active && passive

WPA,WEP && Open Auth.... 

Management Frames



     802.11 Fuzzing 
How to State 1 Fuzzing？
• State1:Unauthenticated,Unassociated 

• Device receiving wifi signal  

• Focus on the frame that State 1 can receive 

• E.g : Beacon Frame , ProbeResponse Frame，ProbeRequest Frmae....  



     802.11 Fuzzing 
Beacon Frame SSID Format

SSID  detail 
SSID IE length 

IE Tag Number



     802.11 Fuzzing 
SSID Information Element Format

• Element :ID is '0' to indicate that the SSID is being broadcast 
. 
• Length: Indicates the length of the information field 

• SSID: Broadcast name 



802.11 Fuzzing
Beacon Frame SSID fuzzing!

•  SSID (min size of 0 byte, max of 32 byte)  

•  Try the maximum length. > 32 <= 255 byte? 

•  You can also construct a payload of random length. 



802.11 Fuzzing
Beacon Frame SSID fuzzing!

• SSID="A"*255   

• RandString(RandNum(x,x)) 

• Can also be a broadcast address 



802.11 Fuzzing
Beacon Frame SSID injection

• What else can you try besides the extra long SSID value? 

• No defined no limit as to what strings can be used with in an SSID 

• Router's relay scanning and WIPS AP monitoring function will parse SSID content 

• We can try to inject the payload in parsing format 

Example 

 



802.11 Fuzzing
Beacon Frame SSID injection



802.11 Fuzzing
Beacon Frame SSID injection

•  Format String Injection ? 

•  XSS && SSRF payload  Injection ?  

•  System CMD Injection ?



802.11 Fuzzing
 Total frame length  Fuzzing! 

• The total frame length is composed of all the labels 
of the type of frame 

• Make all tag values larger 

• Any element can be added to increase the length 



  Demo





802.11 Fuzzing
About information elements 

• Different types of frame bodies contain different information elements. 

• 802.11 protocol certain the minimum and maximum length of each element-certain 
information field. 

• You can  a long or short IE length in fuzzing testing. 

• Each type of frame contains its own certain information elements. 



802.11 Fuzzing
Fuzzing testing example  Management Frame

• Management frame unencrypted features result in receiving fake frame 

• Allow us to use  frame injection 

• Different IE tags between frame and frame 

  

(wlan.fc.type == 0)&&(wlan.fc.type_subtype == 0x00) 



802.11 Fuzzing
Fuzzing testing example 

• Management frame tag other than SSID? 

• Supported  Rates.... 

• Channel... 
 
• EXRates... 

• Traffic Indication Map (TIM) 

IE length 



802.11 Fuzzing
Fuzzing Case



802.11 Fuzzing
Broadcom  BCM4325、BCM4329 Denial of service 
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     How to Smart Fuzzing ?
Shortcomings of the old fuzzy method 

• Generate a payload using the fuzz() function of scapy  

• Scapy  fuzz() function is not certain to 802.11 

•  Just fill the information element with a size of 255? 



     How to Smart Fuzzing ?
What is the flaw in the scapy fuzz function in 802.11? 

 

• Appears when using the 802.11 fuzz function

The reason is that the fuzz() function is 
not only applied to Dot11, it is also used 
in other protocols such as TCP, DNS, 
HTTP....... 

So, there is no limit to its maximum and 
minimum values.



     How to Smart Fuzzing ?

Add StrLenField.max_length attribute to prevent crashes



     How to Smart Fuzzing ?
• This bug has been fixed！

https://github.com/secdev/scapy



Scapy Fuzz Demo Case 

How to Smart Fuzzing ?

Fuzzing any Dot11 Frame

fuzz()  fills all writable fields 



  Demo





How to Smart Fuzzing ?
Scapy Fuzz Demo Case 



  Demo





     How to Smart Fuzzing ?

  

Scapy Fuzz Demo Case 



  Demo





     How to Smart Fuzzing ?

Randomly populate Beacon(),AssocReq,Auth,Rates...... 



     How to Smart Fuzzing ?
How to fuzz the state machine? 

• Unauthenticated:  a state that does not require too much interaction 

• Association:  as more types of packets are accepted in this mode 
   need to fake the connection status 

• Authentication： Stay connected and make client interactions 



     How to Smart Fuzzing ?
  



     How to Smart Fuzzing ?
Build a precise and smart frame
Example ProbeResponse Frame 



     How to Smart Fuzzing ?
Introduction && analysis

WIFI EAPOL Auth State



     How to Smart Fuzzing ?
Introduction && analysis

• Version 

• Type 

• Length

• EAPOL can only be performed in the authentication state 

• Deauth ! a simple and effective way！！！



     How to Smart Fuzzing ?
Introduction && analysis 

  

Default Version Value

Max Length Value



     How to Smart Fuzzing ?
Build Fuzz Case 

 
• wpa_supplicant resolve 

• What effect will it have?



  Demo





     How to Smart Fuzzing ?
Basic Checking

Check if IEs can be parsed.

IE Format:

ValueLengthType

Length



802.11 Fuzzing
Basic Checking

The structure of Mgmt  The structure of IEs



     How to Smart Fuzzing ?
Basic Checking

• Check length of each tags:

• Check length of SSID: 



     How to Smart Fuzzing ?

Checking Probe_request

• SSID & Support Rate 

• ds_params[0] 

• Vendor_ie



     How to Smart Fuzzing ?
Checking Authentication

• Length of management frame 

• sa & own_addr 

• Repeated authentication



Checking Association_request framest

• Length of management frame 

• Repeated Association 

• Listen_interval 

• IEs(ssid, wmm, capability, Support Rates)

     How to Smart Fuzzing ?



Checking Beacon

• Length of management frame 

     How to Smart Fuzzing ?



     How to Smart Fuzzing ?
• Different 802.11 standards have different IE tags 

• You can't construct a malformed frame that the driver can't receive! 

• Keep the same channel, except that the broadcast frame does not need to specify the 
MAC address, the other must fake the same MAC address.Because they communicate 
via MAC address 

• Monitor the target to detect the target crash status when performing fuzzing on the 
target 

  



     How to Smart Fuzzing ?

If you want to construct a valid payload, please follow the protocol specification! 

Let your fuzzer change smart！



     How to Smart Fuzzing ?
Long-term sending malformed data will cause interference to 
the channel, and the large packet data may also cause the 
router to refuse service. 



     Conclusion
• You can try fuzzing other wireless protocols, for example, WIMAX, 
BLE, zigbee 

• Create your own fuzzers for different drivers instead of sending 
frames that the driver can't receive 

• Wireless adapters come in a variety of modes, so try more.
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