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WHO WE ARE?
RedTeam

Redteam belongs to the 360 company information 
security department. Our research includes security 
services, red and blue confrontation, physical 
penetration, blockchain security, security research 
and more. We hope to use our red and blue 
confrontation and physical penetration to do our 
best service for our customers. At the same time, 
the team is closely following the pace of the times, 
and has obtained multiple CVE numbers and 
thanks for blockchain security. RedTeam contributes 
to the era of the world's Internet security and 
creates oxygen for 360 safe brains.

ABOUT US
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Introduction
&Background

01



A blockchain is an intelligent peer-to-peer network that uses distributed databases to identify, propagate, and record information, 

also known as the value Internet. In 2008, Satoshi Nakamoto proposed the concept of “blockchain” in Bitcoin White Paper and 

created the Bitcoin social network in 2009.
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Block Chain
Core Technology
Blockchain is not a new technology, but a technical 
combination of old technologies. Its key technologies, 
including P2P dynamic networking, cryptographic-
based shared books, consensus mechanisms 
(byzantine generals), smart contracts, and other 
technologies are all older technologies with more than 
a decade of history.

P 2 P

s m a r t  
c o n t r a c t s

cryptographic
&consensus

more…
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P2P
Peer-to-peer, or P2P in its abbreviated form, refers to 
computer networks that use a distributed architecture. That 
means that all the computers or devices that are part of it 
share the workloads in the network. The computers or 
devices that are part of a peer-to-peer network are called 
peers.

Smart contract
Smart contracts help you exchange money, 
property, shares, or anything of value in a 
transparent, conflict-free way while avoiding the 
services of a middleman.

cryptographic
&consensus

cryptographic used to sign or Hash 
calculations. 

PoW、PoS、DPoS used to solve the 
secure problems.

P 2 P

Block Chain
Core Technology

cryptographic
&consensus

s m a r t  
c o n t r a c t s
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Trustless Openness

Anonymous Decentraliza
tion

Irreversibility

Decentralization
Decentralization is the most fundamental 
property of the blockchain, and it is also 
the most important factor that distinguishes 
the blockchain from other distributed 
ledgers.

Irreversibility
 There is no central body which 
governs whether a particular 
transaction should be recorded or not. 
This is solved for using consensus 
amongst all nodes on the blockchain.

Blockchain Features
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Blockchain technology, it is divided into three stages: blockchain 1.0, 
blockchain 2.0, and blockchain 3.0.

Blockchain Generations
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Zero

In 2008, Satoshi Nakamoto 
proposed the concept of 
“blockchain” in Bitcoin White 
Paper

Blockchain appearance
Blockchain concept appears

Tw
o

Smart contracts are added to the 
digital currency, and other 
application development can be 
done on this basis. Blockchain 
2.0 stands for Ethereum.

Generations 2.0
Smart Contracts

O
neThe typical representative is: 

Bitcoin, Bitcoin is the most 
successful application in the 
development of blockchain. 
However, the disadvantage of 
Blockchain 1.0 is that it does not 
support other developments 
such as writing smart contract 
functions.

Generations 1.0
Bitcoin and Digital Currencies

ThreeOne of the major issues facing 
blockchain is scaling. Bitcoin remains 

troubled by transaction processing 
times and bottlenecking. Many new 
digital currencies have attempted to 

revise their blockchains in order to 
accommodate these issues, but with 

varying degrees of success.

Generations 3.0
The Future
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In 2017, ITU-T established three focus 
groups, a problem group and a number of 
projects to standardize on blockchain 
development, security and Internet of Things, 
next-generation network evolution, and data 
management applications.

ITU

In July 2016, a blockchain conference was 
held to discuss the application of Web and 
Web technologies to support distributed 
accounting techniques, and to standardize 
APIs and key data formats, identification 
and authorization.

W3C

In September 2016, the ISO/TC307 blockchain and 
electronic distributed ledger technology group was 

established, responsible for the development of 
standards for blockchain and distributed ledger 
technology, establishing reference architecture 
research groups, security and privacy research 

groups, and smart contracts research group, etc.

ISO 

In December 2017, the IEEE Blockchain 
Assets Trading Committee was formally 

established, which will promote the 
development of international standards 
related to blockchain asset trading, and 

evaluate and certify tokens on the market.

IEEE International

x

International blockchain standard
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Architecture



Blockchain security status



Some of cryptocurrency in recent months
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3%4%

29%

30%

33%

Input verification and presentation  vulnerability Code quality problem
Safety features Mem manager
API problem Others

Blockchain software 
vulnerability distribution

Example

Input verification and presentation  vulnerability
• Buffer overflow
• Cross-site scripting
• Injection attack, etc.

Code quality problem
• Unused local variables
• Null pointer dereference, etc.

Safety features
• Override access
• Unsafe random number
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Vulnerability
02

1. Public Chain

2. Smart Contract 



redteam@360.cn360 RedTeam

Public Chain Reacher

EOS

Due to the fact that 
mobile lorem social 
media current location 
of the user

“
“

Ethereum

Due to the fact that 
mobile lorem social 
media current location 
of the user

“
“
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Background

Geth
According to Ethernodes, geth has around 
two-thirds share.

https://github.com/ethereum/go-ethereum

Make Geth

Given geth is the majority in the Ethereum 
network, any critical vulnerability of it could 
possibly cause severe damages to the entire 
Ethereum ecosystem. 

https://github.com/ethereum/go-ethereum
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Details

Ethereum Protocol Stack

This figure display the protocol layers used in 
Ethereum. For supporting “light” clients, the 
Light Ethereum Subprotocol (LES) allows an 
Ethereum node to only download block 
headers as they appear and fetch other parts 
of the blockchain on-demand. To achieve 
that, we also need a full (or archive) node 
acting as the LES server to serve the light 
nodes.

geth --lightserv 20

While an LES client requesting block headers 
from an LES server, the GetBlockHeaders 
message is sent from the client and the 
message handler on the server side parses 
the message. 
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Max size 0xffffffffffffffff

Query.skip+1 =0
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Process
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DEMO
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Background

Eos
Be an operating system that truly supports 
commercial applications.

https://github.com/EOSIO/eos

One of the best things about using WASM is 
that EOS smart contracts can be written in 
any programming language that compiles to 
WASM.
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Details

This is a buffer out-of-bounds write vulnerability At libraries/chain/webassembly/binaryen.cpp 
(Line 78),Function binaryen_runtime::instantiate_module:

The values offset and segment.data.size() are read from the WASM file. 
This creates a vulnerability that can be exploited by a malicious contract providing 
invalid values. By doing so, attackers would be able to write data into arbitrary 
addresses in memory and, ultimately, take control of the node.
By stealing the private keys of supernodes, controlling the content of new blocks, 
packing a malicious contract into a new block and publishing it.
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Process
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DEMO
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Arithmetic 
overflow

Bad 
Randomness

Denial of 
Service

Reentrancy

Call 
function 
abuse

TARGET

Blockchain Smart Contract Vulnerability 
Base on Ethereum
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Smart Contract

Blockchain Smart Contract Vulnerability 
Base on Ethereum

Gas
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On June 17, 2016, the DAO smart 
contract was attacked.The attackers 
stole 3.6 million Ethereum coins, 
which were worth about $70 million 
and are now about $750 million.

Because of this attack, Ethereum had 
a hard fork and was divided into 
Ethereum Classic (ETC) and 
Ethereum (ETH). The vulnerability 
exploited by this attack is the reentry 
vulnerability.

Reentrancy
EVENT
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Reentrancy
EXAMPLE

 A transfer function 
address.gas().call.value()
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Reentrancy
EXAMPLE



redteam@360.cn360 RedTeam

1.Call()

2.delegatecall()

3.callcode()

Call function abuse



redteam@360.cn360 RedTeam

Call function abuse
EXAMPLE

Example 1

Example 2
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• Solidity's uint defaults to a 256-
bit unsigned integer, indicating 
a range of: [0, 2*256-1]

Arithmetic overflow

Integer overflow
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Arithmetic overflow
EXAMPLE

5 6<- =2**256-1>1balances[msg.sender]=
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“DOS is the 
abbreviation of 

Denial of Server. It 
will destroy the 

normal function of 
the contract, 

resulting in abnormal 
function or abnormal 
loop, resulting in a 

large consumption of 
Ether and Gas.”

Denial of Service
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EXAMPLE
King of the Ether contract

Denial of Service
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EXAMPLE
King of the Ether contract

Denial of Service
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EVENT
Bad Randomness

Fomo3D



Airdrop vulnerability

Bad Randomnes

Bad Randomness

Fomo3D



Bad Randomness
Block the deal

Fomo3D



Arithmetic overflow
CVE-2018-11561

Call Abuse
CVE-2018-12959

Blockchain Smart Contract Vulnerability 
Demo



Call Abuse
CVE-2018-12959

We look directly at line 120, the function approveAndCall.
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DEMO



Arithmetic overflow
CVE-2018-11561

We look directly at line 70, the function distributeToken.

 

https://www.youtube.com/watch?v=Tu2iyO38o4A
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DEMO
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Conclusion
03
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Public Chain
Attack

Smart contract
Attack

Public Chain
Audit 

Smart contract
Audit

Conclusion

Patiently view each 
line of code

ETH&EOS
Node Attack

Reentrancy
Call function abuse
Arithmetic overflow
Dos
Bad Randomness

Have to figure out the 
program execution 
process
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Thank You
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The countdown is 24 hours. Each 
participant participates in a scam for 
30 seconds (+30s) and the upper limit 
is 24 hours. If the game is over, then 
the last player will get 48 participants 
from all previous participants.

EVENT
Bad Randomness

Fomo3D
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Bad Randomness



Airdrop vulnerability

Bad Randomnes

Bad Randomness

The random number in the airdrop reward is generated by the airdrop() in the contract.

The "random number" seed is calculated from various block information and transaction 
originator addresses. But on the blockchain, the block information is open and transparent.
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Bad Randomness


