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Introduction
• Who am I ? 
• ● Researcher in Tencent Zhanlu Lab 
• ● Focusing on Windows kernel 
• ● Especially local privilege escalation 
• ● @c0de3 on Twitter. 
• ● Interests: 
      –Reverse Engineering 
      –Vulnerability Research 
      –Malware Analysis



• Goals ? 
• Find many Windows Kernel Vulnerabilities

Introduction -Goals



What are we aimed?
• win32k– syscalls 
• GDI OBJECTS (DC ,Bitmap, Palette, Rgn, Pen,Brush,Path) 
• User Objects(Desktop,Menu,Icon,Hook, Accelerator table, 

Window) 
• Target Module 
   Win32k.sys win32kfull.sys  win32kbase.dll,Ntoskrnl.exe 
   
 



Something about Fuzzing 
• What is Fuzzing ? 
•  Automated software testing technique 
•  Invalid, unexpected or random data used as input  
•  Monitor target program for crashes 
•  How to generate new input?  
•  Random?  Not effective  (Feedback manually)



Framework Architecture
• Fuzzing Script 
• Fuzzing test case 
• Fuzzing Servers 
• Fuzzing Dump collector 
• Fuzzing framework goal 
•    –Easily scalable 
•    –Reproducible BSOD



Kernel Fuzz Framework

• Fuzzing 



• Find the target functions with the windbg. 

Find the target Functions



The Functions Interest  me

NtGdiCreateCompatibleD
C()NtGdiCreateBitmap()

NtGdiEngCreatePalette()
NtGdiCreateRectRgn()

NtGdiCreateColorSpace() 

Create Other GDI 

NtGdiCreatePen() 
NtGdiCreateDIBBrush() 

………. 

SelectObject()

NtGdiDeleteObjectApp
()

NtGdiResizePalette() 

Other GDI Operate 

NtGdiBitBlt()
NtGdiCancelDC()

………. 

NtGdiBitBlt()
NtGdiResizePalette()

NtGdiEngDeleteSurfac
e()

NtGdiDeleteObjectApp
()

NtGdiResizePalette() 

GDI  Destory Operate 

NtGdiDeleteColorSpac
e()

NtUserReleaseDC()
………. 

NtGdiEngDeletePath()NtGdiEngDeletePalette
()

Generate  various 
Elements 

Mix them & Mess out 
Boom!!!



Fuzz Script Generate Sample
DC Surface

RGN Palette



Fuzz Results Summarize
• Totally found 10~20+ crash in a year 
   I will show some details of them 
• Crash module : win32kfull.sys win32kbase.sys Ntoskrnl.exe 
• The crash types: 
   SESSION HAS VALID SPECIAL POOL 
   KMODE_EXCEPTION_NOT_HANDLED 
   SESSION_HAS_VALID_SPECIAL_POOL_ON_EXIT 
   IRQL_NOT_LESS_OR_EQUAL   
   PAGE_FAULT_IN_NONPAGED_AREA  
    ….



Effective crash Summarize
• The bugs I found: 
   UAF (3~4) 
   Integer overflow (2~3) 
   Race Condition(2) 
   NULL Dereference(2~4) 
   



PoC Reduced Demo
CVE:2018-8166:



Fuzz Results And BOSD Cases
• Crash Demo



Exploit Demo (Win10 x64) 



How to Make a Anywhere R&W?
    

  

Tag Items

SubMenu1

SubMenu2

SubMenu3

Menu(tag Menu)

SubMenu3

SubMenu1

Free

SubMenu3

SubMenu3

SubMenu1

Spray 
“AAAA”

SubMenu3

SubMenu3

Integer 
overflow Menu(tag Menu)

Gain 
Read&Write

cLock=1 cLock=0 



Fuzzing Challenge
• GDI Object type Isolation 
• More mitigation is coming……



 
 
Something about GDI Object type Isolation

• Normal GDI Object Attack Chain 
• The Object memory layout change  
• Make the fuzz more harder



GDI Object Attack Chains
1. UAF OOB(write),Integer overflow  
2. Gain the R&W via GDI object  
3. Use arbitrary kernel memory to steal a system process token

Find a UAF,OOB Write 
Integer Overflow bug, 

Gain the Kernel R&W via 
GDI object 

Use the kernel R&W 
steal the system token  
And assign it to Current 

Process



cruppt

 
 
How the type Isolation Works  
 

• Before Type Isolation

Surface Header

Surface Data

Kernel Pool Heap

Surface Header

Surface Data

Surface Header

Surface Data

cruppt

Surface Header

Surface Data

Kernel Pool Heap

Surface Header

Surface Data

Surface Header

Surface Data

UAF

cruppt

Surface Header

Surface Data

Kernel Pool Heap

Surface Header

AAAAAAAAA

AAAAAAAAA

AAAAAAAAA



 
 
How the type Isolation Works  
 

• After Type Isolation: Surface divided into two parts 

Surface Data

Kernel Pool Heap

Surface Data

Surface Header0

Kernel Isolation Session Map View

Surface Header3 Surface Header4

Surface Header1

Surface Header5

Surface Header2

Surface Data

Surface Data

Surface Data

Surface Data

 SurfaceData



 
 
How the type Isolation Works  
 

• After Type Isolation: Surface header Create and Free 

Surface Header0

Kernel Isolation Session 
view

Surface Header3

Surface Header2

Surface Header4 Surface Header5

Surface Header1

Surface Header0

Kernel Isolation Session view

Surface Header3

Surface Header2

Surface Header4

Surface Header1

slot
Free



 
 
How the type Isolation Works  
 

• After Type Isolation: Surface header Create and Free 

Unmapped view

          …….

surface0 surface1

surface2 surface3

surface4 surface5

surface0 surface1

surface2 Free slot

Free slot Free slot

view0

view1

Unmapped view

          …….

surface0 surface1

surface2 surface3

surface4 surface5

surface0 surface1

Free slot Free slot

Free slot Free slot

view0

view1

Unmapped view

          …….

surface0 surface1

surface2 surface3

surface4 surface5

surface0 surface1

Surface? Free slot

Free slot Free slot

view0

view1

View… View… View…



 
 
How the type Isolation Works  
 

CTypeIsolation

Kernel Isolation Session

CSectionEntry

CSectionEntry

CSectionEntry

CSectionEntry

CSectionEntry

unmapped 
view…..

surface0 surface1

surface2 surface3

surface4 surface5

surface0 surface1

surface2 Free slot

Free slot Free slot

view0

view1

unmapped 
view…..

surface0 surface1

surface2 surface3

surface4 surface5

surface0 surface1

surface2 Free slot

Free slot Free slot

view0

view1

unmapped 
view…..

surface0 surface1

surface2 surface3

surface4 surface5

surface0 surface1

surface2 Free slot

Free slot Free slot

view0

view1

Win32kbase! 
gpTypeIsolation



 
 
How the type Isolation Works  
 

• After Type Isolation: Surface Data allocate and free 

Surface Data

Kernel Pool Heap

Surface Data

Surface Data

Surface Data

Surface Data

Surface Data

 SurfaceData

Surface Data

Surface Data

Surface Data

Surface Data Surface Data

 SurfaceData

Surface Data



GDI Object Surface type Isolation
• Surface create on RS4



GDI Object type Isolation
• Path create on RS4



 
 
 
Some thing about GDI Object type Isolation  

• PALMEMOBJ::bCreatePalette RS4



 
 
Conclusion And Future Work  
 

• In the future, UAF is fewer and fewer 
   more objects will be fuzzed  
   eg: Files,Devices, Events,Mutexes,Locks, Jobs, Sections, 
Semaphores… 
• Architecture and Components 
   Algorithms 
• Exploit Method Research 
     
   



Q&A



Thank you
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