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Fuzzing Javascript Engines English Description.
** Note : This is not translate all korean talk.
: Just get to important keyword in each pages.



Hello Native!?

I’m Native Korean!
English explanations are included in this file

http://singi.kr/poc2017-singi.pdf

 if you get bored during this session, try to access
http://singi.kr/safari.html

Enjoy :D



http://singi.kr/poc2017-singi.pdf
http://singi.kr/safari.html

$ more ‘singi

JeongHoon Shin

Software Bug Researcher

e mainly in browsers
Theori@KR, Mentor of B.o.B
Being papa

e parenting 24/5

Introduce myself



Today, Point!

Why target browsers?
How to approach zero-days?
How to make random syntax more smartly?

Introduce to Javascript Fuzzing Factory



Why target browsers?

* Most people use browsers
* is there anyone not using browser?
* Too difficult to find working 0-days
e Vendors also find browser bugs internally.
* many exploit mitigations.
» other hackers have already found and reported it

 yet, if you hacked the browser through the Odays?

e $$%, honor

Refer to slide for more details.



Why target browsers?

e Web Standards are continuously being updated.
* it means, new features are added continuously
e Has a lot of Attack Vectors.
e HTML, Image, Audio, , Video, 3D, WebRTC

* WebStorage, WebDatabase, ...

WebBrowser has a lot web Vectors,
In this session, | use only javascript vector!



Web Standards

ECMA Script 5,6,...7

e Javascript, ActionScript,
WebGL

WebAssembly

HTML5

CSS3

ECMA script is still being updated, Javascript is based on ECMA Script.
WebAssembly has been officially adopted by major browsers recently
Also, WebAssembly is an important vulnerability vector.



Why Javascript?

e DOM is hard...

* many bugs! but... (null deref, stack exhaust, ...)

e often, even the developer doesn’t know the root cause.
(DOM Tree Hell)

» difficult to make working exploit.
* Javascript is also hard.

e Easier to figure out root cause than DOM. (more Intuitive.)




Well,
is JS Awesome?

e Nope!

* we have sandbox (which has to be bypassed)




DOM Bug example

e Safari — no Reward ;|

e Chrome — Reward $1,000

let me explain about 1 bug in Chrome.
| received $1000 as reward.



DOM Bug example
CVE-2017-5052

REPRODUCTION CASE
<html>
<head>
<head>
<title>::: reproduce-l4fc2a :::</title>
</head>
<script>

Function start() Didn't figure out root

//make dom objects.

0l3 = document.createElement('frameset'); Cause, Someone Said

o0l3.id = 'ol3';

025 = document.createElement('time’); just Change DCH ECK

025.id = '025';

028 = document.createElement('listing'); to CH EC K

028.id = '028';

0161 = document.createElement('applet');
o0l6l.id = 'ol6l';

025.appendChild(o28.cloneNode(true));

_ After a while, they
oot boty.cpuenacnisatotetyy found the root cause!

document.body.appendChild(ol3);
}
</script>
</head>
<body onload="start();">
</bdoy>
</html>

comment 2 [

If we can't figure out the root cause here let's at least change the security DCHECK to a CHECK.

If you see the comment, the reviewer said ‘if we can’t figure out the root cause, let’s change the DCHECK to CHECK'.
But, after a while they found the cause.



Refer to slide for more detail.

Javascript engines?

Name i Platform i OpenSource?

"% || ChakraCore WlndOWS/LIﬂUX/ |
(ch) macOS

| Wlndows/Llnux/ a

S A | JavaScriptCore ‘iWindows/Linux/ |
et ' macOS



How to approach zero-days?

e fuzzing?

e code review?

fuzzing? code review? which one is better? what do you think?
| recommend both! Anyway, good fuzzers don’t need humans.



Why Fuzzing?

e You can create/test many test cases in a short time.

e While computer runs the fuzzer, you can focus on code
review.

e JS code review is bad for mental health. You can get
motivation from fuzzing results. :)

Refer to slide for more details.



reason why | do fuzzing®

- Lots dot

Whatever

yeah.. that's why. seriously :)



Before making a fuzzer...

e What’s a good fuzzer?
* Get a crash well.
Should have good code coverage
Should create many test cases at the same time.
Should classify unique crashes.

Should have a crash minimizer.

Refer to slide for more details.
//Libfuzzer and AFL are guided code coverage fuzzer.
//in this session, | will only cover random fuzzers.



How do | get a crash well?

* No answer for the question.
In my case, reference to public PoC code.

In JS code, they have many |regress] files.
Figure out the patterns in |regress| files.

e just observe the pattern, not the meaning

Refer to slide for more details.



v8 regress files

& regress/ - Code Search

X

C {) & 28| https://cs.chromium.org

Chromium ~
[chromium] // src / v8 [ test / mjsunit / regress /

Files
regress-1436.js
regress-1447 js
regress-1472.js
regress-1476.js
regress-1481.js
regress-1513.js
regress-1521.js
regress-1528.js
regress-1529.js
regress-1530.js
regress-1531.js
regress-1546.js
regress-1548.js
regress-1560.js
regress-1563.js
regress-1582.js
regress-1583.js
regress-1591.js
regress-1592.js
regress-1620.js
regress-1624-strict.js

Search Code

regress/

Search in this directory

Directories

wasm/

Files
binop-in-effect-context-deopt.js
bitops-register-alias.js
call-function-in-effect-context-deopt.js
clear-keyed-call.js
compare-map-elim1.js
comparison-in-effect-context-deopt.js
consolidated-holey-load.js
cross-script-vars.js

d8-readbuffer.js
external-and-normal-array-polymorphism.js
get-array-keys-oob.js
internalized-string-not-equal.js
json-stringifier-emptyhandle js
math-min.js

This is an example of v8 regress files. you can find it here: ‘http://cs.chromium.org’

Likewise, you can find regress files of other javascript engines.

regress-740694 js
regress-740784 js
regress-743622.js
regress-744292. js
regress-746909.js
regress-747075.js
regress-747825.js
regress-748069.js
regress-751789.js
regress-752764 js
regress-756608.js
regress-758763.js
regress-760268.js
regress-760790.js




CVE-2016-1857

var a = [];
var b = [];

b['__defineGetter__'1(2000, function() {
(var i=0;i<3000;i++)
al'push']l(this);

F):

b.filter((function(){;}), '');
a.join();

CVE-2016-1857 : Jeonghoon Shin@A.D.D and Liang Chen, Zhen Feng, wushi of KeenLab, Tencent
working with Trend Micro's Zero Day Initiative

Use After Free in Safari.



CVE-2016-5129

when reproduce this case, use "--expose-gc" flags in VB8, Chrome.

ol._defineGetter_ (0, function()
o0.shift();
gc(); //crash here.
o0.concat(ol);

}):

o0.length

[$5000][620553] High CVE-2016-5129: Memory corruption in V8. Credit to Jeonghoon
Shin

This is chrome case, bug type is side effect.



CVE-2017-11799

class MyClass {
constructor() {
this.arr = [1, 2, 3];

() {
super.arr = [1];
this.x;

}

let ¢ MyClass();
(let i = 0; i < 0x10000; i++) {
E=illha

}

| Finder : lokihardt

This is edge case, a bug type is invalid JIT.



Safari case, JIT optimization check fail.

CVE-2017-2547

function () {
let arr Uint32Array(10);
(let i = 0; i < 0x100000; i++) {
parselnt();
}
arr(8] = 1;
arr[-0x12345678] = 2;
}

f();

| Finder : lokihardt



CVE-2017-7061

let o = {};
(let i {xx: 0}) {
(let j =0; j <2; j+) {
olil;
i Uint32Array([0, 1, 0x777777, 0, 0]);

Finder : lokihardt

Safari case, Incorrect optimization in Safari.
type confusion |i| value.



CVE-2017-5121

var func@® = function(f)

{

var o

: {1,

{

ba: {baa: @, bab: [] },
bb: {}I

bc: {bca: {bcaa: 0, bcab: 0, bcac:

15z

0.b.bc.bca.bcab = 0;
0.b.bb.bba = Object.toString(o.b.ba.bab);

(true) funce()

this } },

[$7500][765433] High CVE-2017-5121: Out-of-bounds access in V8. Reported by
Jordan Rabet, Microsoft Offensive Security Research and Microsoft ChakraCore tean

on 2017-09-14




After reviewed PoC...

e PoC are mostly short.
* different from full exploit code.

e mostly used 1 object from Javascript Objects.
e (Array, Typed Array, Proxy,...)

* |nrecent years, Found mainly in JIT, asmJS and Wasm

Refer to slide for more details.



WebAssembly

3 Loading page error X |+ v

© & 1) aboutblan

[ %02 I SVG element refere... [1 4 €

Well, that didn't work

Try this

[® (] | Elements Console Sources Net « Retype the web address
© | top ter

SW registe

validate: f, it =
o O Console Debugger  Network ®

= Erors  Warnings Info Logs W [ Preserve Log
@ yeuza b . .
D © (s53121: The media query -ms-viewport has been deprecated

Performance Memory Emulation

: navcanclhtm
© HTNL1300: Navigation occurred.

© (553121: The media query -ms-viewport has been deprecated

© HTHL1300: Navigation occurred.

© (553121: The media query -ms-viewport has been deprecated
> ViebAssembly
PAssembly < b [object WebAssembly]:

WebAssembly {} }, compileS:

{ [n co
instantiate

v d u 1,
nction instan: ) { 13...

All major browsers officially support WebAssembly.



WebAssembly

1~ char *hello() { (module
2 "hello WebAssembly"; : (table @ anyfunc)
i} ) (memory $0 1)
(data (i32.const 16) "hello WebAssembly\@@")
(export "memory" (memory $0))
(export "_ZShellov" (func $_ZShellov))
(func $_Z5hellov (result 132)
(132.const 16)
D)

10 )

Use in Browser

fetch('module.wasm').then(response =>
response.arrayBuffer
then(bytes =>
WebAssembly.instantiate(bytes, importObject
then(results =>
// Do something with the compiled results!

for example, C -> WebAssembly, use in Browser



Validation of Web Assembly Opcode and

What Point of WASM would
be vulnerable?

Validation of Web Assembly Opcode

(function BadTypeSection() {
var data = bytes(
kiWasmHo,
kiWasmH1,
kWasmH2,
kWasmH3,

kWasmvo,
kiWasmV1,
kWasmV2,
kWasmV3,

kTypeSectionCode,
5,
2,
0x60,
o,
o,
13
)

assertFalse(WebAssembly.validate(data));
»O;

WebAssembly Method Error

function module(stdlib, foreign,buffer) {
""use asm";
var fl stdlib.Uint32Array(buffer);
function f1(x) {
X = X 0;
f1[0] = x;
f1[0x10000] = x;
f1[0x100000] = x;
}

}

var global = {Uint32Array:Uint32Array};

var env = {};

memory WebAssembly.Memory({initial:200});
var buffer = memory.buffer;

evil_f = module(global,env,buffer);

zz = {};
zz.toString = function() {
Array.prototype.slice.call([]);
oxFFFFFffe;

tiela

}

evil_f(3);

assertThrows(() = memory.grow(1), RangeError);
evil_f(zz);




Just-In-Time

This table shows the name of JIT Compilers for each Edge, Chrome, and Safari.



JIT Example!

var a = [1,2,3,4];
var b = ['a','b','c'];

a.__proto__

NoneGlobal, 92] 92 m_i

structure
DoNotThrowIfNotFound|GlobalVar|Initialization>, <structure
ting None

ting None

Bottom

Tested on JSC
--dumpGeneratedBytecodes=true

| dumped a simple javascript syntax to bytecode.



enter
get_scope

mov
check_traps
resolve_scope
get_from_scope
mov

call

ret

enter
get_scope

mov
check_traps
resolve_scope
get_from_scope
mov

call

ret

Function Example

((a1) = {
print('hi');
»(1,2,3);

loc3
loc4, loc3

loc10, loc3, print(@id@), <GlobalProperty>, 1, 0x10f8e80a0

loc6, locl®, print(@id@), 2048<ThrowIfNotFound |GlobalProperty|NotInitialization>, 126
loc9, String (atomic) (identifier): hi, ID: 4(const@)

loc6, loc6, 2, 16 (this at locl@®) status(Could Take Slow Path)
Undefined(const1)

predicting None

Original; predicting None

(function(al) {
print('hi');
})(1,2,3);

loc3
loc4, loc3

loc10, loc3, print(@id@), <GlobalProperty>, 1, 0x10bce80a0

loc6, locl@, print(@id@), 2048<ThrowIfNotFound |GlobalProperty|NotInitialization>, 126
loc9, String (atomic) (identifier): hi, ID: 4(const@)

loc6, loc6, 2, 16 (this at loc1@) status(Could Take Slow Path)
Undefined(const1)

predicting None

Original; predicting None

| wrote the same function in different js syntax, and compared their bytecode to see if they were different.
They were same.



Create Array Example

Array();

This was also an experiment to compare the bytecode, but this time by creating arrays.
Both created arrays of same size. But new Array internally calls constructor. So, the bytecode were different.



What point of JIT would be
vulnerable?

Generate

ByteCode Optimize

1 ' - Code

What if JIT Compiler makes
Invalid Optimizing Code?

This is a simple diagram to show the process of making JIT ed code.
| thought that the part in the red circle could be the weak point.
This is because it is difficultly to optimize user’s code.



part of my fuzzer

def makeCase(self):
self.Comment("this test script made from singi js_fuzzer v@.2, Good luck with U")
self.defineGC()
self.defineSleep()

self.Comment("fuzzing start.\n")
self.initJSObject()

self.Comment("start mutate.\n")

self.defineObject(10)
self.getOrsetProp(5)

i range(5):
rv = choice( [objectType.Array, objectType.Object])
rv objectType.Array:
self.testcaseData e(GlobalVar.JSArrayObj.setIndex( getObjWithType(GlobalVar.var_list, objectType.Array) ))
rv objectType.Object:
self.testcaseData e(GlobalVar.JSObjectObj.setIndex( getObjWithType(GlobalVar.var_list, objectType.Object) ))

self.callMethod(7)
self.getOrsetProp(5)
self.callMethod(5)

self.writeFile()

That is a template for Random Javascript Syntax (static).
When a method is called, a javascript syntax, matching the name of the method, is created by the generator.



part of my fuzzer

Array Object

def create(self,objId=None):
r -
rv = randRange(0,2)

objId None:
rv 0: r "new Array("+randFixedInt()+")"
. r II[II choice([llll' II1, 2.3, /*hole*/’ 4.2"' II42II’ II1'2’3’4II’ Illal’Ibl,Iclll'
-

rv "Hl ¢ "var " + objId + " = new Array("+randFixedInt()+");"
: r+="var " + objId + " = ["+choice(["", "1, 2.3, /*hole/, 4.2", "42", "1,2,

r

Function Object

def create(self,objId, lines=5,argCnt=0):
r un
funcBody = """%s\n\t%s\n\t%s""" % (choice(["", ""]), self.randomFunctionBody(lines),

self.funcType funcType.Normal: r = """function %s(%s) {\n\t%s\n} " % (objId
self.funcType funcType.FuncObj: r = """ (function() {\n\t%s\n})""" % funcBody
self.funcType funcType.FuncObjCall: r = """(function() {\n\t%s\n})()\n"""
self.funcType funcType.ArrowObj :

For instance, create method is internally similar to javascript object constructor.

The details in the syntax are random.



Refer to slide for Array Object Methods.

methods
{" nami

part of my fuzzer

Array Object Methods

rgTypes": [objectType.Array,objectType.Object,objectType.Array,objectType.Object],
3, "argTypes": [objectType.Array, objectType.Number, objectType.Number], "retType":o
:-1, "argTypes": [objectType.Object], "retType":objectType.Iterator},
‘argTypes": [objectType.Function, objectType.Object], "retType":objectType.Boolean},

: [objectType.Function, objectType.Object], "retType":objectType.Array},
argCount":2, "argTypes": [objectType.Function, objectType.Object], "retType":objectType.Object},
'findIndex", "argCount":2, "argTypes":[objectType.Function, objectType.Object], "retType":objectType.Object}
"":"undefined"},
"argTypes": [objectType.Object, objectType.Number], "retType":objectType.Number},

'join", "argCount":1, objectType.Arrayl, "retType":objectType.String},
'keys", "argCount":0, "argTypes":[], "retType":objectType.Iterator},
gCount":2, "argTypes": [objectType.Object, objectType.Number], "retType":objectType.Number}
2, "argTypes": [objectType.Function, objectType.Object], "retType":objectType.Array},
[objectType.Object], "retType":objectType.Object},

’
'reduce", "argCount":2,
'reduceRight", "argCount":2, "argTypes":[objectType.Function, objectType.Object], "retType":objectType.Objec
'reverse"”, "argCount":0 ": [objectType.Object], "retType":objectType.Array},
'shift", "argCount":0, "a ": [objectType.Object], "retType":objectType.Array},
'slice", "argCount":2, "argTypes": [objectType.Number, objectType.Number], "retType":objectType.Array},
'some", "argCount":2 objectType.Function, objectType.Object], "retType":objectType.Boolean},
'sort", "argCount objectType.Function], "retType":objectType.Array},
'splice", "argCount : [objectType.Number, objectType.Number, objectType.Object, objectType.Obje
'unshift", "argCount":2 rgTypes": [objectType.Object, objectType.Object], "retType":objectType.Number},
'values", "argCount" ypes": [objectType.Object], "retType":objectType.Iterator},
'toString’, objectType.Function], "retType":objectType.String},

: 'valueOf', 'argTypes':[objectType.Function], "retType":objectType.Object},



part of my fuzzer

OPCODES = [

Opcode(0x00, 'unreachable’, None, INS_NO_FLOW),

Opcode(0x01,
Opcode(0x02,
Opcode(0x03,
Opcode(0x04,
Opcode(0x05,
Opcode(0x0b,
Opcode(0x0oc,
Opcode(0x0d,
Opcode(0x0e,
Opcode(0x0f,

Opcode(0x10,
Opcode(0x11,

Opcode(0x1la,
Opcode(0x1b,

Opcode(0x20,
Opcode(0x21,
Opcode(0x22,
Opcode(0x23,
Opcode(0x24,

Also, | defined the WebAssembly Opcode Table and method call.

|nop|’
'block’,
'loop’,
'if',
'else’,
'end',
'brl,
'‘br_if',
'br_table',
'return’,

'call’,

'call_indirect’,

'drop’,
'select’,

'get_local’,
'set_local’,
'tee_local’,
'get_global',
'set_global’,

None,

BlockImm(),
BlockImm(),
BlockImm(),

None,

None,
BranchImm(),
BranchImm(),
BranchTableImm(),
None,

CallImm(),
CallIndirectImm(),

None,
None,

LocalVarXsImm(),
LocalVarXsImm(),
LocalVarXsImm(),
GlobalvVarXsImm(),
GlobalVarXsImm(),

0),
INS_ENTER_BLOCK) ,
INS_ENTER_BLOCK) ,
INS_ENTER_BLOCK) ,
INS_ENTER_BLOCK | |
INS_LEAVE_BLOCK),
INS_BRANCH),
INS_BRANCH),
INS_BRANCH),
INS_NO_FLOW),

INS_BRANCH),
INS_BRANCH),

0),
),

0),
),
),
),
),




part of my fuzzer

[fuzzer]
TESTCASE_ID: d8_4

CRASHED_DIR: ./singi_crash/
TESTCASE_DIR: ./singi_testcase/

JS_ENGINE: /Users/singi/v8/out.gn/fo02/d8
JS_ENGINE_ENV:

JS_ENGINE_FLAG: --stack-size=100 ——allow-natives-syntax ——expose-gc ——always-opt
JS_GENERATOR: generator_wasm.py

TIMEOUT: 20
THREAD_COUNT: 4

This is fuzzer configuration file.
Defined options to required for fuzzer.



Problems to creating
random JS syntax

Too many cases
Hard to find pattern by hand.
So, make template the pattern from 1day cases.

Make random JS file through template.

But, there was a problem in generating random syntax.
It was difficult to insert new patterns and so, the generated files were similar.

So, we created templates for 1day PoC cases.
after that, the templates were used to generate javascript files.



We decided to call the custom syntax ‘LEGO’.

We solved the problem!

e Parse 1-day PoC for making LEGO file
* Parse LEGO file to make new JS file.
e For the parser :
e Made rules for custom syntax -> LEGO

* Excluded whatever was not important




LEGO example

FUNCTION{'1'}
3000
METHOD{push, ARG:[OBJ]}

var a = [];
var b = [1; FOR

b.__defineGetter__(2000, function() { FUNCTION{'2'}

(var i=0;1<3000; 1

a.push(this); :
}; ARRAY

ARRAY
b.fi}t?;((function(){;}), ') METHOD{defineGetter, ARG:[2000, FUNCTION 'l']}
a.join();
METHOD{filter, ARG:[FUNCTION '2','']}

METHOD{join, ARG:[]}

For Example, change CVE-2016-5189 PoC file to LEGO Syntax
We will publish the convertor for LEGO on Github.



generate |

generator _» || JSEngine || __ | crash ||
| Withl(out) | | collector ||

The fuzzer uses a simple structure. But it works well~



Fuzzing environment?

ngi$ python jsfuzz.py fuzzer.cfg

When you run fuzzer’s’ in your room :

++noise

When | was fuzzing at home, | was annoyed because of the noise.



Javascript
Fuzzing Factory!

Javascript Fuzzing Factory

Now, introducing Javascript Fuzzing Factory. JFF



with Docker

Host : EC2_1 I

Create new Container | Create new Image | Install Fuzzerl

Containers

57b81bbf0c75 /fuzz3 jsfuzzer ChakraCore running
4d5cdf311f7e /fuzz2 jsfuzzer ChakraCore running
fe32e900c608 /fuzzi jsfuzzer ChakraCore running
364ab10881a8 /fuzz0 jsfuzzer ChakraCore running

Installed Fuzzers

Fuzzer Name Fuzzer Version Fuzzer Git Address Run Command Delete

jsfuzzer 1.0 git@github.com:singi/jsfuzzer.git jsfuzz.py @

Images

Image Name Image Size

fuzzer/chakra:v2 6035.2875 MB

JFF is a Host/Fuzzer management solution which is based on Docker API.
| will show you a Demo



Introducing bugs found
by using Fuzzer!

b . [ -
Ak [
A :
i
i
J S
u
AN
of . B




ChakraCore Case

Bug in Garbage Collector (maybe?)
Status ; Reported
Patched ; Alive

Note ; It wasn’t crash on MS Edge.




ChakraCore Case

-Mac-mini:out singi$ ./Test/ch /Users/singi/Desktop/ch_analysis/a

This bug is presumed to be a bug which occurs due to race condition between garbage Collect thread and array method, when they are repeatedly used.



JSC Case 1

e Description ; Memcpy argument overlapped through
Invalid JIT

e Status ; Reported

* Patched ; webkit patched, safari alive.




JSC Case 1

o

(libclang_rt

+ 1 at J
rarrayProtoPr

The red arrow points to the JIT code area.
At that address, appendMemcpy method is called with an invalid argument.



JSC Case 2

* Description ; Use After free in WatchpointSet::state()
e Status ; Reported

e Patched ; webkit patched(17/10/18), safari alive.




JSC Case 2

var arr® = [42];

.
var arrd Crvvsovrsovrsnvnrrvarrnesldi

Array(10000) .map( ( function() {
arr4[-35] = 1.1;
}), this);

arra[0] = [];
ac();

Array.prototype._ proto__ = {};
gc();

(var i = 0; i < 65536; i++)
arr@['a'+i]l = 1.1;

Forgot _proto_ when DFG adds WatchPointSet.



JSC Case 3

* Description ; invalid optimize DFG JIT
e Status ; Reported

e Patched ; webkit patched(17/11/08), safari alive.




JSC Case 3

shows demo



$ more ‘reum’

* Areum Lee
* Co-worker for this project

e Put this presentation in
English.

* CSS for JFF
* Made LEGO syntax
e Currently a senior in Sejong Univ.

* @l.areum (facebook)




QnA?

If you ask questions in english,

\
| will try to listen/speak english, \

But It would be much better to talk *
personally after this time,

or contact @sjh21a (facebook)




