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wpad.de

Who is Carsten Krueger ?

Why he has bought wpad.de ?

His server provide wpad.dat file which looks legit  

wpad.de - potential attack vector on german users

wpad.de/wpad.dat
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24 TLDs  wpad.*/wpad.dat 

wpad.cat 
wpad.im 
wpad.it 
wpad.gr 
wpad.cc 
wpad.cz 
wpad.ws 
wpad.es 
wpad.ee 
wpad.info 
wpad.pro 
wpad.sk 
wpad.name 
wpad.xxx 
wpad.be 
wpad.tv 
wpad.pl 
wpad.lv 
wpad.tw
wpad.com.co
wpad.com.tw
wpad.net.cn
wpad.org.cn
wpad.ws

es cz
gr it
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be
skee
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DANGER? tomasz koperski
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Why?
wpad.cat 
wpad.im 
wpad.it 
wpad.gr 
wpad.cc 
wpad.cz 
wpad.ws 
wpad.es 
wpad.ee 
wpad.info 
wpad.pro 
wpad.sk 
wpad.name 
wpad.xxx 
wpad.be 
wpad.tv 
wpad.pl 
wpad.lv 
wpad.com.co 
wpad.tw
wpad.com.tw
wpad.net.cn
wpad.org.cn
wpad.ws

NET.CN
org.cn

tw com.tw

tomasz koperski
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79.000.000
400.000

hits

unique
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 user agents 
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newTLDs 
oldTLDs
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register TLD 
know your target 

attack 
gmax@paranoid.email



WPAD experiment #3

know your target 
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attack

tokyo area orgs  
wpad.tokyo  
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61.120.205.101
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WPAD and Hardware
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WPAD and Hardware

register fritz.box 
AVM  

attack 
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THANKS    
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