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Please note, that this talk 1s by SCADA
StrangelLove team. We don’t speak for our
employers. All the opinions and
information here are of our responsibility
(actually no one ever saw this talk before).
So, mistakes and bad jokes are all OUR
responsibilities.
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ow it works?



Signals and switches

A 1s a mechanical or electrical device erected
beside a railway line to pass information relating to the
state of the line ahead to train/engine drivers.

A railroad , turnout or [set of] points 1s a
mechanical installation enabling railway trains to be
guided from one track to another, such as at a railway
junction or where a spur or siding branches off.






Interlocking

Direction of Travel

Junction
Signal C1

Junction
Signal C1

Points C4

http:/ /www railway-technical.com/sigtxt5.shtml



ew York City Transit

(1 -
https:/ /www.youtube.com/watch?v=
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Safety first!

Weld resistance

Weld no transfer contacts

Solid gold and bifurcated contacts

-40 °C...+70 °C operating temperature
Vital relays are gravity-operated devices




Relay room




Today

Locomotive

Traction motors control/Cab Signaling

Automatic Train Control

Passenger Information and Entertainment
Wayside/Stations

Computer base interlocking / Centralized traffic control

Marshalling yard automation

Automated railway level crossing protection system
Other systems

Traction substations

Tickets / Passenger Information

Telemetry




THREATS?

Squirrels are menacing the power grid:
Rodents have disrupted electricity more
than birds, racoons and

China combined
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THREATS?

Four Cyber Attacks On UK Railways In A Year

ys the hackers ¢ r

Ukrainian blackout caused by hackers
that attacked media company,
researchers say

npany suffered a major at
fter an attack on a Ukraini

http:/ /news.sky.com/story/four-cyber-attacks-on-uk-railways-in-a-year-10498558
https:/ /www.theguardian.com/technology /2016/jan/07/ ukrainian-blackout-hackers-attacked-media-company



Eurostar

The train's signalling, control and train protection systems include a
Transmission Voie-Machine (TVM) signalling system, Controle de
Vitesse par Balises (KVB) train protection system, Transmission Beacon
Locomotive (TBL) train protection system, Runback Protection System
(RPS), European Train Control System (ETCS), Automatic train
protection (ATP) system, Reactor Protection System (RPS) and train
control system.

http:/ /www.railway-technology.com/ projects/ eurostar-e320-high-speed-train/

KVB - a train protection system used in

MEMOR - railway signaling

TVM - in-cab signaling originally deployed in

TBL - train protection system used in

RPS - Runback Protection

ATP - implementations of a train protection system
ETCS - Train Control System

Sibas 32 train control system él\llarantees a safe and smooth transfer of data via the Train
Communication Network (TCN), which consists of the train bus (WTB) and vehicle bus (MVB)




Eurostar

The train's signalling, control and train protection systems include a
Transmission Voie-Machine (TVM) signalling system, Controle de
Vitesse par Balises (KVB) train protection system, Transmission Beacon
Locomotive (TBL) train protection system, Runback Protection System
(RPS), European Train Control System (ETCS), Automatic train
protection (ATP) system, and train
control system.

http:/ /www.railway-technology.com/ projects/ eurostar-e320-high-speed-train/

I—— SCADA STRANGE LOVE OR

How | Learned to Start Worrying and Love Nuclear Piant

l Train!



Inside the locomotive

= Loco’s internals
= Traction control
= Braking system
» Cab signaling
= Train protection system
= Automatic train control
= Passenger Information and Entertainment

= Software not available in public
m True for the all railroad software



SIBAS fishing

= SIBAS 32

= Eurostar €320 high-speed trains
= class 120.1 locomotive of German Rail
= 5252 of Spanish National Railways (RENFE)
= LE 5600 of Portuguese Railways (CP)
= Velaro
= class 182 2nd gene EuroSprinter
= EG 3100 in Sweden, Germany

and Denmark

= SIBAS PN
= New DB ICE trains




Bahn Automatisierungs System
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(SIBAS)

SIBAS 32 updates to SIBAS PN
Proprietary SIBAS OS to VxWorks + WinAC RTX

S7 controllers to PC-based controllers with WinAC
RTX software

= “configured and programmed with STEP 7 in exactly the same
way as a normal 57 controller”

WTB (Wire Train Bus) to ETB (Ethernet Train Bus)
= And PROFINET

Goodbye weird executable formats and IS. Hello
ELF/PE and x86/ppc






[=]

Is WIinAC RTX a post-rock? Yes.

Hardcodes

= No, hardcodes are for the authentication

Known protocols e -~
= XML over HTTP, S7 l
!

Secure network facing services N
= Self-written web server ‘L a
= Self-written xml parser >
. | 1R
Heavily based on WinCC code |

Runs on Windows x86

Vulnerabilities =
= Probably

-
-
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How to access PC-based
controllers (WinAC RTX)?

We don’t know

We don’t want to know
We will never know
Yet to not know

Yet to don’t know

Not yet to know

[ [ [ [ & [=




The secrets of cybersecurity, Valentin Gpanovich, Efim Rozenberg, Sergey Gordeychik . Railway Strategies, Issue 130

https://issuu.com/schofieldpublishingltd/docs/railway _strategies issue 130 june 2



MISSION CENTRIC APPROACH

= Industrial safety: directly affect physical safety.

= Economical: decrease railroad traffic capacity
or other quantitative economical characteristics
(train delays, local power outage)

:= Reliability and functional safety impact: ICS
crashes, out of service, etc.



COMPUTER BASED INTERLOCKING

Intermediale
interlocking signals




COMPUTER BASED INTERLOCKING
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CBI: Hardware

Wayside devices CP/CPU

Wayside devices
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Automatic block system
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| Security channels and
/ mechanisms network protocols

Networking
equipment
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CBIl: Hardware
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CBI: Formal requirements

PUBLIC TRANSPORT CORPORATION
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CBIl: Threat Model

set a less restrictive signal light
operate a switch with a train passing over it
set conflicting routes ...
(freight efficiency)
CBI CPU crash o
. =t
Blocking of control \y Compute?
False indication...
and functional safety b

Treahc oo
CBI CPU reboot
N Or cxash. . — e

Ne7, 2015, CBI Threat Model












CBI: Attack Vectors

Wayside devices CP/CPU YW

Wayside devices
/ ’ S { 5 ‘ Object controller(s)
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. Interlocking processing unit
03000 v Yardmaster’s workstation
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CBI: Physical Security
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CBIl: No authentication




CBI: Old Software

NEW EQUIPMENT & SYSTEM APPROVAL CERTIFICATE

Approval dme: 177 Fetwoary 2014

Approved by: Salely & Eavironment Comantiee

sepert oo [T

Report datec 107 Jarwanry 2014

List of acceptable software for Support Systems o

|Software | Version ,
Windows XP (32 bit)

| i | Windows 7 (64 bit)
| 9.0.0 I Windows XP Service pack 2
| Windows NT4 service pack 6
and above
8.1.1 Build 28 | Windows 2000 Professional
| Windows XP Professional
| 3.1.6.5 | Windows 7




CBI: Old Software

NEW EQUIPMENT & SYSTEM APPROVAL CERTIFICATE

Approval dme: 177 Fetwoary 2014

/ ; v, by: Safety & Eavronment Conmnmiiee
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_List of acceptable software for Support Systems

| Software | Version fie=s:

| 9.1.0 l Windows XP (32 bit)

‘ L ‘ Windows 7 (64 bit)

| 9.0.0 I Windows XP Service pack 2
Windows NT4 service pack 6
and above
Windows 2000 Professional

| Windows XP Professional

| 3.1.6.5 | Windows 7

8.1.1 Build 28



CBI: Old Software

WINDOWS NT 4.0
SERVICE PACK 6!
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IPU: Evolution
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Points
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Validation and generation of geographical data using a domain theory, Lars-Henrik Eriksson, Uppsala University (c)



Interlocking as safety critical
system

[=] Interlocking security (by Jakob Lyng Petersen)
= Trains must not collide
= Trains must not derail
= Trains must not hit person working the tracks

= Formal methods and verification (rtfm)
= B Method, Event B

o Underground rail network in Beijing, Milan and Sao Paulo
= Prover.com
o Sweden, USA
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B Method

Safety critical systems
Abstract machines + formal methods

Atelier B
= Available IDE and C translator
= No Ada translator

Newer version - Event-B
s See Rodin framework




On benefits of Atelier B
benefits of B-Software

The whole Mode/

NO classic programming error in the code (overflow, division by 0, out
of range index, infinite loop, aliases)

A healthy program architecture

Unit Test are no longer used

Early detection of errors

These benefits remain even after some modifications/evolutions

G..
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Memory corruption

= “Everything will be C in the end. If it's not C,
it's not the end.” - almost John Lennon

static 1nt32_t BadIndex__array(4];
/* Clause INITIALISATION */

void BadIndex__ INITIALISATION(void)
{

memmove (BadIndex__array,BadIndex__initial_array,4 * sizeof(1nt32_t));

}

/* Clause OPERATIONS */

vold BadIndex__do_things(BadIndex__ ARRAY_VALUES
1nt32_t 1tem_loc;

1tem_loc =|Badindex array[item]
1f((1tem_loc) > (0))

BadIndex__array[item]|= 1tem_loc+255;




Ada saves ... and takes only half

damage
m KVB: Alstom

= Automatic Train Protection for the French railway company
(SNCF), installed on 6,000 trains since 1993

= 60,000 lines of B; 10,000 proofs; 22,000 lines of Ada
= SAET METEOR: Siemens Transportation Systems

= Automatic Train Control: new driverless metro line 14 in Paris
(RATP), 1998. 3 safety-critical software parts: onboard, section, line

= 107,000 lines of B; 29,000 proofs; 87,000 lines of Ada
= Roissy VAL: ClearSy (for STS)

= Section Automatic Pilot: light driverless shuttle for Paris-Roissy
airport (ADP), 2006
s 28,000+155,000 lines of B; 43,000 proofs; 158,000 lines of Ada



Typical interlocking
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Interlocking despair

No hashing algorithms, No internal architecture security, No
input data validation, No tokens, No encryption, No GS/EGS, No
DAI, No ASLR, No authorization, No FW rules, No unpredictable
cookies, No DHCP snooping, No port security, No downgraded
privileges, No authentication, No password policies, No session

security, No secure protocols, No port access rules, No DEP, No
SafeSEH, No database restrictions, No strong PRNG, No no
hardcodes, No centralized storage, No good architecture, No
RBAC, No secure kiosk, No parameterized queries ... No fun




Airgap ©®™__.



shodan for railway
@ siooan N . o oo

% Explonts % Maps & Dowrload Results




shodan for railway
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Railway telecom?
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Railway SIM-cards?

&« = C faheweqg dbnetze.com

DB| NETZE

DB NetzAG  Mec®a  Network Access  ProdectsdSenvices Infrastructwre&Technology International

Iefrastnxtige reghter

GSM-R SIM cards
Infermation on SIM cards for national and foeeign GSM-R

contomers

SIM cards for national GSM-R customers

E1es o i ; Relevant contact
Senavalions CUSIOMeT OMa &0 GAMR

Nabse protection
Redease idrastpectare
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ERTMS Euroradio

Safety Layer
RBC-RBC Safe

Communication

Interface
VPN over GSM

incrypt ] On

Sicherheit von ETCS (2)
Schlusseltausch

Off-line Key

Key Management J§P Distribution Key Management

b, ¢

Center (KMQC) Center (KMC)

) Option 1
Ba
Option 2
Fremd-Domane
- I g Option 1: Fahrzeug besitzt einen

Schlussel, in allen Domanen gultig

Heimat-Domine Option 2: Pro Domane ein Schlussel

28C3: Stefan Katzenbeisser: Can trains be hacked?



Jamming

In areas where the European Train Control System (ETCS) Level 2 or
3 18 used, the train maintains a circuit switched
connection to the train control centre . ... If the modem

, the train will




GSM-R Handsets

5.1. Sending Commands by SMS

The first four characters of an SMS command must be the phone PIN code
(the default is 1234). This is then followed by the command(s).

NOTE the PIN code referred 10 in this manual is a securty code specifically
for programming the telephone via SMS commands - i1 is

not & lock code and is not related 10 the SIM card. It s not required for
making or receiving calls

Example 1: 1234STAT will retum status information about the phone
Example 2: 1234CFGS«1 configures the phone 10 inhibit incoming calls.




FFFIS for GSM-R SIM Cards

1.2 Over The Air management

The data could be managed by the network through the Over The Asr (OTA) procedures,
suppocied by phasel+ ETSI specificatson (4], In such a case, the OTA appiscation s a SIM
oot applicatxon

For example, the ADN update will be performed via a STKK menu activaton

For OTA management or adminstration o s proposed 10 comply with ETSI GSM 03 48
(Secur ity Mechanisms foe SIM apphicaton Toolkn, docsement [4])

A dedcated OTA secret bey 15 used for the OTA adminstration and s axcluded in the
DF ot T Floey

With such OTA support, via an OTA server, the administrator many read/update any file in the
SIM wth secure transmission

http://www.era.europa.eu/Document-Register/Documents/P38T9001%204.2%20FFFIS%20for%20GSM-R%20SIM-CARD.pdf



Vulnerabilities of (u)SIM

— Remote data recovery (Kc, TIMSI)
- Chanel decryption (including A5/3)
- «Clone» the SIM and mobile station
— SIM "malware” =S
_ Block SIM via PIN/PUK brute o S |iE |

inted CPU (Core 17-2600K) 475 1755.8 52674

— Extended OTA features (FOTA) (= yoars)

» ‘ '
Radecn GPU (R290X) 3°000 t 278

Single chp (865 150-2) 7 680 1086

ZTEX 1.15y l 30 720i 27.21

| Our rig (8'ZTEX 1.15y) 245760 | 34

Karsten Nohl, https:/ /srlabs.de/rooting-sim-cards/ L U —
Alexander Zaitsev, Sergey Gordeychik , Alexey Osipov, PacSec, Tokyo, Japan, 2014



GSM-R CAB RADIO

Linux based operating, system, integrated GPS, WIFI
support and the capadcity for over the air (QOTA

updates. Fast in use and easy in confguration, Compatible
call forwarding solution

Features

s support "over the air" / SMS SIM-card update?

The OTA (over the air) SIM card update is included in our modules.



Modern modems










[0IU0D)







USB/DMA bugs OTA

Travis Goodspeed, Sergey Bratus,
https://www.troopers.de/wp-content/uploads/2012/12/TROOPERS13-
You wouldnt share a syringe Would you share a USB port-Sergey Bratust+Travis Goodspeed.pdf

HITB 2015, Bootkit via SMS by Timur Yunusov and Kirill Nesterov.
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Everything is interconnected

FLer Opnc Cable

- Twisted Pair Cable

Twisted Pair Cable

Source: moxa.com



Solar power and ip cameras

And tend to fly

in the CLOUDs. And
become an IoT.

But without strong secure
approach.
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Source: moxa.com




Haveanicetrip!

5ms 192.168.X.1 //SSH, Telnet .
Sms 192.168.X.1 //SSH, Web, Telnet 17210
< Request timed out.

54ms 10.112.X.237//...

| OI80HE & Yaua.
2

3

4

5 54ms 10.112.X.1//...

6

7

8

9

|

J0ja% 8 3e
S 37% 68 I
FORY HFOF2L
SON0HOS P A EEUCL

Wayside

50ms 10.112.X.2

66 ms 10.12.X.234

365ms  10.12.X.226  lelecom
51ms 203.11.X.113

0 52ms 12.X.165

Onboard



Mix it All!
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Thanks!

)v Korea Internet & ProductCERT
KISA "\ Security Agency

Shele enuchager

®)
ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

SCT Zpviathu s ied eriossenachiaht Swiss Governmental Computer Emergency Response Team

Confédération suisse
Confederazione Svizzera

Confederaziun svizra







Traction power substations




- GOOSE

- carry alarms, status, and control between devices
- Broadcasts
- Sequence number “protection”

- MMS

- Network inventory/browsing

- Exploiting the GOOSE Protocol: A Practical Attack on Cyber-infrastructure Juan
Hoyos, Mark Dehus, Timthy X Brown

- Poisoned GOOSE: Exploiting the GOOSE Protocol
http://crpit.com/confpapers/CRPITV149Kush.pdf

- |[EC 61850 toolkit http://scadastrangelove.blogspot.com/2013/11/scada-
security-deep-inside.html
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Dig

tal Substation Takeover
we | =

*GPS and GLONASS time servers
*Industrial switches. http:/ /www.phdays.com/ press/news/41213/



Digital Substations

Relay Protection




Digital Substation Takeover



DoS in SIPROTEC 4

SSA-732541: Denial-of-Service Vulnerability in SIPROTEC 4

Publication Date 2015-07-17
Last Update 2015-07-17
Current Version V1.0
CVSS Overall Score 6.1

Summary

The latest firmware updates for the affected devices resolve a vulnerability which could allow
attackers to perform a denial-of-service attack under certain conditions

AFFECTED PRODUCTS

e SIPROTEC 4 and SIPROTEC Compact product families; All devices where the
Ethernet module EN100 with version V4.24 or lower is included.

Specially crafted packets sent to port 50000/ udp could cause a denial-of-service of the affected
device. A manual reboot is required to recover the service of the device.



Format String

" 0854

The integriied wad server (2o BOACE) of the affecied Sevices Could Miow remole
AUARES 10 CDLEN SENSItve device fOmMmation F network ACoess was obtared

CVSS Base Score 50
CVSS Temporl Score 39
CVSS Oversll Score 3B AVNAC UAUNC PANANE POCRLOFRC.C)

Yuinerabity 2 {CVE-2016-4783)

The integraied web server (port BONCcE) of the affecied devices could allow reemole
SRS 10 CDLMN & Eited Aamourt Of Sevich Memory Content £ Nedwork AC084s was
obtained. This vulneralelity ondy afects EN100 EFamet module nduded in SIPROTEC

4 and SIPROTEC Compact devices
CVSS Base Score 50

CVS5S Temporal Score 30
CVSS Oversdl Scove J 0 AVNAC VAUNC PANANE POCRLOFRCC)

Kudos Pavel Toporkov from Kaspersky Lab/ Aleksandr Bersenev from HackerDom



RCE?

to get firmware?

to get debug symbols?
to debug?

.PowerPC

no “operation system”




confirmation code “311299”

To access this information, the confirmation code “311299 needs to be provided when
prompted."

...>lemens does not publish official documentation on these statistics. It is strongly
recommended to work together with Siemens SIPROTEC customer care or
commissioning experts to retrieve and interpret the statistics and test information..."




- send packets:

7

es (0x11)

20

6f
4d

20 20

0d 01 00 01 00 00

0d 01 00 01 00 00
60

72 Ob 18 3e 50
20 20 20 20 20 S2
4b 6f 6d 20 43 81
66 72 73 20 00 00
60 72 Ob 18 4e¢ 66
20 31 20 20 20 52
4b 6f 6d 20 43 81
66 72 73 20 00 a0
60 72 Ob 18 4e 66
20 32 20 20 20 52
4b 6f 64 20 43 81
66 72 73 20 00 aS
60 72 Ob 18 4b 6e
73 81 3¢ 20 20 82
4b 6f 6d 20 43 B1
66 72 73 20 00 22
60 72 Ob 18 54 72
4b 20 20 20 20 52
4b 6f 6d 20 43 8
66 72 73 20 00 20
60 72 Ob 18 44 69
61 20 20 20 20 52
4b 6f 6d 20 43 81

ces 3,27, 5PQLoN
frac RPN

0. .Xom C.eana
wACS Mfrs ......
oS TP Nfirpg
kanal 1 mPN

0. Xom C.eana
“‘s "'rs -, e
oo S TP NFirpg
kanal RPN

0. xom C.eana

0. Kom C.eana
=Acs Mfrs . Info
.o. 30 - r LR o‘wl
Aksicna RPN

o. m c. .m



Device memory

http:/ /scadastrangelove.blogspot.com/2015/12 /now-declared-capabilities.html






Sisco : Vulnerability Statistics

Code Reuse

Yunerabértes By Yeur Vuinersb ey By Type
Jocs . = AT .

VxWorks 6.x I I

61850 Stack e
Misfortune C... T

Kudos @repdet @k_v_Nesterov @samincube




Cyber-phisical attacks
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Black Energy/Sandworm

& https://ics-cert.us-cert.gov/alerts/ICS-ALERT-14-281

ICS-CERT onginally published information and technical ind
ALERT-14-281-01P) that was released to the US-CERT sect

10, 2014 U\ cntical infrastructure asset owners and operatc
ccn@?.q dhs

DETAILS

ICS-CERT has determined that users of HMI| products from

OVERVIEW
s hers amatoOnl] g 21 o o Do \oeteve CEBSRER

M2 25 anten




c 1 Mmip palxetstormasecunty .com

GE Proficy CIMPLICITY gefebt.exe Remote Code Execution

b v - v 4 — wlap i | . -’ id

Thes Motaspion module abuses the gefelt e component n GE Peoliey CINPLICITY read hable thyough the
CMPLICY CoWebServer The vuinerabile componart aloas 10 axecule remato BCL Nes » shared nesources An
MK Can DUSe s Dohaiour 10 axecute 2 maiwous BCL and deop an arvtrary EXE. The last one can e

QxOC ed remdtoly tThrough the WelView senver Thes Metaspion module has been 1esiod sutcessiully in GE Profey
CMPLICTY 7 S sth the embedded CmivebSenver Thes Metasoion modue stas a2 YWebOAY server o provde the

mabcous BOL fies YWhen the tarpet hasn) the YwebClent service onabled an axtemal SNE sene B necessan

) ‘ ' . Uowraoad favoriie Comamenis

! Advantech/Broadwin HMUSCADA RPC Remote Code Execution

Advartec NBeoadam MW SCADA Webdccess & x 1T x x wnvvernnal retavork RPC sapio that creaies an sxecutable
e 2 urc e the process on Thes 2%ecied sesiem Aslacceass rrvensd expiol rar 1,"'.:.-;"{1" byt s the

pasyaced for the archive

X 1athasd T Selten )l Downioad Favorite Comments




Can Project be trusted?

ol :
= Project itself is dynamic code
= [t's easy to patch it “on the fly”
= Vulnerabilities in data handlers
o ?
= Simplest way - to patch event
handlers
http:/ /www.slideshare.net/qqlan/scada-strangelove-2-we-already-know#42

http://blog.trendmicro.com/trendlabs-security-intelligence/sandworm-to-blacken-the-scada-connection/



«It is extremely important to note that neither BlackEnergy 3, unreported
backdoors, KillDisk, nor the malicious firmware uploads alone were
responsible for the outage»
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Attack with Impact

http:/ /www.nerc.com/pa/CI/ESISAC/Documents/E-ISAC_SANS_Ukraine_ DUC_18Mar2016.pdf
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+++The Mentor+++
Written on January 8, 1986

...We explore... and you call us criminals. We seek
after knowledge... and you call us criminals. We exist
without skin color, without nationality, without
religious bias... and you call us criminals. You build
atomic bombs, you wage wars, you murder, cheat,
and lie to us and try to make us believe it's for our
own good, yet we're the criminals.

Yes, [ am a criminal. My crime is that of curiosity...



