
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  POC	
  2014	
  	
  Seoul,	
  Korea	
  	
  	
  	
  



¢  Threat	
  landscape	
  from	
  mobile	
  devices	
  to	
  cars	
  	
  

¢  Auto	
  reverse	
  engineering	
  101	
  

¢  Connected-­‐car	
  malware	
  prototype	
  and	
  attack	
  demo	
  

¢  Our	
  security	
  hardware	
  to	
  defend	
  against	
  auto	
  attacks	
  

¢  Security	
  research	
  report	
  on	
  connected-­‐car	
  
	
  
¢  Q&A	
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¢  VisualThreat	
  
A	
  mobile	
  security	
  startup	
  focusing	
  on	
  mobile	
  security	
  emerging	
  markets	
  	
  
	
  

¢  Wei	
  Yan,	
  Ph.D.	
  	
  
	
  	
  	
  	
  	
  	
  Founder	
  and	
  CEO	
  of	
  VisualThreat	
  
	
  	
  	
  	
  	
  	
  previously	
  worked	
  in	
  McAfee,	
  Trend	
  Micro	
  and	
  Symantec	
  joint	
  venture	
  
	
  	
  	
  	
  	
  	
  Anti-­‐virus	
  engine,	
  unpacking,	
  next	
  generation	
  Oirewall,	
  mobile	
  security	
  and	
  aut
o	
  
	
  	
  	
  	
  	
  	
  security	
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Android malware: 250k (2012)à 1Million(2013)à5million (2014) 
 
v  Android Auto will bring more integrated, but potentially vulnerable, mobile 

apps into the vehicle. 
 
v  Auto malware will adopt mobile malware techniques at a fast pace. 
 



¢  Half	
  million	
  auto	
  mobile	
  apps	
  	
  
	
  

¢  Auto	
  malware	
  	
  

¢  Mobile	
  security	
  emerging	
  markets	
  	
  
	
  	
  	
  	
  	
  	
  mobile	
  app	
  +	
  hardware	
  	
  
	
  	
  	
  	
  	
  	
  	
  
	
  	
  	
  	
  	
  	
  smart	
  cars	
  
	
  
	
  	
  	
  	
  	
  	
  wearable	
  devices	
  
	
  
	
  	
  	
  	
  	
  	
  medical	
  devices	
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¢ Safety	
  is	
  not	
  the	
  Oirst	
  buying	
  priority	
  here!	
  



¢  80+	
  ECUs,	
  1G+	
  auto	
  data	
  per	
  day	
  
¢  72%	
  surveyed	
  users:	
  delay	
  one	
  more	
  year	
  for	
  
	
  	
  	
  	
  	
  connected	
  cars	
  
¢  Connected	
  =	
  vulnerability	
  



¢  Mobile	
  security	
  solutions	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

	
  
30+	
  mobile	
  anti-­‐virus	
  

Auto	
  security?	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
	
  
	
  



q  Attacks	
  from	
  OBD2,	
  cloud	
  and	
  WIFI/Bluetooth/3G/4G	
  
	
  	
  	
  	
  	
  	
  	
  send	
  malicious	
  commands	
  
	
  	
  	
  	
  	
  	
  	
  inject	
  a	
  large	
  number	
  of	
  messages	
  with	
  a	
  high	
  priority	
  

q  control	
  car	
  from	
  mobile	
  apps	
  
q  mobile	
  applications	
  that	
  are	
  granted	
  access	
  to	
  the	
  vehicle	
  
q  With	
  mobile	
  apps	
  get	
  popular,	
  the	
  car	
  is	
  exposed.	
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4-­‐5	
  year	
  lap	
  from	
  car	
  manufacturers	
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q  Checklist:	
  
Elm327	
  
OBD2	
  cables 
ECU	
  simulator	
  or	
  real	
  car 
	
  

	
  
q  background 
	
  ISO14230	
  &	
  ISO15765	
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  16	
  pin	
  female	
  port	
  
	
  
•  Protocols:	
  ISO15765(CANBUS)	
  ,	
  ISO14230(KWP)	
  ,	
  BOCHS	
  	
  

•  US:	
  all	
  cars	
  1996	
  (and	
  later)	
  are	
  required	
  to	
  use	
  
   (most	
  2008	
  and	
  later	
  incorporate	
  CAN	
  bus)	
  

•  One	
  of	
  the	
  most	
  vulnerable	
  points	
  to	
  attacks	
  

•  Access	
  to	
  all	
  ECUs	
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Most	
  vehicles	
  have	
  two	
  or	
  three	
  separate	
  CAN	
  buses	
  operating	
  at	
  different	
  
speeds	
  
	
  
FlexRay/LIN:	
  hard	
  to	
  fake	
  ECU	
  messages	
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•  Most popular protocol used in OBDII (after 2008) 

•  Message-­‐based	
  protocol	
  w/o	
  security	
  features	
  

•  Inject	
  plug-­‐and-­‐play	
  (send	
  CAN	
  message	
  to	
  any	
  connected	
  device)	
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ECUs are inter-connected via a non-secure communication channels such as 
CANBUS and KWP. 
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ID, data length code, and up to eight bytes of data 
 
Priority ID type: the lower the ID, the higher the message’s priority 
 
No source information 
 



Difference ECU languages from various vendors 
Besides ISO14230 and ISO15765, different vendors have adopted various ECU  
languages: 
 

q  Physical	
  layer	
   
 KIA	
  and	
  Hyundai	
  	
  No.	
  8,9,12	
  pins	
  for	
  ECU	
  communications	
  

 

q  Data	
  layer 
 For	
  ABS,	
  FORD	
  CAN	
  ID	
   0x760,	
  Toyota	
  0x7b0	
  
 	
  

q  App	
  layer 
	
  Toyota	
  	
  SID	
  0xA8 
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19	
  



20	
  

DiagParameter 

         ID 

Serial # 



Recv CAN ID 

Send CAN ID 

ECU parameters 

 



22	
  

Error code 

data 

ECU info 

Command testing 



23	
  

odometer 

ID index 

Start position 

Command 
ID 

End position 
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50% OBD dongles are vulnerable to attacks! 
 
OBD dongles, auto mobile apps, and car rental services 
 
Need security penetration testing service   
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tcpdump and wireshark 

Customized protocol 
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55 AA PacketID SendDat
alen 

SendData
len^-1 

SendData[0]………SendData[n] C
s
校
验
和 

Protocol format 

Frame  
Count 

the first Frame length 
	
  

0x60 
或者 

0x61	
  

	
  

Command 
ID	
  

	
  

Data[0]……Data[n]	
   Frame[1]…….Frame[n]	
  

SendData 
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q  We	
  developed	
  the	
  Oirst	
  mobile	
  malware	
  for	
  auto	
  attack	
  demo	
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               odometer 
ECU： 

 Combination Meter 
message： 
               7C0 04 30 01 00 xx 00 00 00 
： 

if(x&0xff==0) Y=OFF; 
else if(x&0xff==0x01) Y=0; 
else if(x&0xff==0x02) Y=40; 
else if(x&0xff==0x04) Y=80; 
else if(x&0xff==0x08) Y=120; 
else if(x&0xff==0x10) Y=160; 
else if(x&0xff==0x20) Y=200; 
else if(x&0xff==0x40) Y=240; 
else if(x&0xff==0x80) Y=280; 
else Y=NO TABLE DATA; 
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ECU：RPM 

 Combination Meter 
message： 
               7C0 04 30 02 00 xx 00 00 00 
： 

if(x&0xff==0) Y=OFF; 
else if(x&0xff==0x01) Y=0; 
else if(x&0xff==0x02) Y=1000; 
else if(x&0xff==0x04) Y=2000; 
else if(x&0xff==0x08) Y=3000 
;else if(x&0xff==0x10) Y=4000; 
else if(x&0xff==0x20) Y=5000; 
else if(x&0xff==0x40) Y=6000; 
else if(x&0xff==0x80) Y=7000; 
else Y=NO TABLE DATA; 



33	
  

 
 fuel tank 

ECU： 
 
message： 
               7C0 04 30 03 00 xx 00 00 00 
： 

if(x&0xff==0) Y=OFF; 
else if(x&0xff==0x01) Y=Sender E; 
else if(x&0xff==0x02) Y=Empty; 
else if(x&0xff==0x04) Y=Warning; 
else if(x&0xff==0x08) Y=1/4; 
else if(x&0xff==0x10) Y=1/2; 
else if(x&0xff==0x20) Y=3/4; 
else if(x&0xff==0x40) Y=Full; 
else if(x&0xff==0x80) Y=Sender F; 
else Y=NO TABLE DATA; 
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¢  	
  weak	
  security	
  protection	
  
¢  	
  an	
  app	
  to	
  remotely	
  open	
  the	
  car	
  door	
  

p  User	
  authentication	
  from	
  mobile	
  app	
  to	
  cloud	
  
p  Cloud	
  sends	
  a	
  CAN	
  message	
  to	
  sim	
  card	
  in	
  the	
  OBD	
  box	
  
p  Open	
  the	
  car	
  door	
  w/o	
  key	
  

Security	
  Olaws	
  we	
  found:	
  
p  Unlimited	
  pic	
  uploading	
  to	
  the	
  cloud,	
  DoS	
  attacks	
  
p  Password	
  not	
  encrypted	
  in	
  the	
  app	
  
p  Weak	
  authentication	
  and	
  encryption,	
  	
  can	
  get	
  key	
  easily	
  
p  	
  SQL	
  injection:	
  database	
  leakage	
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q  Controller	
  authentication	
  (auto	
  manufacturers)	
  

q  Encryption	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  ECU：limited	
  computation	
  capacity	
  and	
  limited	
  memory	
  resource	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  very	
  similar	
  with	
  mobile	
  CPU	
  years	
  ago	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  not	
  suitable	
  for	
  real-­‐time	
  encryption	
  

q  CBF	
  (CAN	
  BUS	
  Firewall)	
  
	
  	
  	
  	
  	
  	
  Block	
  malicious	
  CAN	
  messages	
  from	
  outside	
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¢  We	
  have	
  designed	
  the	
  Oirst	
  CAN	
  Bus	
  Firewall	
  in	
  the	
  auto	
  se
curity	
  industry	
  

¢  CBF	
  monitors	
  CAN	
  ID	
  and	
  DATA	
  bytes,	
  and	
  decide	
  whether
	
  to	
  allow	
  or	
  block	
  messages	
  

¢  no	
  malicious	
  messages	
  can	
  go	
  through	
  OBD2	
  and	
  attack	
  the
	
  car	
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¢  Low	
  false	
  positive,	
  inline	
  protection	
  
¢  Support	
  standard	
  and	
  extended	
  CAN	
  message	
  format	
  
¢  Mobile	
  app	
  

¢  OBD	
  and	
  car	
  model	
  dependence	
  

	
  







	
  
¢  OBD	
  independence	
  
¢  Generic	
  to	
  different	
  car	
  models	
  	
  	
  

¢  False	
  positive	
  inherent	
  from	
  anomaly	
  detection	
  approach	
  
¢  Passive	
  mode,	
  cannot	
  block	
  messages	
  from	
  CAN	
  BUS	
  

	
  

http://www.wired.com/wp-­‐content/uploads/2014/07/carhack.jpg	
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¢  Simulated	
  Android	
  OS	
  	
  
¢  Installed	
  auto	
  mobile	
  apps	
  
¢  Monitor	
  privacy	
  leakage	
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¢  Automatically	
  detect	
  driving	
  mode	
  via	
  OBD	
  
¢  Log	
  all	
  phone	
  call,	
  message,	
  surOing,	
  wechat,	
  mobile	
  app	
  activities	
  
¢  Alert	
  when	
  you	
  overuse	
  phones	
  while	
  driving	
  and	
  notify	
  your	
  family	
  	
  
¢  Calculated	
  dangerous	
  driving	
  time	
  	
  
¢  Manage	
  your	
  account	
  via	
  cloud	
  account	
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¢ All	
  in	
  one	
  
p Firewall	
  +	
  CAN	
  BUS	
  data	
  collection	
  +	
  date	
  Oilteri
ng	
  +	
  attack	
  prevention	
  +	
  intelligence	
  alerting	
  

¢ Deployment	
  –	
  two	
  approaches	
  
p OBD	
  port	
  
p ECU	
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¢ Measure	
  bluetooth/wiOi	
  signal	
  strength	
  and	
  
distance	
  

¢ Unlock	
  car	
  when	
  driver	
  walks	
  away	
  
¢ Send	
  GPS	
  location	
  and	
  VIN	
  #	
  to	
  hackers	
  
¢ Hacker	
  stops	
  by,	
  open	
  door	
  and	
  steal	
  

¢ Let’s	
  see	
  the	
  video	
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¢  Land	
  Rover	
  	
  low-­‐speed	
  CAN	
  BUS 
27728	
  records	
  in	
  50s	
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¢  As	
  an	
  emerging	
  market,	
  Internet	
  of	
  Vehicle	
  security	
  grows	
  
with	
  even	
  faster	
  pace	
  than	
  mobile	
  security	
  

¢  Not	
  ready	
  yet	
  from	
  auto	
  manufacturers	
  and	
  suppliers	
  
	
  
¢  Call	
  for	
  paciOications	
  and	
  partnerships	
  

59	
  




