Be first to know about
data breach

mgh

: IPOC



db

open security foundation

220,000,000 2014-08-22 Unknown Organization
152,000,000 2013-10-03 Adobe Systems, Inc.
150.000.000 2012-03-17 ftr;anghal Roadway D&B Marketing Services Co.
145,000,000 2014-05-21 eBay Inc.
140,000,000 2013-06-08 Unknown Organization
Heartland Payment Systems, Tower Federal Credit

130,000,000 2009-01-20 Union, Beverly National Bank, North Middlesex
Savings Bank, Golden Chick
Target Brands, Inc., Fazio Mechanical Services,
Inc.
N1 Korea Credit Bureau, NH Nonghyup Card, Lotte
104,000,000 2014-01-20 Sl [ e O

94,000,000 2007-01-17 TJX Companies Inc.

90,000,000 1984-06-01 TRW, Sears Roebuck

2014 max goncharov gmax@gmax.at ! m

110,000,000 2013-12-18




http://pastebin.com/YU|ExprE

adam@em-b.co.uk
ADAME@DUNLEYHOUSE . CO.UK
ADAM@DUNLEYHOUSE . CO.UK

Adam@directfoodexpress.co.
adam@directfoodexpress.co.
adam@crawfordadam.wanadoo.
adam@crawfordadam.wanadoo.
adam@casinopromotions.com.

adam@candystudios.tv
adam@brough95.fsnet.co.uk
adam@brightfla.me
adam@brightfla.me
adam@bodytronix.co.uk
adam@blurred.fsnet.co.uk
adam@binners.co.uk
adam@bigbrothersite.co.uk
adam@benchmedia.co.uk
adam@aquacooling.co.uk
adam@am-photo.co.uk

uk

co.uk
co.uk
au

adam@aevans91.orangehome.co.uk

adam@adm-rec.co.uk
adam@adbmax.fsnet.co.uk
adam@adamish.com
adam@acs-cabins.co.uk

adam@acgszr.freeserve.co.uk

adam@741@.co.uk
adam.z@live.co.uk

Adam.Young@express-gifts.co.uk

adam.yates@doctors.org.uk
adam.xland@hotmail.com
adam.wrestch@hotmail.com

c694b125b35f7385bdcB2@1a3ecb31fb
8f7751f2348cead072259463f954c0ef
8f7751f23408ceadd722594631954cBef
5d1597dde792e336bea5402e99cdc421
56b262dbbc82d8ad2df1lc3eledl1166e8
4d4cee34b3df4a5db218cf13cbcdb2b8
4d4cee34b3df4a5db218cf13cbcdb2b8
c503aa4b8624a9517f98579a97%afdd
3d796d8f8acd583e6395a92e117d5069
8a52072cee5d17cc7bf85d6cad31fffa
c02d5c76483cfB8eas5afb3c66082e748
4442eaef72feacB5644a32a01363c45e2
bblb3afdd7a@2c88749d7@a37cf624ef
bb343fd97bebe%aeb63daa703d45d8cl
e9d27beef8daf3ef3i74e86e3231d22a
cabb95b7e10eal97fe387bb7597f61f3
b60e7926d9ceddfbcd4bafR376f43845F
1821d76614afd8e166c843c2b4abB8369
853d4a40064c52e36a2221fe02beS964
438bfff75¥89865bdc7f6@0b49a24753b
12f3af41clc8c2208afc3eb23961dded2
452d52139db6db3faff7a67ceeb83531
6d02faScdf201d481434c74effdab2bb
e792ald73db268d31ee9c@d3cb7b3e73
ee2055701c74226293d883854358b9
£14952d859b352735ecd17f72eddfcof
46a46b0a267201cBc742cee54685d62¢
bSb587acdaale@f6590fda3779d15e99
7c8ef330233cOb9%cchRf11ff279ab984
al%eleeb71e35d213a3d585daed457cec
16bf¥73d63a1632439fdcc8fcBcebelc

2014 max goncharov gmax@gmax.at




Structure of usual data leak

Password

Hash + salt
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Structure of possible data leak
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Create your Google Account

One account is all you need Name

A single username and password gets you into everything Google.

Choose your username

M E D 2> B 0l70r82x36h Bluwcbmis 1135

Create a password

Take it all with you Confirm your password
Switch between devices, and pick up wherever you left off
Birthday

Month &  Day Year

Gender

lam..

9

Mobile phone
™. -49

Your current email address

Prove you're not a robot
Skip this verification (phone verification may be
required)

Type the text:

Location

Germany (Deutschland)

“H

| agree to the Google Terms of Service and have

read the Privacy Policy.

Leam more about why we ask for this information
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Delete all spam messages now (messages that have been in Spam more than 30 days will be automatically deleted)

Olga Why we stopped our communication? "l expected more, Olga! - Hey, why do not you write? You forgot about me? "l am v 2:47 pm
Bank of America Merrill . Bank of America Merrill Lynch - MasterCard SecureCode Profile Update Confirmation - (NN 10:43 am
Olga Why we stopped our communication? "l expected more, Olga! - Hey, why do not you write? You forgot about me? "l am v Oct 19
Marina Hey - tell me your mobile - Marina from Russia. - Hello dear, do you remember how we communicated with you? Long ago Oct 18
Sports.ru MNouemy cEOPHYIO POCCHM HE XKACT HUYEIO XOPOLUEro M KaK NepBbin Mpan-npu POCCHM CMOTPENCA BX... - SPoris.ru per Oct 17
Marina Hello, my gentle sun, let's talk. - Hello dear, do you remember how we communicated with you? Long ago you could not sex Oct 16
RIW 2014 HosocTu RIW: HOoBBIA hopmaT, yKpyNnHeHue, perucTpayuna y4acTHUKoB - Maxcum, anpascrayire! Perverpayus #a RIW 2 Oct 16
Spol RIW 2014 IO NOABUNOCH HA SPOrts.ru 3a MecAY - XOT¥M PACCKA3aTH BAM O NONEIMLIX BELAX, KOTOR Oct 15
users @ russianintemetweek.ru
Vale ’ y calm and well-balanced young lady. | do not like empty panic and never make fuss. | am Oct 15
—RL - - RUNET ID 194165 Maxcwum, agpascteyvite! Mbl Npogorikaem aHOHCHMPOBATL CAMbLIE 3HAYM Oct 14
Barr Addtocontacts Emails + @ Oct13
Ihr Geschenk Einmal, zweimal, dreimal so viel Geld - Schnappen Sie sich Ihren Ruby Palace Willkkommensbonus heute und Sie konnen | Oct 13
Helena Do you have web cam? Look at my pretty body! - My name is Helena, i'm looking for online sex pariner, find me on hitp//n Oct 11
Ekaterina Look at my pretty Russian pussy! - Hi! My name is Ekaterina, photo of my pussy here http://rusdatingdd.ru nickname Ekate Oct 11
weg.de - Gut beraten, be. Entdecken Sie die Welt: Traumziele zu TOP Preisen - Falls Sie unseren Newsletler nicht oder nur tellweise sehen kdnnen, Oct 11
Ekaterina Look at my pretty Russian pussy! - Hi! My name is Ekalerina, photo of my pussy here hitp://rusdatingdd.ru nickname Ekate Oct 11
Dewey White Read this now - Hi gmax, | got your voicemail yesterday about the stock tip you want, sorry | couldnt pick up the Oct 10
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Web Site Compromise? You or your recipients infected?

Web site sells your email

address? MitM on SMTP relays
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You or your recipients infected?
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You or your recipients infected?

J
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You or your recipients infected?

Gmail Calendar Documents Photos Reader Web more ~

Gmail

Mail Archive Report spa ‘ slete * = Move tov
COMPOSE MAIL
Please return my stapler - Hi, Yo
Inbox (3) :
Fun Hike Yesterday! - Thanks for
Starred 7.7

uly 4th weekend - Hi there: | heai

Sent Mail

LIrATLs T ~

FIVE MILLION EMAIL PASSWORDS, ADDRESSES APPEAR ON
RUSSIAN BITCOIN FORUM

Urgent!
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easymoneyl
Investor
Join Date :

Location :
Posts :

Jan

Web site sells your email

address?

=] Email 80 Million - No Spam Complaints - 100% Resale Rights

Introducing the most powerful Email Blast products on the net- LET YOU ADVERTISE TO 80 MILLION
EVERY MONTH.

PLUS Get 100% Resale Rights when you Join Today! And Keep All the Money From Sales!
Want to Increase your Web Traffic & Sales Overnight? Trying to Reach Targeted AUDIENCES DAILY?

80 MILLION MAILER MAKES IT POSSIBLE! AND WILL EXPLODES YOUR SALES OVERNIGHT!

(New Update Version) This mailer is very HOT on the net! Grab your membership today and your're
granted with 100% resell rights to keep all the money from sales!

This is the most cost effective and reliable way to do email marketing.
No Validating Emails, 1-Click - Spam-Free!
Type Your Ad, Click Send, You're Done!

IMAGINE YOUR SUCCESS ONLINE WITH THIS TOOL.
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Host
layers

Media
layers

MitM on SMTP relays

Open Systems Interconnection model (OSI)

Data unit

Data

Segments
Packet/Datagram

Bit/Frame
Bit

OSI Model
Layer Function

7. Application Network process to application

) Data representation, encryption and decryption, convert machine dependent
6. Presentation
data to machine independent data

5. Session Interhost communication, managing sessions between applications
4. Transport Reliable delivery of segments between points on a network.
Addressing, routing and (not necessarily reliable) delivery of datagrams
3. Network
between points on a network.
2. Data link A reliable direct point-to-point data connection.
1. Physical A (not necessarily reliable) direct point-to-point data connection.
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Web Resources Web Resources

4N vV

[decoy ]@mashmet.co
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www.verycoolsite.com il www.verycoolsite.com

dkcngjnasakdasmdnc@mashmet.com dkcnqgjnasakdasmdnc@mashmet.com

REGISTER

http://leaktrap.com
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www.verycoolsite.com www.doodlebox.com

4N vV

dkcngjnasakdasmdnc@mashmet.com dkcnqgjnasakdasmdnc@mashmet.com
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Fleaktrap

generate decoy email

use decoy email on web site

confirm entered data

Monitor data on used decoy email
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