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data breach

max goncharov  
gmax@gmax.at



2014 max goncharov gmax@gmax.at



2014 max goncharov gmax@gmax.at

http://pastebin.com/YUjExprE
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Structure of usual data leak

Password user name email

Hash

Hash + salt

plain text plain textplain text
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imageHash

Structure of possible data leak

Password user name email

Hash + salt

plain text plain textplain text

file

document
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?Wouldn’t be possible 
to trace leak ?
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ol70r82x36hl6fuwcbmls1135@gmail.com
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ol70r82x36hl6fuwcbmls1135@gmail.com
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ol70r82x36hl6fuwcbmls1135@gmail.com

email guessing

Web Site Compromise? You or your recipients infected?

Web site sells your email 
address? MitM on SMTP relays



2014 max goncharov gmax@gmax.at

You or your recipients infected?
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BitCoin

LiteCoin

FeatherCoin

eMails Passwords

Pony

You or your recipients infected?
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You or your recipients infected?
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Web site sells your email 
address?
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Web Site Compromise?
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MitM on SMTP relays

Open Systems Interconnection model (OSI)
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http://leaktrap.com
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http://leaktrap.com

SMTP

[decoy]@mashmet.comrfcapscz@mashmet.com

mashmet.com
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Web Resources

http://leaktrap.com

SMTPREGISTER
[decoy]@mashmet.com [decoy]@mashmet.com

Web Resources

http://mashmet.com
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REGISTER SMTP

www.verycoolsite.com

http://leaktrap.com

dkcnqjnasakdasmdnc@mashmet.com dkcnqjnasakdasmdnc@mashmet.com

www.verycoolsite.com
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REGISTER SMTP

www.verycoolsite.com

http://leaktrap.com

dkcnqjnasakdasmdnc@mashmet.com dkcnqjnasakdasmdnc@mashmet.com

www.doodlebox.com
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REGISTER

www.verycoolsite.com

http://leaktrap.com

dkcnqjnasakdasmdnc@mashmet.com

dkcnqjnasakdasmdnc@mashmet.comdkcnqjnasakdasmdnc@mashmet.com
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http://leaktrap.com

www.verycoolsite.com

generate decoy email

register account

get email on decoy

using decoy

confirm source

1

2

3

4

5

6
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pdkvnwm@mashmet.com

register

http://leaktrap.com

login

generate decoy email

use decoy email on web site

confirm entered data

http://coolwebsite.com

web site / url /comment

Monitor data on used decoy email

http://leaktrap.com
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http://leaktrap.com

SERVER DE

LAMP SMTPd Sink Spam Check

Pastebin Crawl

TECH NOW
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MEDIA
DECOY

FILE DECOY TEXT DECOY

EMAIL
+

PASSWORD
DECOY

FUTURE
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http://leaktrap.com

DEMO
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http://leaktrap.com
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http://leaktrap.com

http://leaktrap.com
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http://leaktrap.com

http://leaktrap.com
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END


