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Outline

= Whoam|?

* Ph.d Student at Chonnam National University

= Objectives
* Introducing a Physical Memory Forensic
— Memory dump
— Advantages
* Window Physical Memory Analysis
— Analysis of window file object
— Analysis of memory mapped file data

e Showing some demos
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What can be found in Memory

= Running process information

* thread, module, handle...
= Registry hives
= Network Information
* Packet, Socket info...
= Malware and Rootkit detection
= Password key and other information
= File Data

* Running process File data, Cached File Data
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Memory Forensic Advantages

= Analyze and track active on the system
* Running process analysis

* Access file, Network Info etc...

= Collect evidence that cannot be found in hard disk
* User Information
— Messenger msg, chat data, internet activities
e Password key data
— Master Key
* Original file extraction

— When encrypted volume was mounted
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Background

= Physical Memory Dump
* Live Dump
— Easy and general method

— Tool : Win32/64DD, Winpmem, Dumpit etc...

* Crash Dump
— Window Kernel Crash Dump

— %SystemRoot%Memory.dmp

* Hibernate Dump
— It contains a full dump of the memory

— %SystemRoot%hiberfil.sys
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Background

= File Extraction
e Hard-Disk

Analysns of file system (NTFS, FAT32 etc...)

= »

Hard disk Tools Save files

o /‘
2
< u

Deleted files

* Physical Memory Dump

1

Analysis of memory system (Non PAE, PAE etc...)
f’o p}

Running process modules

Physical Memory Tools Cached files
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Research trend

= Analysis of Memory mapped file data
* FileObject Analysis
— Blackhat USA 2011-Physical Memory Forensics for Files and Cache

— Forensic memory analysis : Files mapped in memory - 2008

* VAD Analysis

— The VAD tree : A process-eye view of physical memory - 2007
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Research trend

= Extracting file data from memory dump
* Executable file (running process )
— VAD Struct analysis
— Tool : Volatility, Rekall, Responder, Memoryze (FileObject, VAD)

e Normal file

— File Carving ( file size < 4KB)

e Cachefile
— File 1/0 analysis, VACB(Virtual Address Control Block) struct analysis
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Memory mapped file

= File data storage areas
* VAD struct
* FileObject struct

Memory loaded

file data
v | v
VAD Struct FileObject
v | v
ImageSectionObject DataSectionObject
| \1 \_¢
Using file data Standby file data Cache file data
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Memory mapped file

= VAD (Virtual Address Descriptor) (1/2)

* Describe memory rages used by a process

* MMVAD struct

— Consists of a binary tree

_EPROCESS
VAD Root
Object Table
v
_VAD Node
VAD Type
(mommmmmmmmomooood _SUBSECTION
v : v
_VAD Node Address _VAD Node
VAD Type VAD Type
_SUBSECTION _SUBSECTION
Address Address

kd> dt _MMVAd

nt !|_MMVAD
+0=x000 ul : <unnamned-tag>
+0=x008 LeftChild . Ptred _MMVAD
40010 PightChiald Ptrhd MMVAD
+0=x018 StartingVpn : Uint8B
+0x020 EndingVpn : Uint8E
+U=xUZE8 u . {unnamed-tag>
+0x030 Pushlock . _EX_PUSH_LOCK
+0=038 ub : <unnamned-tag>
+0=x040 u2 : <unnamned-tag>
+0x048 Subsection : Ptr6d4d _SUBSECTION
+0x048 MappedSubsection : Ptr6d4 _HSUBSECTION
+0=x050 FirstPrototypePte : Ptred _MMPTE
+0x058 LastContiguousPte : Ptred4 _MMPTE
+0x060 ViewLinks . _LIST_ENTRY
+0=x070 VadsProcess . Ptr6d4 _EPROCESS

_MMVAD struct
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Memory mapped file

= VAD (Virtual Address Descriptor) (2/2)

* VAD -> File data loaded

— _SUBSECTION is Not NULL
* VAD -> Heap/Stack

— _SUBSECTION is NULL

nt !|_MHVAD

+0=000 ul <unnamned-tag>

+0=008 LeftChild : Oxfffffa80° 0dc55330 _MMVAD
+0=010 RightChild : {null)

+0=x018 StartingVpn : 0=8be0

+0x020 EndingVpn : 0=8b60

+0=028 u : <unnamned-tag>

+0x030 PushLock _EX_PUSH_LOCK

+0x2038 uS <unnamned-tag>

L0040 12
+0x048 Subsection

. Lunnansed-tag>
: (null)

+0x050 FirstPrototypePte : (null)

+0=x058 LastContiguousPte : (null)

+0=x060 Viewlinks : _LIST_ENTRY [ 0x=00000000° 00000000 - 0O=0 ]
+0x070 VadsProcess : (null)

kd> dt _MMVAD fffffaB00cfS4£70
nt!|_MMVAD
+0=000 ul
+0=x008 LeftChild
+0x010 RightChild

<unnamed-tag>
OxfffffaB80  0ef487b0 _MMVAD
Oxfffffa80  0ef3el?0 _MMVAD

+0x018 StartingVpn : 0x8bal)l
+0x020 EndingVpn : O=8clf
+0x028 u : <unnamned-tag>
+0x030 PushLock . _EX_PUSH_LOCK
+0x038 us <unnamed-tag>
+0=040 02 unnaned-—taca

+Uxﬂ48|5ubsection : OxfffffaB0’ 0efbab20 _SUBSECTIONI
+0x048 HappedSubsection . U= a eiba —

+0x050 FirstPrototypePte : Oxfffff8al 01fadal0 _MMPTE
+0=058 LastContiguousPte : 0Oxfffff8al’01fada20 _HMPTE
+0x060 ViewLinks

+0=x070 VadsProcess OzfffffaB0 0eblb06l _EPROCESS

: _LIST_ENTRY [ Oxfffffaf0 Oefbatl0 - Oxfffffa80 Oefbatll

1

_MMVAD Heap/Stack

_MMVAD File data loaded
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Memory mapped file

= FileObject struct

* Managing file information

_FSRTL_ADVANCED_FCB_HEADER

NodeType
AllocationSize

FileSize

_FILE_OBJECT

FsContext
FileName

SECTION_OBJECT

_SECTION_OBJECT_POINTERS

DataSectionObject

SharedCacheMap

ImageSectionObject

_CONTROL_AREA

_SEGMENT
SUBSECTION

FilePointer

_CONTROL_AREA

_SEGMENT
SUBSECTION

FilePointer

_SUBSECTION

SubSectionBase
NextSubsection

PtesInSubsection

_SUBSECTION

SubSectionBase
NextSubsection

PtesInSubsection
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Memory mapped file

= FileObject Analysis
e SECTION_OBJECT _POINTERS

— DataSectionObject
= Present on binary memory mapped files and normal files
= File: .exe .dll .jpg .pdf ...

— SharedCacheMap
= ReadWrite I/O Data
= VACB(Virtual Address Control Block) Struct

— ImageSectionObject
= Present on binary memory mapped files

= File:.exe .dll
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Memory mapped file

= FileObject Analysis
« SECTION_OBIJECT POINTERS
— Executable file

* |ImageSectionObject, DataSectionObject

kd> dt _SECTION_OBJECT_POINTERS Ox=fffffaf0 OcfiSalid
ntdll!_SECTION_OBJECT_POINTERS
+0x000 DataSectionObject : Oxfffffa80 0cffd4840 Void
+0x008 SharedCacheMap : {null)
+02010 ImageSectionObject : O=xfffffa80 0cfl15440 Void

— Normal file

» DataSectionObject

kd> dt _SECTION_OBJECT_POINTERS OxfffffaB0’ Oeadleal
ntdll!_ SECTION_OBJECT_POINTERS
+0=000 DataSectionObject : 0xfffffaf80’ 0edclldl Void
+0=x008 SharedCacheMap : (null)
+0=2010 ImageSectionObject : (null)
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Memory mapped file

" File data management

* ImageSectionObject

— ImageSectionObject -> CONTROL_AREA -> SUBSECTION
— _SUBSECTION -> SubsectionBase

= Physical address of file data saved

fffff8al”
fffff8al”
fffff8al”
fffff8al”

fffff8al’
fffff8al”
fffff8al”
fffff8al”

02004058
02004068
02004078
02004088
02004098
020040a8
020040b8
020040c8

kd> dg O=xffff£8a002004058

Page 0

Page 1

(80000000 0cck8121 [00000000°

00000000

pooooooo®
pooooooo®
pooooooo®
pooooooo®
pooooooo®
pooooooo”

240%9a121
33e3d1l21
14295121
33722121
339al1121
1£538121
2afb7121

04325121

00000000
0ooooo0o
00000000
00000000
00000000
00000000
00000000

09116121
38827121
179b4121
354b5121
2adb6121
2blb7121
21272121

]

Memory page table

- IMAGE_DOS_HEADER
- MS-DOS Stub Program

- IMAGE_NT_HEADERS

- IMAGE_SECTION_HEADER

- IMAGE_SECTION_HEADER
- IMAGE_SECTION_HEADER
- IMAGE_SECTION_HEADER

- IMAGE_SECTION _HEADER

text
- IMAGE_SECTION_HEADER .
.data
.pdata
YSIC
reloc

rdata

- SECTION .

text|

- sECTION .
- SECTION .
- SECTION .
- SECTION .
- SECTION .

rdata
data
pdata
rsrc
reloc

Calc.exe PE format
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Memory mapped file

" File data management
e DataSectionObject
— DataSectionObject -> CONTROL_AREA -> SUBSECTION
— _SUBSECTION -> SubsectionBase

= Physical address of file data saved

Offset : 0 calc.exe File data

[poocoo0 40 54 90 o
0000010 ©8 00 00 O
0000020 00 00 00 O

CEEELE

1000 00 00 (0 00 00 0 e

00 00 00 00 00 00 00 0

= ETIT %0 00 00 00 F0 00 00 00

0000 OF 1 BACE 218501 400D 21 54 68 CUim

000050 85 73 20 70 72 GF 67 72 61 60 20 63 81 6E GE GF 1+ pragiom canno

OOCC060 74 20 62 65 20 72 76 66 20 69 6E 20 44 4F 520 1 be run in D05

G000 5D 6F 64 65 2E 0D 0D 0A 24 00 00 00 0 00 0 00 mode.

QOO0 £0 CA 74 £6 A AB 1A B5 ALAD 1A B A ABTABS 1

Q0CO09  AD 63 OF B5 AB AB 1A B5 4D D3 9 65 6A AB 1A B5 Page 0

OCCT0AD A4 A8 15 B5 3 A4 1A B5 40 03 63 B5 &5 AB A BE 0

OOOED AD D3 95 B 53 A8 1A B5 AD D3 90 85 F3 AB 1A B5 < )

003000 AD D3 OF B5 A5 AB 1A B5  AD 03 6B 65 A5 AB 1A 55

0000000 52 69 63 68 A4 AB 1A BS 00 00 00 00 00 00 00 00 Rich :
1

0 0
0 O
0 O
0 O
o

0o
oo
oo
oo
B4 0

88888

000O0ED 00 00 0 00 00 00 00 00 00 0 0D 00 00 00 0 00

aoigmzzee v kd> dg FEfffB8a00239fb60
H fffff8a0" 03ddc000 [00000000 384478c0|fa800ceb’ 14c004c0
€ o % o ’ e fffff8a0" 03ddc010 agllceb 1l4cU04cU faB800ceb’ 14c004c0
Offset - 0x1000 ffff£8a0" 03ddc020 fa800ceb’ 14c004c0 fa800ceb’ 14c004c0
' £££££8a0 03ddo030  fa800ceb 14000400 £a800ceb; 14c004c0
Offset : 0xA000 ffff8a0" 03ddc040 fa800ceb’ 14c004c0
B sacausan seacanis o ) £££££870°03ddeBSt-{£2800ceb 14000400 |£a800ceb” 1420040

o i E©D BDDRNEWE KoL A ffff£8a0" 03ddc060 faBUUceb 14c004c0 fa2800ceb’14c004c0

oo00es0 78 95 01 00 48 BA DD 00 01 00 0D 00 01 80 44 33 x...H.

ooo0ec0 12 06 20 4 03 Co 23 43 5 01 0 40 6 05 O - A EL ffff£f830°03ddc070 £fa800ceb’14c004c0 fa800ceb 14c004c0
D ! Memory page table

00000FD 50 45 00 00 &
0000100 00 00 00 00
Jooooo10 00 F2 07 00
0000120 00 00 00 00
0000130 08 00 01 00

7
joooooeca 00 00 41 BF 50 00 0D 0D 33 C9 44 89 BC 24 B0 02 . .A
joooooe00 00 00 44 89 AC 24 84 02 00 0D 48 89 B4 24 88 02 . .D
0
H

00000BED 00 00 44 89 AC 24 90 02 0 00 44 89 AC 24 94 02
000006F0 00 00 48 89 BC 24 98 02 00 00 4C 83 AC 24 EO 00
00000700 00 00 FF 15 FO 11 06 00 BD EA 0D 00 00 4C 80 6C
00000710 24 €0 00 00 00 45 8B C5 48 66 CB 48 8B D5 FF 15 §
00000720 OC 11 06 00 48 8B 8C 24 E0 00 00 00 4C 89 AC 24 H..§ [ P 10
00000730 £6 00 00 00 45 B9 BC 24 AD 02 00 00 33 €3 FF 15 Hos .3 age
00000740 B4 11 06 00 4C 8D BC 24 E8 00 0D 00 45 33 CO 48 Ls H

00000750 8B C6 48 8805 FF 1505 10 06 00 48 88 94 24 E8 . . H Ho$
00000760 00 00 00 33 €9 45 89 94 24 CB 02 00 D BAOD 7F . 3.H..§
00000770 00 00 FF 15 28 15 06 00 33 C9 48 69 84 24 AB 02 (. 3H.s
00000760 00 00 FF 15 70 11 06 00 4C 6D 6C 24 78 01 00 00 pooLoSx
00000790 6D 55 63 45 68 C6 48 88 CBEBCE69 00 00 4888 UE H .|
joonoo7a0 94 24 78 01 00D 00 488D 2D D3 2C 0 00 4B BDEC §x . H - . H

Offset : 0xB00O

H
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Memory mapped file

= Executable file data (1/3)
* VAD struct
— Running process
* Fileobject

* ex).exe, .dll (not .sys)

Memory loaded

file data

v | v

VAD Struct FileObject
|

v v

ImageSectionObject DataSectionObject
| \1 \_¢
Using file data Standby file data Cached file data

2] original file data 18 /30



Memory mapped file

= Executable file data (2/3)

* Feature of memory page table

— File data is not modified

File data address : 0x0c07e000 ~

kd> dg fffff8a0019d0048

ffff£8a0°019d0048 80000000°
fffff8a0°019d0058 00000000°
fff££8a0°019d0068 00000000°
fffff8a0°019d0078 00000000°
ffff£8a0°019d0088 {a800£f0b°
fffff8a0°019d40098 00000000°
fffff8a0°019d00a8 00000000°
fffff8a0°019d400b8 00000000°

Dch7el2l
0de8lbl21l
ledldlZl
28d%el121
ef180460
05b47860
27f1f121
01dz20121

oooooooo”
00000000°"
oooooooo”
00000000°"
0oo00000"
n0oooooo00”
00000000°"
0ooooooo”

2341al21
0dbSc121
29d44860
2ed45860
136c6860
0=448860
19e3b860
28fbc860

ImageSectionObject -> Memory page table

0x0c07e000

d> dg /p 383fc000
00000000 383£fc000
00000000 383fc010
00000000 383£fc020
00000000 383£fc030
00000000 383fc040
00000000 383£fc050
00000000 383fc060
00000000 383£fc070

e2400000°
28700000°
10300000°
3bd00000"
oooooono®
f8a00194d"
4aa00000°
35000000°

0c07e025
0d81b025
led1d025
28d9e025
00000000
00980400
27f1£025
01420025

26900000
1£d400000°
f8a0019d"°
f8a0019d"°
f8a0019d"°
f8a0019d"°
oooooooo”
oooooooo”

2341a025
0db9c025
00700400
00800400
00900400
00200400
00000000
nooooooo

Original file data

Physical Memory

VAD -> Memory page table
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Memory mapped file

= Executable file data (3/3)

* Feature of memory page table

— File data is modified (copy-on-write )

File data address : 0x0c07e000 ~

File data address : 0x2923f000 ~

01940048

dg f££££f8a0019d40048
f8a0"
*019d0058
*019d0068
*019d0078
*019d0088
*019d0098
*019d00a8
*019d00b8

goooooo0o0°
oooooooo®
noooooooon®
oooooooo®
fag800£f0b”
oooooooo®
oooooooo®
0ooooooon®

0c07e820
0d81bl21
ledld12l
28d9%e121
ef180460
05b47860
27f1£121
01d20121

oooooooo”
oooooooo”
nooooooon”
oooooooo”
oooooooo”
oooooooo®
oooooooo”
0o0oooooon”

2341al121
0db9c121
29d44860
2ed45860
136c6860
D=448860
19=3b860
28fbc860

kd> dg -/p 383fc000

00000000

oooooooo®
oo000000°
gooooooo®
oooooooo®
ooooooo0”
oooooooo”

goooooon”

383fc000
383£fc010
383fc020
383£fc030
383fc040
383fc050
383fc060
383£fc070

e2400000°
28700000°
10300000°
3bdoo0000"
oooooooo®
f8a00194d"
43a00000°
3so0o00000°

2923£025
0d81b025
led1d025
28d9=025
00000000
00980400
27£1£025
01dz20025

26900000°
1fdo0o0oo’
f8a0019d°
f8a0019d"
f8a00194d"
f8a00194d"
oooooooo®
oooooooo®

2341a025
0db9c025
00700400
00800400
00900400
00200400
00000000
oooooooo

ImageSectionObject -> Memory page table

0x0c07e000

Original file data

Modified file data

Physical Memory

VAD -> Memory page table

0x2923f000
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Memory mapped file

= Normal file data (1/3)
* VAD struct
— Running process

* Fileobject

* ex).jpg .pdf .png...

Memory loaded
file data

v v
VAD Struct FileObject
|
v v
ImageSectionObject DataSectionObject

Using file data

Original file ? -> unsure ...

v
Standby file data
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Memory mapped file

= Normal file data (2/3)

* Feature of memory page table

— File data is not modified / File data is modified
File data address : 0x18c8e000 ~

kd> dg fffff8a007b612c0

kd> dg /p 10blcs0

fffff2a0  07b612c0 00000000 1882963 fffffa80° Occadlsn 000000007 010blcB80 acd0O0000” 18c8e825 fff£f£f£f££° 00000480
fffff8a0 07b612d0 74536d4d° 03070002 fffffa80° Occadlb Q0000000 010blc90 ff£f£f££££° 00000480 00000000 00000O0D
fffff8a0"07b612e0 fffffaB0 Oeec2420 00080000 00000002 00000000 010blcal O0QOOOOOOOTOQOOOOOO00 OQOOOOOOOTOQOOOOOOO
fffff8a0°07b612f0 00000000 00000002 000O0ONO0 00002000 Q0000000 010blchb0  0O0O00O0QOO™QOOQOOQO00 OOOQOOQOOQO"OOOOOOODO
fffff8a0"07b612300 00000000 00000000 Q0OOQOOOO 00000000 000000007 010blccO 00000000 0QOO00OO00 OOQOOOOOOTOOOOOOOO
fffff8a0 07b61310 fffffa80° 04986060 00000000 03760000 Q0000000 010blcd0 00000000 QOOQO00000 OOOQOOQOOQO"OOOOOOODO
fffff8a0  07b61320 fffff8a0 07b61328 80000000 1bS5fal80 000000007 010blce0 00000000 QOO00OO00 OOQOOOOOOTOOOOOOOO
fff£f£f8a0°07b61330 80000000 1b67a880 00fcfcifc 00fcicic 000000007 010blcf0 000O00O0DO" 00000000 OOOOOOOO™QOOQOOOOO
VAD -> Memory page table DataSectionObject-> Memory page table
0x18c8e000

Physical Memory
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Memory mapped file

= Normal file data (3/3)

* Feature of memory page table

— Checkout file data modified™

ntdll!_HARDWARE PTE
SR e ¥
00000000 010blcB80 | acd00O00" 1882825 b3600000° 19631805 +0=000 Owner . Oyl
00000000°010blc90 fEf£f£f££££° 00000480 00000000 00000000 +0=000 WriteThrough . 0y0
00000000° 010blcald 00000000 00000000 OOOOOOOOOOO0OOOOO +02000 CacheDisable . 0y0
00000000° 010blchb0 00000000 00000000 OOOOOOOOOOOOOOOO +02000 Accessed C Dvl
00000000° 010blecc0 00000000 00000000 OOOOOOOOOOO0OOOO 0x000 Dizt - 0w0 Bit Pos 6 - 1Bit
00000000° 010bled0 00000000 00000000 OO0OOOOOOOO00OOOO > +0000 LargePage . 0y0
00000000°010blece0 00000000 00000000 00000000 00000000 +02000 Global . 0y 0
00000000°010blcf0 00000000 00000000 00000000 00000000 +0x000 CopyOnlrite : 0y 0
+0=x000 Prototype . 0y
VAD -> Memory page table +0=000 reservzgﬂ : 031

+0x000 PageFrameNumber 0y0000000000011000110010001110 (0x18c8e)

+0=x000 reservedl
+0x000 Sof twareWsIndex
+0=000 NoExecute

0y000000000000 (0)
001011001101 (0x2cd)
Oyl

Original file data
kd> dg ~p 10bicao

00000000° 010b1c80 | acd00000" 18682867 b3600000° 19631825 “tdié‘ﬁgﬁRg""}Rg—PTE ol

00000000°010b1c90 c©6d00000° 30132825 c6=00000° 1eab3825 +uxoon wa'i 0V1

00000000°010blcal c6£00000° 00814825 <7000000° 3able825 +ux000 01“1 © 0V1

00000000°010blchb0 <7100000°1961£825 <7200000° 38820825 +0§000 UggigThrou I ovn

00000000° 010blecl =7300000° 32dal825 =7400000° 03422825 102000 CacheDisabfi'e UVU

00000000°010bled0 7500000 16da3825 7600000 01b24825 105000 Aococsed le
00000000° 010blecel 7700000 01826825 <7800000° 27ca7825 TR uy1 ) ]
00000000°010blcf0 <7900000° 2d1a8825 c7a00000° 20729825 +U"‘ S ¥ Bit Pos 6 - 1Bit

=000 LargePage 0y0

) +02000 Global 0y0

VAD -> Memory page table +0x000 CopyOnWrite 0y0

+0=000 Prototype Oy0

+0=x000 reservedl Oyl

+0=000 PageFrameNumber
+0=x000 reservedl
+0=000 SoftwarelWsIndex
+0=000 NoExecute

0y0000000000011000110010001110 (0x1l8cBe)

0y000000000000 (0)
0y01011001101 {0O=2cd)
Oyl

Modified | file data
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Memory mapped file

= Management of memory loaded file data
« VAD
* FILE_OBIJECT

FILE_OBIJECT

EPROCESS f
! | \
ControlArea
» VAD S e > (ImageSectionObject (Da(;gsrltcg::)lfggjz "
y
i A

’

FileData FileData FileData
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File cache

= Feature of window file cache

* Access Folder -> *.exe file is cached by memory management

L. TEH » EZELAI (C) » test

24 - 2H0|=22{2|0] ER v TR A v M EC

wEART
9 C(t2=C
B B 5t
El 2 Y

M e s
M 2o|2ge|
o 2
B yre
E AT

' 574 &5

L ——

A
- os

|%)] Everything
£| 4| Everything

m Receiver

%] symsrv.dll

| @ VDTraceServer

EXE file is cached

-

2014-06-22

2014-06-22

-01
2014-06-18

2012-04-2

)
j:: v ﬁ;l @
£ 37|
2=, Data Base File 701KB
= T EF- SKB
eFH. S2==7= 93KB
Q= =Sg =z BE 146KB
HE. SE2==0T 394KB
I
|
|
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File cache

= Feature of window file cache
* Process End
— Process file(.exe) is cached by memory management

— MMF(memory mapped file) is cached by memory management

== explorer.exe 1456 0,04 51,112 K 69,288 K Windows M7 Microsoft Corporation
WVMwareTray.exe 1824 0,01 2,880 K Tools tray appli.., ¥YMware, Inc,

I vmtoolsd exe Process Explorer - ols Core Ser,,, YMware, Inc,
TrueCryptexe - TrueCrypt Foundation
gWinHex.exe X-Ways Software Tec,,,
;Eprocexpsfl.exe Is Process E,,, Sysinternals - waw,s,,,
| mspaint.exe /B, Are you sure you want to kill Hwp.exe? Microsoft Corporation
=] pr.exe S ice Hanword,,, Hancom Inc{HNC}),
HimTrayIcon.exe
% OLLYDBG,EXE | »
Name = Version
{6AF0698E-DS58-4F6E-9B3C-3716689A
{AFBF9F1A-8EES-4CTT-AF34-CB4TESTC,,,
{DDFS71F2-BE9E-426D-8288-149439C3F,,,
~DF3DE753444CA11474 TMP
~DF88635652121AD7B8,TMP
aaasaasaaaaaasaahwp
advapi32.dll D2 Windows 32 2|8 AP Microsoft Corporation  6,1,7600,16385
apisetschema.dll ApiSet Schema DLL Microsoft Corporation  6,1,7600,16385
apphelp.dil S22 oz TEd 2210|1H,,,  Microsoft Corporation  6,1,7600,16385
ATLS0,dII ATL Module for Windows (Uni,,, Microsoft Corporation  9,0,30729,4148

C_1252NLS
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File cache

= How to find cached file in memory dump ?
* Carving FILE_OBIJCET struct
— PoolTag = 0xE56c6946
— Poolindex =0

— OBJECT_HEADER.Typelndex == TYPE_FILE (0x28)
* Check VAD

— Running Process file data

- VAD-> SUBSECTION -> CONTROL_AREA -> FILE_OBJECT
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Procedure for file data extraction

= Procedure

e Kernel struct carving
e Extract file information

* File data extraction

KDBG Carving

>

e

_EPROCESS Carving

_FILE_OBJECT Carvin
g

Strcut Carving

v

Running process ?
Cached file ?

v

Fileobject analysis

v

File data collection

Step 1 : DataSectionObject

Step 2 : ImageSectionObject

Step 3 : VAD
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Demo

= |t’s demo time!

» =

Physical Memory Im Tool
age or file(hiberfil.sy
s) File Extraction
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Questions ?
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