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Outline 

§ Who	
  am	
  I	
  ?	
  
•  Ph.d	
  Student	
  at	
  Chonnam	
  Na3onal	
  University	
  	
  

§ ObjecBves	
  
•  Introducing	
  a	
  Physical	
  Memory	
  Forensic	
  

‒  Memory	
  dump	
  

‒  Advantages	
  
•  Window	
  Physical	
  Memory	
  Analysis	
  

‒  Analysis	
  of	
  window	
  file	
  object	
  	
  
‒  Analysis	
  of	
  memory	
  mapped	
  file	
  data	
  	
  

•  Showing	
  some	
  demos 
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What can be found in Memory 

§ Running	
  process	
  informaBon	
  
•  thread,	
  module,	
  handle…	
  	
  	
  

§ Registry	
  hives	
  
§ Network	
  InformaBon	
  

•  Packet,	
  Socket	
  info…	
  

§ Malware	
  and	
  Rootkit	
  detecBon	
  
§ Password	
  key	
  and	
  other	
  informaBon	
  
§  File	
  Data	
  

•  Running	
  process	
  File	
  data,	
  Cached	
  File	
  Data	
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Memory Forensic Advantages 

§ Analyze	
  and	
  track	
  acBve	
  on	
  the	
  system	
  
•  Running	
  process	
  analysis	
  
•  Access	
  file,	
  Network	
  Info	
  etc…	
  

§ Collect	
  evidence	
  that	
  cannot	
  be	
  found	
  in	
  hard	
  disk	
  
•  User	
  Informa3on	
  

‒  Messenger	
  msg,	
  chat	
  data,	
  internet	
  ac3vi3es 

•  Password	
  key	
  data	
  
‒  Master	
  Key	
  

•  Original	
  file	
  extrac3on	
  
‒  When	
  encrypted	
  volume	
  was	
  mounted	
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Background 

§ Physical	
  Memory	
  Dump	
  
•  Live	
  Dump	
  

‒  Easy	
  and	
  general	
  method	
  

‒  Tool	
  :	
  Win32/64DD,	
  Winpmem,	
  Dumpit	
  etc…	
  

•  Crash	
  Dump	
  

‒  Window	
  Kernel	
  Crash	
  Dump	
  

‒  %SystemRoot%Memory.dmp	
  

•  Hibernate	
  Dump	
  

‒  It	
  contains	
  a	
  full	
  dump	
  of	
  the	
  memory	
  

‒  %SystemRoot%hiberfil.sys 
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Background 

§  File	
  ExtracBon	
  
•  Hard-­‐Disk	
  

•  Physical	
  Memory	
  Dump	
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Physical	
  Memory Tools 
Running	
  process	
  modules 

Cached	
  files	
   

Hard	
  disk Tools 
Deleted	
  files 
Save	
  files	
   

Analysis	
  of	
  file	
  system	
  (NTFS,	
  FAT32	
  etc…) 

Analysis	
  of	
  memory	
  system	
  (Non	
  PAE,	
  PAE	
  etc…) 
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Research trend 

§ Analysis	
  of	
  Memory	
  mapped	
  file	
  data	
  
•  FileObject	
  Analysis	
  

‒  Blackhat	
  USA	
  2011-­‐Physical	
  Memory	
  Forensics	
  for	
  Files	
  and	
  Cache	
  

‒  Forensic	
  memory	
  analysis	
  :	
  Files	
  mapped	
  in	
  memory	
  -­‐	
  2008	
  

•  VAD	
  Analysis	
  
‒  The	
  VAD	
  tree	
  :	
  A	
  process-­‐eye	
  view	
  of	
  physical	
  memory	
  -­‐	
  2007	
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Research trend 

§  ExtracBng	
  file	
  data	
  from	
  memory	
  dump	
  
•  Executable	
  file	
  (running	
  process	
  )	
  

‒  VAD	
  Struct	
  analysis	
  
‒  Tool	
  :	
  Vola3lity,	
  Rekall,	
  Responder,	
  Memoryze	
  (FileObject,	
  VAD)	
  

•  Normal	
  file	
  	
  

‒  File	
  Carving	
  (	
  file	
  size	
  <	
  4KB)	
  

•  Cache	
  file	
  
‒  File	
  I/O	
  analysis,	
  VACB(Virtual	
  Address	
  Control	
  Block)	
  struct	
  analysis	
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Memory mapped file 

§  File	
  data	
  storage	
  areas	
  
•  VAD	
  struct	
  
•  FileObject	
  struct 
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DataSec3onObject	
  

Memory	
  loaded	
  	
  
file	
  data 

Using	
  file	
  data Cache	
  file	
  data 

ImageSec3onObject	
  

VAD	
  Struct FileObject 

Standby	
  file	
  data 
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Memory mapped file 

§ VAD	
  (Virtual	
  Address	
  Descriptor)	
  (1/2)	
  
•  Describe	
  memory	
  rages	
  used	
  by	
  a	
  process	
  	
  

•  _MMVAD	
  struct	
  

‒  Consists	
  of	
  a	
  binary	
  tree	
  

11 _MMVAD	
  struct 

VAD	
  Type	
  
.	
  

_SUBSECTION	
  
.	
  

Address	
  	
  

_VAD	
  Node 

VAD	
  Root	
  
.	
  

Object	
  Table	
  

_EPROCESS	
   

VAD	
  Type	
  
.	
  

_SUBSECTION	
  
.	
  

Address	
  	
  

_VAD	
  Node 

VAD	
  Type	
  
.	
  

_SUBSECTION	
  
.	
  

Address	
  	
  

_VAD	
  Node 
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Memory mapped file 

§ VAD	
  (Virtual	
  Address	
  Descriptor)	
  (2/2)	
  
•  VAD	
  -­‐>	
  File	
  data	
  loaded	
  

‒  _SUBSECTION	
  is	
  Not	
  NULL	
  
•  VAD	
  -­‐>	
  Heap/Stack	
  	
  

‒  _SUBSECTION	
  is	
  NULL	
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_MMVAD	
  Heap/Stack _MMVAD	
  File	
  data	
  loaded 
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Memory mapped file 

§  FileObject	
  struct	
  
•  Managing	
  file	
  informa3on 
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FsContext	
  
.	
  

FileName	
  
.	
  

SECTION_OBJECT	
  

_FILE_OBJECT 

_SEGMENT	
  
.	
  

SUBSECTION	
  
.	
  

FilePointer	
  

_CONTROL_AREA 

NodeType	
  
.	
  

AllocaBonSize	
  
.	
  

FileSize	
  

_FSRTL_ADVANCED_FCB_HEADER 

DataSecBonObject 
SharedCacheMap 
ImageSecBonObject 

_SECTION_OBJECT_POINTERS 

_SEGMENT	
  
.	
  

SUBSECTION	
  
.	
  

FilePointer	
  

_CONTROL_AREA 

SubSecBonBase	
  
.	
  

NextSubsecBon	
  
.	
  

PtesInSubsecBon	
  

_SUBSECTION 

SubSecBonBase	
  
.	
  

NextSubsecBon	
  
.	
  

PtesInSubsecBon	
  

_SUBSECTION 
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Memory mapped file 

§  FileObject	
  Analysis	
  
•  _SECTION_OBJECT_POINTERS	
  

‒  DataSec3onObject	
  
▪  Present	
  on	
  binary	
  memory	
  mapped	
  files	
  and	
  normal	
  files	
  

▪  File	
  :	
  .exe	
  .dll	
  .jpg	
  .pdf	
  …	
  

‒  SharedCacheMap	
  

▪  ReadWrite	
  I/O	
  Data	
  

▪  VACB(Virtual	
  Address	
  Control	
  Block)	
  Struct	
  

‒  ImageSec3onObject	
  

▪  Present	
  on	
  binary	
  memory	
  mapped	
  files	
  

▪  File	
  :	
  .exe	
  	
  .dll	
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Memory mapped file 

§  FileObject	
  Analysis	
  
•  _SECTION_OBJECT_POINTERS	
  	
  

‒  Executable	
  file	
  
▪  ImageSec3onObject,	
  DataSec3onObject	
  	
  

‒  Normal	
  file	
  

▪  DataSec3onObject	
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Memory mapped file 

§  File	
  data	
  management	
  
•  ImageSec3onObject	
  

‒  ImageSec3onObject	
  -­‐>	
  _CONTROL_AREA	
  -­‐>	
  _SUBSECTION	
  

‒  _SUBSECTION	
  -­‐>	
  Subsec3onBase	
  
▪  Physical	
  address	
  of	
  file	
  data	
  saved 

16 

Page	
  0 Page	
  1 

Memory	
  page	
  table 

Calc.exe	
  PE	
  format 
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Memory mapped file 

§  File	
  data	
  management	
  
•  DataSec3onObject	
  	
  

‒  DataSec3onObject	
  -­‐>	
  _CONTROL_AREA	
  -­‐>	
  _SUBSECTION	
  
‒  _SUBSECTION	
  -­‐>	
  Subsec3onBase	
  

▪  Physical	
  address	
  of	
  file	
  data	
  saved 

17 

Memory	
  page	
  table 

calc.exe	
  File	
  data Offset : 0 

Offset : 0x1000 
Offset : 0xA000 

Offset : 0xB000 

Page	
  0 

Page	
  10 
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Memory mapped file 

§  Executable	
  file	
  data	
  (1/3)	
  
•  VAD	
  struct	
  	
  

‒  Running	
  process	
  
•  	
  Fileobject	
  
•  ex	
  )	
  .exe,	
  .dll	
  (not	
  .sys	
  )	
  

18 

DataSec3onObject	
  

Memory	
  loaded	
  	
  
file	
  data 

Using	
  file	
  data Cached	
  file	
  data 

ImageSec3onObject	
  

VAD	
  Struct FileObject 

Standby	
  file	
  data 

Original	
  file	
  data 



/	
  30 

Memory mapped file 

§  Executable	
  file	
  data	
  (2/3)	
  
•  Feature	
  of	
  memory	
  page	
  table	
  	
  

‒  File	
  data	
  is	
  not	
  modified	
  

19 

ImageSec3onObject	
  -­‐>	
  Memory	
  page	
  table VAD	
  -­‐>	
  Memory	
  page	
  table 

Physical	
  Memory 

0x0c07e000 

File	
  data	
  address	
  :	
  0x0c07e000	
  ~	
   

Original	
  file	
  data 
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Memory mapped file 

§  Executable	
  file	
  data	
  (3/3)	
  
•  Feature	
  of	
  memory	
  page	
  table	
  	
  

‒  File	
  data	
  is	
  modified	
  (copy-­‐on-­‐write	
  	
  ) 

20 

ImageSec3onObject	
  -­‐>	
  Memory	
  page	
  table VAD	
  -­‐>	
  Memory	
  page	
  table 

Physical	
  Memory 

0x0c07e000 

File	
  data	
  address	
  :	
  0x0c07e000	
  ~	
   File	
  data	
  address	
  :	
  0x2923f000	
  ~	
   

0x2923f000 

Original	
  file	
  data 

Modified	
  file	
  data 
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Memory mapped file 

§ Normal	
  file	
  data	
  (1/3)	
  
•  VAD	
  struct	
  	
  

‒  Running	
  process	
  
•  	
  Fileobject	
  
•  ex	
  )	
  .jpg	
  	
  .pdf	
  .png	
  …	
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DataSec3onObject	
  

Memory	
  loaded	
  	
  
file	
  data 

Using	
  file	
  data Standby	
  file	
  data	
  

ImageSec3onObject	
  

VAD	
  Struct FileObject 

Original	
  file	
  ?	
  -­‐>	
  unsure	
  … 
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Memory mapped file 

§ Normal	
  file	
  data	
  (2/3)	
  
•  Feature	
  of	
  memory	
  page	
  table	
  

‒  File	
  data	
  is	
  not	
  modified	
  /	
  File	
  data	
  is	
  modified	
  	
  

22 

File	
  data	
  address	
  :	
  0x18c8e000	
  ~	
   

DataSec3onObject-­‐>	
  Memory	
  page	
  table VAD	
  -­‐>	
  Memory	
  page	
  table 

Physical	
  Memory 

0x18c8e000 
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Memory mapped file 

§ Normal	
  file	
  data	
  (3/3)	
  
•  Feature	
  of	
  memory	
  page	
  table	
  

‒  Checkout	
  file	
  data	
  modified~ 

23 

VAD	
  -­‐>	
  Memory	
  page	
  table 

Bit	
  Pos	
  6	
  -­‐	
  	
  1Bit 

Original	
  file	
  data 

Modified	
  l	
  file	
  data 

VAD	
  -­‐>	
  Memory	
  page	
  table 
Bit	
  Pos	
  6	
  -­‐	
  	
  1Bit 
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Memory mapped file 

§ Management	
  of	
  memory	
  loaded	
  file	
  data	
  
•  VAD	
  
•  FILE_OBJECT 

24 

FILE_OBJECT 
EPROCESS 

VAD 

VAD 

FileData 

ControlArea	
  
(ImageSec3onObject

) 

SUBSECTION 

FileData FileData 

ControlArea	
  
(DataSec3onObject) 

SUBSECTION 

FileData	
  FileData 
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File cache 

§  Feature	
  of	
  window	
  file	
  cache	
  
•  Access	
  Folder	
  -­‐>	
  *.exe	
  file	
  is	
  cached	
  by	
  memory	
  management	
  

25 

EXE	
  file	
  is	
  cached 
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File cache 

§  Feature	
  of	
  window	
  file	
  cache	
  
•  Process	
  End	
  

‒  Process	
  file(.exe)	
  is	
  cached	
  by	
  memory	
  management	
  

‒  MMF(memory	
  mapped	
  file)	
  is	
  cached	
  by	
  memory	
  management 
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File cache 

§ How	
  to	
  find	
  cached	
  file	
  in	
  memory	
  dump	
  ?	
  
•  Carving	
  _FILE_OBJCET	
  struct	
  

‒  PoolTag	
  =	
  0xE56c6946	
  	
  
‒  PoolIndex	
  =	
  0	
  
‒  OBJECT_HEADER.TypeIndex	
  ==	
  TYPE_FILE	
  (0x28)	
  

•  Check	
  VAD	
  
‒  Running	
  Process	
  file	
  data	
  

▪  VAD	
  -­‐>	
  _SUBSECTION	
  -­‐>	
  _CONTROL_AREA	
  -­‐>	
  _FILE_OBJECT	
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Procedure for file data extraction 

§ Procedure	
  
•  Kernel	
  struct	
  carving	
  
•  Extract	
  file	
  informa3on	
  

•  File	
  data	
  extrac3on 

28 

_EPROCESS Carving 

KDBG Carving 

_FILE_OBJECT Carvin
g 

Step 1 : DataSectionObject 

Step 2 : ImageSectionObject 

Step 3 : VAD 

Running process ? 
Cached file ? 

Fileobject analysis 

File data collection 

Strcut Carving 
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Demo 

§  It’s	
  demo	
  Bme! 
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Physical	
  Memory	
  Im
age	
  or	
  file(hiberfil.sy

s) 

Tool 

File	
  ExtracBon 
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Questions ? 
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