BEHIND THE SCENES OF
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QUICK RECAP



SEARCH ENGINE OF INTERNET-CONNECTED DEVICES
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SHODAN

Computer Search Engine

T

Receive Updates

Follow SHODAM on Twitter and get notified when the index gets updated and new
senvices or features get added.

.| Follow me on Twitter

Firefox Add-Ons

SHODAHN Helper by Gianni ‘guelfowel’ Amato

Auser-friendly interface to SHODAM search filters (country, hostname etc). Also
pravides useful links to relevant websites for security research. After installation goto
Tools -= Shodan’ to activate it.

Install Now

SHODAN Search Provider by sagar3a

[T your Firefox doesnt support OpenSearch, then this add-on is for you. It adds
SHODAMN to the list of search engines in Firefox to make searching ane-step closer.
Install Now

Options

SHODAN lets vou find serversd routers/ etc. by uging the simple search bar up above. Most of
the data in the index covers web zervers at the moment, but there iz =ome data on FTP, Telnet
and S5H services as well. Let me know which services interest you the most and [l prioritize

them in my scanning.

Lets say vou want to find servers running the "Apache’ web daemon. A simple attempt would
be to use:

apache

How about finding onby apache servers running version 2.2.37

apache 2.2.3
“ou can alzo narrow down the resultz using the following search parameters:

country: 2-letter country code

hostname:full or partial host name

net!F range using CIOR notation (ex; 18.7.7.0/24 )
port21, 22 23 or 80

For example: get all web (port:20) hosts running ‘apache’ in switzerland (country:CH) that also
hawe ".ch’ in any of their domain names:

apache country:CH port:30 hostname:.ch

Hawe fun using SHODAN and use the feedback button on the right to let me know about
prablems or new feature requests.






=

2%
8. 0

..




% SHODAN

¥

Home Search Directory Data Analytics/ Exports Developer Center

EXPOSE ONLINE DEVICES. ..

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

S ——

TAKE A TOUR

Popular Search Queries:

FoLLow ME

|

~ . DEVELOPER API r‘ LEARN MORE
NA database with Python, Perl or Ruby h

&

IN THE PRESS

'Shodan for Penetration Testers' It's a reminder to many to know what's

Shodan pinpoints shoddy industrial It greatly lowers the technical bar
controls. needed 1o canvas the Internet... presented at DEF CON 18 on your network...
The A Register’ threat(pos DEFCN dark READING
Wy e R Wt Bwi 1Y ’ . .ot P A -
Shodan is the Google for hackers. Shodan vereinfacht die Suche nach Firmen offnen Stuxnet und Co. selbst  Computerangriffe werden einfacher.

SCADA-Systeme erheblich... die Tiir. Zumindest fiir die Nutzer von Shodan.
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== Services
OpenSSH
55H
S5H-2.8-0pens5H_5.5pl Debian-G+squeezeld
mt-daapd DAAP
HTTP

HTTP/1.8 484 Not Found

Date: 5at, 19 Apr 2814 22:25:48 GMT

Content-Length: 8

Content-Type: text/plain; charset=I50-8359-1
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SERVICES BY THE NUMBERS
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550 MILLION DEVICES



2+ BILLION PER MONTH



EMBEDDED DEVICES

disneyscreencaps.com



[

wovmvthofficec £ 128.233.60 226

HP Color LaserJet 3600

invent
Home 1[ Networking
Device Info .
Select Language DEV|Ce InfO
Device: HF Color Laserdet 3600
Other Links Page Count: 25613
%ﬂ . Status: ORDER CYAN CARTRIDGE
ﬁ%e Host Name: wevm-thofficec

System Up Time: 07h:32m:27s
System Contact:
System Location:

HP JetDirect: JT973E
Firmware Version: V.30.31

IP Address L

Hardware Address: 0014334458EC
Admin Password: <Mot Set=

Refre:



= iumega' ix2-200-THUUTP - Home Page

an EMC compamy

Slideshow Content

Quick Search E

B ® & & ® W

Backups Documents Movies Music Pictures TimeMachine



Congratulations!
You have a web server minning on vour iPhone under ~var/www/

You can place an index html in ~var/www! and enjov!



View Detail Data Configure Business Dav Deposit Vend BiComm Safe Quick Reference

Store:
001944

e el B BOEENE
-[]?:46 Cache TRLHEIII

Last Update:

UNENOWN
Armor Safe Technologies (800)835-6011 Armor Safe Technologies

V3.2
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REARMEMEMT

DEFALTS DEFALTS
MIVEAL O YERIZULE

VITESSE
0,00 m/fs

V1|V2|H3

':"H"EHICULE :' YEHICULE
43,2 m 21,3 m

MONTEE

"u"4|

PORTES FERMEES O

COUPLE
() %Cn

SHUMT PRET

NvEALZ (D
mveal 1 o &
mveaun 0 @

WEHICULE (7 O

MWIVEALl : 0

O FREIM DE SERNVICE SERRE

n' FREIM DE SECURITE 3ERRE
I:_} ARRET FREIM DE SECURITE

I:___:' ARRET FREIM DE SERVICE
D ARRET ELECTRIGUE

SKIRAIL

05 135

CLOS DE LA MADRAGUE

COMNSIGME @ 0,75 m/s

COMSIGHE +/~ VITE : 0,79 mfs

MODE MAINTEMANCE: CONDUITE DEPUIS PUPITEE MOTRICE

AEREET EXPLOITATICM
PORTES FEEMEES

AREREET EXPLOITATIOM
PORTES OUNVERTES

NIVYEAL 2

NIVYEAU 1

NIVYEAU O

(:) FIN DE COURSE
-

i Y PRESENCE WEHICLILE

-

() NEZ DE GARE

{3 FINSDE COURSE

el O pomrFIzE

Q MEZ DE =ARE

{3 PRESENCE YEHICULE
(:} FIN DE COURSE




CASE ID john karau

5

AFE RUN

|OYERRIDES |

. ELAPSED TIME [0:59
Masker Timer

Afterburner i n el
. Burmer #1
Throat Air
Hearth Air
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T _
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3/26/2013 B:35:42 PM



SIEMENS

SIMATIC HMI Miniweb on HMI_Panel

I Miniweb Start Page
Passwort last update 00:07.53 05.05.2
Login
Welcome on HMI_Panel
FRemote Contel | peyice Status of HVI_Panel it
. The runtime is running - = -
» Control Functions Start |Metal Press (23 T Step
- ; - r_" ]
,System General Device Information a : = | * N A
Diagnostics Device Type TP 1778 color PN/DP Ce el ERESS ovnss  F§
: Image version V01.01.02.01_01.09 e L =
+ File Browser Bootloader version 1.02 il =
Bootloader release date 16.4.2010 a UL &
Device Name HIWI_Panel A a8 an-s L y OTI:S = I ™|
[SiEmEns | = -
a2 2 o I fine] =
aa i . . f—
4 |
- n 4 . #
a A
Hint: | L |
When the devicename contains an underscore { _ ) some browsers have a bug that makes it impossible to login. =
One possible solution may be to use the IP address ofthe device instead of the name, or to use another browser. B ——
m =2 - -
R L B “'I'\j: g_ 'Iv'




Abort/Recovery Options Dan Tentler
Door Settings

Dryer Settings
Freeze Protection
Installed Options
Machine Dimensions
Machine Offsets
Timers

Water and Chemical

Frama & Flgs
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BARRAGE DE FUMEL DenTentler

Puissance T1 1173.98 kw
Ouverture Pale T1 3484 %
Ouverture Vanne T1 396 %
ol Température Pivot T1 64.7765 *C

Pulssance 1152.05 kw —
Ouverture Pale T2 36.31 %
¥ Ouverture Vanne T2 41.03 % T° palier Turbine T1 46.0

_ Température Pivot T2 65.0765 *C

T* palier Turbine T2 41.0

==

Production Journaliére Turbine 1 54280.Ckwh '.
Dol S| ‘
e Ih‘l;“' I.lmjoumallhnwahcldohvﬂllz.cm ..
' Production joumall&n Turbine 2 549-361%!1 ——'—" ‘ ﬁ'

C—

; 1’ % Production journaliére Turbine 2 de la vélld32.CkWh , Ouverture V51 -0.0449 %
R OQuverture VS2 ~0.2624 %
o Vi iy i
Consigne de niveau VS 64.84 m

Lonﬁ gne de niveau Tt rbmebz /9 m :



TECHNOLOGY



JAN

MySQOL.

@ python’

B Gearman



. mongoDB

@ python’
OMQ







UPERMI Contact Us :: Search :: Reseller Resource Center :: | | @

Key Features

Two systems (nodes) in a 1U form factor.,
Each node supports the following:

1. Dual socket R (LGA 2011) supports
Intel® Xeon® processor ES-2600
and E5-2600 v2 famihy T

. Upto 512GB ECC DDOR3, up to
1886MHz; Bx DIMM sockets

2. 1% Low-profile PCI-E 2.0 x 16 slot

4. 110 ports: 1 WGA 1 COM, 2 GbE LAN,
2 USB 2.0 ports, 1 dedicated LAM for
system management

Available Colors: Beck [ 5. 2 3.5" Hot-swap SATA2 HDD Bays

5. 12800 Digital Switc hing Power Supply
Platinum Lewvel (95%)

o8]

» Drivers & Utilities » BIOS »IPMI » Tested Memory » Tested HDD
r Manuals » OS5 Certification Matrix » Quick-References

Mote: Image above may show a varied configuration or optional parts, Please refer to parts list for standard parts included.

Specifications
Poguetsws
_?‘II:’S-EDHTR- . SuperServer 5017TR-TF (Black) Form Factor « 1U Rackmount
: Model =« CSE-B08BT-1K28B
TohE
: Width « 1727 (437mm)

Super X90ORT-F

Height « 177 (42mm)

T N
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Home Documentation About Projects Community Tools

Not Built By Aliens
Pyramid T-Shirt!

Design was done by artist
watch a work in progress video on

Want a T-Shirt?

I r - -..__‘:l e
Yoot g i ¥ F
MN O TamB i b

The Pylons Project Who's using Pylons Project software

The Pylons Project was founded by the people behind the Pylons
& web framework to develop web application framework
technology in Python. Rather than focusing on a single web nBitTDrrent
framework, the Pylons Project will develop a collection of related
technologies. The first package is the Pyramid web framework.

r'éa;s_.gom

From the inside Latest discussions Latest project activities

P}'].'B.Hlld - HE.CL[E].' T‘Sh.l].-t e FE: [3'.;'.3-15_.:"5.: |_|55] H':l'.'.' to store 5&55'.3-" .:la'_a "\ID activities fl:|r Now... CDr"‘IE back later.
server side?

Pyramid - Hacker T-5hirt, designed by artist Felix Chris McDonough Apr 28,17:07

Laflamme, Is now avallable for onling purchase via the -

Pylons Project Store - Hacker page. = Re:[pylons-discuss] How to store session data
server side?

Pyramid 1.5 released Michasl Merickel Apr 28, 15:23

== Re: [pylons-discuss] How to store session data
yramid 1.5 was released on Aprll, 3 2014. Read the rar cida?
Pyramid 1.5 was releasad on April, g 2004. Read th server side?

What's Mew In Pyramid 1.5 document for an overview of

T i g o b o g L o g o o m e B e



HOW IT WORKS

SCANS 24/7
« RANDOM
e DISTRIBUTED

e NON-INTRUSIVE

SCANS THE INTERNET EVERY MONTH
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base TcpModule
imaplib IMAP4, IMAP4 SSL
socket setdefaulttimeout

class ImapModule(TcpModule):

name "imap’
description 'Get the welcome message of the IMAP server'
port 143

def process(self, 1ip):
setdefaulttimeout(self.timeout)
con = IMAP4(ip)
con.welcome

class ImapSslModule(TcpModule):

name "imap-ssl’
description 'Get the welcome message of the secure IMAP server’
port 993

def process(self, ip):
setdefaulttimeout(self.timeout)

e TRMADA ) F 2






ABUSE EMAILS



Millions

DATABASE SIZE

1200 r
1000
800
600
400

200

Oct-09 Oct-10 Oct-11 Oct-12



SPEED o< ABUSE



10-15 ABUSE EMAILS/ DAY



AUTOMATED SYSTEMS

e 99% OF RESPONSES GET IGNORED
e NEVER GO AWAY

* NUISANCE TO HOSTING PROVIDER

* RARELY MAINTAINED



Your resume is impressive, but
how do you troubleshoot

problems?
ke

Google. Eb‘\ —r 5

Welcome aboard!

Cyanide and Happiness © Explosm.netl‘-




"DO NOT CONNECT TO MY SERVER”
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Richard Pike

1005 Dale Street * Malvin, MS 83100
712.421.8511 « ﬁchard@nl.com

Education

University of Southern Mississippi— Hattiesburg, December 2007

*  Bachelor of Science in Biological Sciences; Chemistry Minor

*  Alpha Epsilon Delta Honor Society — pre-med honor society based on GPA

Omicron Delta Kappa Honor Society — nominated by faculty for outstanding campus leadership
Order of Omega Honor Society — awarded to 100 students out of 4000 for academics and leadership
Gamma Sigma Alpha Honor Society — based on high scholastic achievement

®  Dean’s List 2005 — Present

Experience

Ophthalmology Intern, Dr. Candice Collins, MD, Slidell, LA, May 2006 — Present

® Transcribed 20 patient charts discussing medication and vision prescriptions

e  Observed 100 appointments for issues including glaucoma, macular degeneration, and detached retinas
®  Helped fit new contact lens patients

Biology Lab Teaching Assistant, University of Southern Mississippi, August 2005 — June 2006
e Independently taught two biology labs per semester with 20 students in each

®  Created lesson plans, and modified and presented curdeulum for weekly classes

¢ Maintained lab with spiders, guinea pigs, beetles, and gecko

*  Held weekly office hours and tutored dozens of students

President, Alpha Tau Omega Fraternity, November 2005 — November 2006

*  Improved house academic standing from tenth to first on campus by instituting new scholarship program
* Increased philanthropic giving 66% to $50,000 annually by overhauling two campus wide fundraisers

®  Ranked first out of 140 ATO national chapters nationwide in total philanthropic hours donated

®  One of 28 chapters in the country to win ATO True Merit Award for overall excellence across
scholarship, philanthropy, communications, and operations

Founding Member, Future Optometrists of America, USM, Spring 2006 — Present
®  Helped create USM’s first chapter of national student organization

®  Petitioned and secured official club status from student government

¢ Wrote constitution, by-laws, and mission statement and established executive structure

Vice President of Philanthropy, [nter-Fraternity Council, Fall 2004 — Spring 2005
*  Organized pan-Greek Habitat-for-Humanity event attended by 250 students
* Tracked monthly philanthropic hours and dollars raised for entire fraternity population

Activities /Interests

e USM Orientation Director, 2004 — 2006

Student Government Association, Freshman Associate, 2003 — 2004

Catholic Student Association, Member, 2006 — Present

Alpha Tau Omega, Member, 2003 — Present

Intramural foothall, softball, basketball, soccer, 2003 - Present

Interests include: music, sports, travel, volunteering, and James Michener novels




FILE DOES NOT EXIST:
/USR/LOCAL/APACHE/HTDOCS/

PERFECT EXAMPLE OF WHY THEY SHOULD BE BLACK
LISTED.... COMMITTING EXPLOITS, DUCKING ABUSE
COMPLAINTS, ROLLING IPS TO GET AROUND THEM,
TRYING TO

REFUSING DEMANDS TO STAY GONE,



PLEASE EXCLUDE 0.0.0.0/0



http://0.0.0.0/0

WELL, CLEARLY YOU ARE WRONG, YOU ARE
INTERFERING, YOU ARE HACKING BY
DEFINITION AND YOU WILL BE BLOCKED
TOTALLY IF THESE ACTIVITIES DO NOT END
WITHIN 24 HOURS. THEN

AS
THERE IS NO GOOD REASON FOR YOUR
MINDLESS PROBES.



SWHY/ARE YOU SENDING A HTTE

REQUEST TO MY WEB SERVER g

_—

RUNS REDIS, MONGODB AND MYSOL WITHOUT,
cn[ns memegenerat



U(\re,o.\ Tourmmu\’f 72004 lends inconrroVertible Droof
to John Grabriel's Girearer Laveret Fuckwad Theory.
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KEEP
CALM

AND

DON'T FEED
THE TROLL
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1 HOSTING PROVIDER / MONTH



MANY HOSTING PROVIDERS LATER...



ABUSE TRANSPARENCY REPORT



Ticket Type




TICKET HISTOGRAM
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3.5

2.5

1.5

)
(=)

€T0C/L/T
€10¢/9/1
€T0¢/S/T
€T0C/V/T
€10C/€/T
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EMPIRICAL ANALYSIS TO
DEMONSTRATE >507% REDUCTION IN
ABUSE TICKETS
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PRESS COVERAGE



THE SCARIEST SEARCH ENGINE ON THE
INTERNET

A\NMoney



THE WEB'S SCARIEST SEARCH ENGINE



THE TERRIFYING SEARCH ENGINE THAT FINDS
INTERNET-CONNECTED DEVICES

Forbes
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#% SHODAN

REYKJAVIC 6

Protocols Legend

BACnet: 10,530 ICS device
DNP3: 538 @ Shodan crawler
EtherNet/IP: 3,943

Modbus: 13,949 & Honeypot
Niagara Fox: 23,294 (5)

Niagara Fox with SSL: 159 ‘SHANGHAT

Siemens S7: 2,701 \\©

Contact

For all inquiries relating to
Shodan or the ICS Radar please
contact:

About

The Shodan search engine has
started to crawl the Internet for
protocols that provide raw, direct
access to industrial control

support@shodan.io
Twitter: @shodanhg

systems (ICS). This visualization
shows the location of these
industrial control systems on the
Internet as well as other related
data.

hitps://ics-radar.shodan.io
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Source: https;:..r.rwww shodan.io



INTERNET OF THINGS
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. TODAY

NOVEMBER 21ST

HEALTH

ROUTINE PLEASURE

<
©
43

DAYS RECORDED

9520

DAYS LIVED

James

. TODAY

NOVEMBER 21ST

WEIGHT HEALTH STATUS

158.5Ib 100%

GLASSES OF WATER STRESS LEVEL

7 20%

CALORIES

562cal




Universities Needing Toner

#1 Minnesota 89
#2 Hawaii 75
#3 Austin 60
#4 San Francisco 60
#5 Toronto 56
#6 Santa Cruz 55
#7 South Florida 55
#8 Boston 55
#9 Washington 54

#10 Pennsylvania 48
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NEW SERVICES
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ES node REST endpoint http:a‘_h= 3200

Refresh every Keep history

nodes cluster

Cluster: elasticsearch
Number of nodes: 2
Status: yellow

Experimental cluster Pack diagram:




SUMMARY INFORMATION

Total Hosts

80,842

‘ mongoD

TOP ORGANIZATIONS
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