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0 20 yedv career v Secuvity resedrch

> Applied CvyPtograrhy, Gvoup key dgreement Stovage P27, Mobile/Sensov/
Ad-hoc/cellular Networks, Socidl networks, Internet Anonymity censovsShip,
Medical devices swart weters Ewbedded devices c\jbev ’Ph\jsica\ S\jstewxs

O Sowe hacking expevience
> Shutdown whole eMule DHT using 3 Single Pc with (00MBPS link
controlling Netwovrk coovdinate Systems
Mewmbership-hiding Botnet (overlay netwovrks)
Rewmote location tracking on GSM
Shutting down the Internet control Plane using Botnet
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Security lol: Think ltke an Adversary

O Wwivoduction (Z wks) QO case Study (lo wks)
> ntroduction > Peevr-to-Teer System Secuvity

> Attack Model Security Econowmics, Social Netwovk Security and Privacy

Leqal ISSues, Ethics votwnet/Malwave

cloud computing Security

0 comwmown Failures (3 wks) wtevnet control Plane Secuvity

> USer Interface/Psychological cellulav Netwovk Security

Fatlures Mobile Phowne Secwi-l;\;

> Software Engineering Failures and
Malpractices

Security o§ Autowobiles
Swart Grid/Metev Security
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> Datd wmining/Machine Ledrning

Medical Device Secuvit\)
Failuvres

http://security101.kr




TSA 'Boc\v Scanwney




"MW Steadler

QA Fivst the cav 1S enteved

> wnedvby RF jamwers that block the lock Signal
> bredking 3 window

» ex?\o’rl;'ms a 93? W the cav's nterndl ultrasonic sensov
Systew to 3void tvipping the alavw,

] connect 3 device +0 the car' S OBD-II connectov

> AcceSs to the cavs’ unique key Sob d‘\g’\ta\ D
> Progvam 3 blank key fob to work with the car

http://www.youtube.com/watch?v=Dshk4ZXx?Pu90




Ewbedded S\jstewxs

0 3 computer Systewm with 3 dedicated function within 3 |arger
wmechanicdl ov electvical systewm

> often with vedl-time computing constraints

0 ewbedded 33 part of 3 complete device often including havdware
and wechawnical pavts

0O optiwize it to veduce the Size and cost 0§ the product and
nevedse the veligbility and performance
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nfusion Puwmyp Safety

§ o Mgy
Q Duving 2005 and 2009 FDA veceived / == 4

approximately 56 000 veports of adverse
events associdted with the use of
wfusion puwps

> 19 deaths 349, Serious nwjuries

> 87 Wwfusion puwp vecdlls to 3ddvess safety
problems

O The wost common types of problems
> Softwave Defect
> usev Inter§ace ISSues

> Mechanicadl ov Electvical Failure




Swart Puwp Attack

QO ®avrnaby Jack
> Wfluence any pump within 3 9qim
> dispense itsS entive 300 unit

O A few wovre detdils known
> wirelessly Send and receive d3ta

ovevr the 900 MHz frequency,
> custom-built antenna
> Wo encryption

> Overvides vestrictions that novwally prevent the pump from
receiving wiveless comwands to increase dosages,

> Disable 3 vibration or loud tone when dispensing a dosage

http://www.bbc.com/news/technology-17623948




Intevrcept communication

0 observed 3 timeline and probable
data §flow wmodel Sov 1cD

comwmwunication

—- | rmee —a
IRl —— |

¥
—"':3 @ CWoDr s Yo eey]

> TFound cledv text vepresentations
of private patient data. (Nawes

numwmbevrs and histories)

0O Obsevved telemetry

0 Perforwed 3ttacks using 3

so$twavre vradio




Sensing-and-Actuation Systew
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EMI own aV\a\03 wmPuts

) &—D—G—Ej

MIC Amp ADC Microcontroller Antenna

<€ > € >
Analog Digital




classi§ication on EMI

Unintentional

Low Power Yet to be explored  Circuit design issue

High Power Can disable circuits A lot of work



vo\tage Induction

Baseband EMI
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Between Sensor and Am?p?

Sensor’/,
Input S\ Sensor

Micro-
processor

15

Time

On the order of few mV

Digital

N,
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On the order of few V
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Modulated EMI Attack

From Computer Desktop Encyclopedia

0 Signals  high frequency vange can

arrier

oy sts T
LR

0 Dewodulation due to Modulating Wave
> Nowlinedr components /\ /\
> AV\a\03—Dig’\+,a\ convertovr (ADC) / \/ \‘/

> capacitov & Diode Modulated Result
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\V\C\MC'\V\S waveforms on ExXG

4 .
Modulation
waveform

source

Signal
generator

Patient
simulator



EkG - v-{ib patien

TEST, TEST

1D 13-Ape-1997 35941 Hospttal of the Univermty of Penn

Vent. rate 146 bpm Undetermined rhythm
Male PR interval * ms Nonspecific intravontricular block
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APPlication to wedicadl devices

Induced signals
here could be
dangerous

. 4X
Modern devices -
100 = . . .
amplify this region
| 3X
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Fig 17.1 Signal amplitude and frequency from various sources. Modern sense amplifiers
employ bell-shaped response curves that amplify signals within the 10-100Hz range while
attenuating signals below and above these frequencies. In this way signals from ventricular
depolarization (R waves) and atrial depolarization (P waves) can be amplified and the
effects from spurious signals, such as T waves and myopotentials, can be minimized.
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Sensing dlgovithw

Q ASSuming bipolar configuration

O QRS cowmplex and detectiown

Voltage
(AV) Amplitude — Voltage (mV)
SI t &Y, Its/
ew rate “@an in volts/sec
Vo]
Sensing Atrium Ventricle
Electrogram >1.5-2.0mV  >5-6 mV
Slew rate (V/sec) >0.5 >0.5

Fig.1.9 In the intracardiac electrogram, the difference in
voltage recorded between two electrodes is the amplitude,
which is measured in millivolts. The slew rate is volts per
second and should be at least 0.5.

PR Interval
S

QT Interval
e —————
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Results

“m

A Inc. Device 1 1.36m 0.03m Unknown

A Inc. Device 2 1.57m 0.05m 0.08m
B Inc. Device No response  Unknown Unknown
C Inc. Device 0.76m Unknown Unknown
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cQuestions?

0 Yongdge kim

email: yongdaek@kaist.ac.kr

Home: http://syssec.kaist.ac.kr/~vongdaek

Facebook: https://www.facebook.com/yv0Ongdaek

Twitter: https://twitter.com/vongdaek
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Google “Yongdae Kim”
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