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Android Security Problem

e APPs of Android

¢ Android reaches massive 80% market share -
second quarter of 2013

o Malware threats growing at a rapid rate of 614
percent to 276,259 total malicious apps

e Juniper Networks report

e Android has become today's largest target for
malware attacks

e Sophos security threat report



Android Security Problem

e Google’s dilemma,

e (G00gle lost control of app auditing

e More than 2/3 Apps are downloaded from
third party Market rather than from
Google Play

e (Google lost control of Android OS

e KEven google have good model to solve the
serious problem, it’s hard for it to put the
model into effect



Android Malware

e Google for keyword: malware + android
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Existent Analysis Technique

Signature based

e Traditional antivirus

Host based

e LBE, 360 Safe, NetQin, ...
Dynamic taint analysis
e DroidBox, TaintDroid, SmartDroid, ...

otatic taint analysis

e FlowDroid, AndroidL.eaks, SCANDAL, ...



Advanced Malware Technique

e To hide malicious operation
e Using reflection mechanism

e Invoke method at runtime to escape
static scanning

e Dynamic code loading

e Be able to load another DEX/jar file
from local or network




Retlection Mechanism

Reflection allows APP to create a method

pOi:

nter at runti

me and invoke it

Malware may get pointer of some sensitive
methods like “sendTextMessage” and store
it for later use

Hard to determ
called by si

ine if sensitive method is
Mply static scanning

Detect reflection is easy, BUT some benign
APPs may use reflection



Dynamic Code Loading

e Pretend to be a normal APP

e Download malware part and execute it under
certain condition

e Hide malware part from static analysis

e Bypass APP audit

e dalvik.system.DexClasslL.oader

e public DexClassLoader (String dexPath, String
optimizedDirectory, String libraryPath,
ClassLoader parent)



Sample Code

e Download an APK from network

e Dynamic load the APK file

e Invoke malicious method by reflection

// load APK we just download

File file = new File(context.getDir("temp"”, @), "toload.apk");

File dexOutputDir = context.getDir("dex", 0);

DexClassLoader dexClass = new DexClassLoader(file.getPath(),
dexQutputDir.getPath(), null, ClassLoader.getSystemClassLoader()),

// get class by name

Class<?> loadClass = dexClass.loadClass("com.example.testload.MainActivity");
// create an instance of the class

Constructor<?> loadConstructor = loadClass.getConstructor(new Class[] {});
Object instance = loadConstructor.newInstance(new Object[] {});

// use reflection to invoke method

Method onLoadFun = loadClass.getMethod("loadedLogTest");
onLoadFun.invoke(instance);







aDFAer Overview
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aDFAer Overview

Designed to solve different problems (privacy leaks,
capability leaks, etc.)

e (lient & Engine
aDFAer is basically a data flow analysis engine

e It dose not care what the data means, but to track
the data (defined by client) transferred in the app

Developing client on aDFAer engine to solve
different problems

e (QObey the rule “sources->sanitizers ->sinks” to write
policy. Then it will give what you want



aDFAer Architecture
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Test Cases

e There are some examples show the
ability of aDFAer

e Reaching definition

e Path merging

e Inter-procedural

e Dealing with Obfuscator

e Reachable analysis



Ol-Reaching Definition

e NMainActivity.java goverride
public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);

String SMS_URI_ALL = "content://sms/";

String SMS_URI_INBOX = "content://sms/inbox";
String SMS_URI_SEND = "content://sms/sent”;
String SMS_URI_DRAFT = "content://sms/draft";

Uri uri = Uri.parse(SMS_URI_SEND);

String[] projection = new String[] { "_id", "address", "person”,
"body", "date", "type" };

Cursor cusor = sapagedQuesy(uri, projection, null, null,
"date desc”);

® aDFAeP Output Total Privilege U;ed Count: 1

["content://sms/sent"]

FEEEEEEEEREEE R R IR R R R R R R R R Rk

Over Privilege Analysis END

FEEEEEEEEREEE R R IR R R R R R R R R Rk




Ol-Reaching Definition

OverPrivilege 1 dependency

convexample'testO01 MamActvity. ddx at dex line(61...62), src line(31)
1 MamActvity’'managedQuery . managedQuery(Landroidmet Un:|Ljavalang Strmg.Ljavalang/ Strmg: | L
Vanable: vl
Method: convexample/test001 MamActivity’ onCreate(Landroid os/Bundle, ) V<=m~>

e aDFAer
convexample testO0L MamActvity. ddx at dex lme(32...33), s1¢ Ime(27)
pCode:  mvoke-staic  {vO} android'net Un/parse . parse(Ljavalang/ String: ) Landroid/net Un;
generate Vable. © 0
Method: convexample/testO01 AamActvity/ onCreate(Landroid/os/Bundle, ) V=-m-
h com'example fest00 L/ ManActvaty. ddx : 27
g P a,p bultin function:

android/net Uni/parse(Lyavalang/String: )Landroid net/ Uri<m~

Parameter =1

com’/example/test001 MamActmity. ddx at dex line(32...33), src line(27)
pCode: wmvoke-static  {v9}.android'net Unvparse . parse(Ljavalang Strng: )Landroid/ net Tr:
Vanable: vO
Method: com/exampletest001 MamActivity/ onCreate(Landroid os/Bundle, ) V=m~

com’'example test00 1 ManActvity. ddx at dex line(28). 2rc line(24)
pCode:  const-sttmg VO "content://sms/sent”
Literal: "content//'sms/sent"




O2-Path Merging

e MainActivity.java e

String SMS_URI_ALL = "content://sms/";

String SMS_URI_INBOX = “content://sms/inbox";
String SMS_URI_SEND = "content://sms/sent”;
String SMS_URI_DRAFT = "content://sms/draft”;

Uri uri = null;
if(a > b)

uri = Uri.parse(SMS_URI_SEND);
else

uri = Uri.parse(SMS_URI_DRAFT);

String[] projection = new String[] { "_id", "address", "person”,
"body", "date", "type" };

Cursor cusor = sapagedQuesy(uri, projection, null, null,
"date desc"”);

Total Graph Count: 1
3 a'DF-A-eP Output Total Privilege Used Count: 2
["content://sms/draft”, "content://sms/sent"]

EEEEEEEEEREEREEER TR R R R R R R KRR X

Over Privilege Analysis END

EEEEEEEEEREEREEER TR R R R R R R KRR X




O2-Path Merging

e aDFAer generate dependency graph

OverPrivilege 1 _dependency

com'example/testO0 2/ MamActivity. ddx at dex ne(76...77). src lme(35)
pCode:  mvoke-virtualrange {v0..v5 ) .com/example/testO02/ MamActivity managedQuery . managedQuery(Landroidmet Ui [Ljavalang ShmgLjavalang Sting: [ Ljavalang/Strmg. Ljavalang Sting: )Lan
Vanable: v1
Method: com/example test002 MamActivity’ onCreate(Landroid/og Bundle;) V=m~

— >

convexample/test002 MamActvity. ddx at dex line(45...46), src hne(29) comy'example’test002/MamActivity. ddx at dex line(83...84). s1c line(31)
pCode:  mvoke-static  {vO} android/net/Un'parse . parse(Ljavalang Stmg: )Landroid/met Un. pCode:  mvoke-staic  {Vv7 j.android/net/ Uniparse . parse(Ljavadang/Stnng; )Landroid/net Un;
Vanable: 110 0 Vanable: 112 0
Method: conyexample/test002 MamActvity/ onCreate(Landroid o/ Bundle:)) V-=m~ Method: convexample test002 MamActvity’onCreate(Landroid ox Bundle: ) V=~

; '

convexample'test002/ MamActvity ddx : 29 com’example/testO0 2/ MNMamActivity. ddx - 31
bultin funchon: budltm function:
andrord/net Un/parse(Ljavalang’Strmg: )Landroidnet/ Un~m-— android/net/Un/parse(Ljavalang Stmg: )Landroid/net Uni~m-—

arameter #1 arameter #1

cony example/test002 MamActvity. ddx at dex lme(45...46), sre hne(29) comy'example/testO0 2/ MamActivaty. ddx at dex Ine(83...84). s1¢ lme(31)
pCode: mvoke-static  {vO}androidnetUn'pmse . pase(Ljavalang Stomg ) Landroid/net Un: pCode: mvoke-static  {v7 Landroidnet Un'parse . parse(Lyavalang' Strng, ) Landroid‘net U,
Vanable: vo Vanable: v7
Method: convexample test002 MamActvity/onCreate(Landroid oz Bundle,)V<=m~ Method: convexample test002 MamActvity’onC'reate(Landroid oz Bundle ) V<=m~

l '

conv example/'test002 MamActvity. ddx at dex lne(37). src line(24) com/example/test002 MamActivity. ddx at dex ine(39). src line(25)
pCode:  const-string  v9,"content:/’sms/sent" pCode:  const-string  v7."content:/sms/ draft"
Lateral: "content://sms/sent” Literal: "content://sms/draft"




O3-Inter-procedural

String[] projection = new String[] { "_id", "address", "person”,

e MainActivity.java "body”, "date”, "type" };

inter myInter = new inter();

Cursor cuscr = managedQuery(myInter.interUri(), projection, null, null,
"date desc");

. public class inter {

® IIltGI’.J&V& String SMS_URI_ALL = "content://sms/";
String SMS_URI_INBOX = "content://sms/inbox";
String SMS_URI_SEND = “"content://sms/sent”;
String SMS_URI_DRAFT = "content://sms/draft”;

public Uri interUri()

{
int a = 18, b = 5;]

Uri retMe null;
if(a > b)

retMe = Uri.parse(SMS_URI_SEND);
else

retMe = Uri.parse(SMS_URI_DRAFT);

return retMe;

e aDFAer output

Total Graph Count: 1
Total Privilege Used Count: 3

[_system.return_com/example/test@@3/inter/interUri()Landroid/net/Uri;<method>,| "content://sms/draft”, “content://sms/sent"]

S e i oo ohe e e e e i e she e e o e e e e e e e e ke e ke ke e ke e sk e e ke

Over Privilege Analysis END

S e i oo ohe e e e e i e she e e o e e e e e e e e ke e ke ke e ke e sk e e ke




O3-Inter-procedural

e aDFAer generate dependency graph

OveaPrvilege 1_dependency

conyexample/testO03/MamActvity. ddx at dex lne(60...61), src lme(23)

pCode:  mvoke-virtualrange {v0.v3} convexample'test003 MamActivity‘managedQuery

Vanable: v1

Method: com/example/test003 ANamActivity’onCreate(Landroid/os/Bundle; ) V<-m-

'

conyvexample'test003/ MamnActivity debx at dex line(53...54), src line(23)
pCode:  mvoke-virmal {v7} com/example'test003/mter/mtesUn  © mterUn()Landroid/net/ Ui,

Method: com/example'test003 ManActivity’onCreate(Landroid oz Bundle; ) V="~

Vanable: _t19 0

'

cony example/testO03/ MamActvity. ddx at dex lme(53...54), sr¢ me(23)
pCode:  mvoke-vutual  {v7 j.com/examupletestO03/mter/mterUn | mterUn()Landroid/net Un;
Vanable: ret_convexample/testO03/mter/ mterUn()Landroid/ net Uni~m-

Method: _superglobals

'

com/exanple test003/mter. ddx at dex lme(50), sre lme(24)
pCode:  retumn-object  v2
Vanable: v2
Method: com/example/test003/mter/mterUn()Landroid net Urni=m-

/ \

com'example test003/mter. ddx at dex ne(54...55), src lne(22)

convexample test003/mter. ddx at dex line(46...47), src hne(20)

pCode: mvoke-static  {v3}.android'net Un'parse . parse(Lyavalang Strmg: ) Landroid/net Un, pCode: mvoke-static  {v3}.android net Uri'parse . parse(Lyavalang String: ) Landroid/net Un,

Vanable: t13 0
Method: conyexample'test003 mtermterUn()Landroid net Un.<m~

Vanable: t12 0
Method: comv/example test003/ mter/ mnter Un()Landroid net Un<m~

. managedQuery(Landroid/net Un:[Ljavadang Sting. Ljavalang Sting: [ Ljavalang Stmg: Ljavalang/String: ) Landrd




S-Inter-procedural

e aDFAer generate dependency graph cont.

com’'example test003/mter. ddx at dex hne(54...55), &rc lme(22
mvoke-static  {v3}.androwd'net Urvparse . parse(Lyavalang Strmg.)Landroid/ net U,
Vanable: t13 0
Method: conv'example/test003 mter/mterUn()Landroid/ net Un.~m~

pCode:

pCode:

convexample test003/nter. ddx at dex lne(46...47), sr¢ line(20)
mvoke-static  {v3}.android'net Uni'parge . parse(Ljavalang String. )Landroid net U,
Vanable: t12 0
Method: convexample test003/mter/mterUn()Landroid net U <m~

'

convexample/testO03anfer. ddx : 22
bwltm function:
androidnet Un'parse(Lyavalang Strmg: )Landroid net Uni~m-~

arameter =1

l

com'example test003/mter. ddx : 20
bualt function:
android net Un'parse(Ljavalang’ Sting. )Landroid net Un.~m-~

arameter =1

com’example/test003/inter. debx at dex line(54...55), src line(22
mvoke-static  {v3}.androicl'net Uni/parse . parse(Ljavalang/ String: ) Landroicd/net Ui,
Vanable: v3
Method: comyexample/test003/mter/interUn()Landroid/ net Tn;<m>

pCode:

pCoce:

convexample/test003/infer. clcx at dex line(46...47). src line(20)
mvoke-static  {v3}.androicdinet Uni'/parse . parse(Ljavalang/ Stning: )Landroid/ net U,
Varnable: v3
Method: convexampletest003/inter/interUn()Landroid/net/ Uri;<m~

'

comyexampletestO03/mter. ddx at dex Ime(53), src line(22)
1get-object vivd convexample/testO03/mter. SNS_URI_DRAFT Ljavalang'String;
Vanable: convexample/testO03/mter. SMS_URI_DRAFT
Method: _leading_mst

'

conyexauple test003/mter. ddx at dex Ime(29), src lme(11)
put-object VvO.vL convexample/test003mter. SMS_URI_DRAFT Ljavalang Strng.
Vanable: vO
Method: convexample/testO03/mter/<mut-—()V-m-~

'

com/example test003/inter. ddx at dex lne(28), src line(11)
pCode:  const-strmg  v0,"content://sms/ draft”
Literal: "content://sms/ draft’

pCode:

pCode:

'

pCode:

convexample/testO03/nter. ddx at dex lne(45). s1c¢ line(20)
1zet-object vivd comvexample/test003/mter. SMS_URI_SEND Ljavadlang/Sting:
Vanable: comyexample/testO03/mter. SMS_URI_SEND
Method: _leadmng_mst

'

pCode:

conyexample/testO03/mter. ddx at dex lime(26). s1¢ lne(10)
put-object VO v1 comvexample/testO03/mter. SMS_URI_SEND Ljavalang Sting.
Vanable: vO
Method: convexample/test003/mter/ <t (V-

l

convexample'test003/infer. cdx at dex line(25), src line(10)
pCode:  const-string  v0."content:/sms/sent”
Literal: "content:/sms/zent”




04-Optimizer and Obfuscator

e Using ProGuard to protect test case 03

e Decomplier could not run properly

[_’j Java Decompiler - MainActivity.class | =] E
File Edit Navigate Search Help

E/L ’ L_';_Q .'J:‘ ’ }:I

// INTERNAL ERROR //




04-Optimizer and Obfuscator

e aDFAer output

"content://sms/draft”, “"content://sms/sent"]

e Obfuscator is only an obstacle for
human reading, but not for automastic

analysis tool



O5-Reachable Analysis

pOverride

® M&inACtiVity.Ja,va, ;_mblic void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);
setContentView(R.layout.activity main);

}

public void unreachable()
.

1

String SMS_URI_ALL = "content://sms/";

String SMS_URI_INBOX = “"content://sms/inbox";
String SMS _URI_SEND = “"content://sms/sent”;
String SMS_URI_DRAFT = “"content://sms/draft”;

Uri uri = Uri.parse(SMS_URI_SEND);

String[] projection = new String[] { " _id", "address", "person",
llbcd‘y'", lldatell, "t\J’pe“ };
Cursor cusor = mapagedfuesy(uri, projection, null, null,

"date desc”j;

e aDFAeroutput  mEcEmRIN

Total Graph Count: @
Total Privilege Used Count: @

FEEEEEEEEREEEREREE R R R R R R R R R R R R

Over Privilege Analysis END
FEEEEEEEEREEEREREE R R R R R R R R R R R R




Writing Clients

e To solve different problem, you need model
the problem that you are concentrating

e Malicious operation grammar

stat-item) ::= ‘START’ (statement) ‘:" (risklevel) *:" (stat-description) “END’
statement) = (method-stat) *{" (rules) *}’

= e | ((rules) “{" (rule) *}")

= (arg-index) *:" (*1:° (query-statements) | ‘t :* (query-statements) | “v:' (query-statements) | ‘m:’ (statement))
query-statements) = {(query-statements) *, " (query-statement)

query-statement) .= (regular expression)

arg-index) ::= (unsigned integer)

risklevel) = 0" | *17 | *2°

Fig. 1. Sources/malicious operation grammar of aDFAer




Writing Clients

e Sinks grammar

stat-item) ::= ‘START’ (statement) ‘:" (risklevel) *:" (stat-description) ‘END’
statement) ::= (method-stat) *{ " (sources) (rules) *}’
sources) = (sources) *{" (source) ‘}’

source) ::= (arg-index)

rule) = (arg-index) *:" (*1:° (query-statements) | ‘t :* (query-statements) | “v:" (query-statements) | ‘m:" (statement))
query-statements) = {(query-statements) *, " (query-statement)
query-statement) ::= (regular expression)

arg-index) ::= (unsigned integer)

(
(
(
(
(r i= e | ((rules) *{" (rule) *}")
(
(
(
(
(7

isklevel) ::= 07 | *17 | *2°

Fig. 2. Sinks grammar of aDFAer




Clients Demo

e Get local phone number

<?xml version="1.0" encoding="UTF-8"?>
- <root xsi:noNamespaceSchemalocation="../aDFAerPolicy.xsd"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
- <start>
<hit> android/telephony/TelephonyManager/getLinelNumber() </hit>
</start>

- <start>
<hit> android/accounts/AccountManager/getAccounts() </hit>
</start>
- <start>
<hit> android/telephony/TelephonyManager/getDeviceld() </hit>
</start>




Clients Demo

e Dynamic code loading

- <start>
- <hit>

<'-—|n”f" virt
(Ljav ang/Strin /lang/Cl
daIvnk/system/DexCIassLoader/IoadCIass(L]ava/Iang/Strmg,)
</hit>
<confirm type="t" serial="0"> .*dalvik/system/DexClassLoader.* </confirm>
<risklevel> 1 </risklevel>
<description> Dynamic loading class </description>

dex file offset: 75...76

src file offset: -1

description: Dynamic loading class
risk level: MEDIUM

otal confirmed malicious operations: 1




Clients Demo

e Query contacts

- <start>
<hit> _FRAMEWORK/managedQuery(Landroid/net/Uri;[Ljava/lang/String;Ljava/lang/String;
[Ljava/lang/String;Ljava/lang/String;) </hit>
<confirm type="t" serial="1"> .*android/net/Uri.* </confirm>

<confirm type="v" serial="1"> .*_ FRAMEWORK.android/provider/Contacts.* </confirm>
<risklevel> 1 </risklevel>
<description> query contacts </description>

</start>

Find malicious operation 3 at:
— dex file name: 11/ap/ken/LlApKenActivity.ddx
— dex file offset: 164...165
— src file offset: 90
- description: query contacts
risk level: MEDIUM

dex file offset: 201...202
— src file offset: 107
— description: query contacts
risk level: MEDIU

Total confirmed malicious operations: 4
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http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/t1/res.svg
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/t1/res.svg




Janus

e Sub project of aDFAer, the project
tries to develop an auxiliary tool for
finding advanced malware

e We only discuss how to detect
malware using retflection in this topic






Coexisting Detect Work

e Static Analysis of Dalvik Bytecode and
Retlection in Android

e http://projekter.aau.dk/projekter/files/65640573/
rapport.pdf

e V. Benjamin Livshits, John
Whaley, Monica S. Lam: Reflection
Analysis for Java. APLAS
2005:139-160

e http://www.dblp.org/db/conf/aplas/aplas2005.html



http://projekter.aau.dk/projekter/files/63640573/rapport.pdf
http://projekter.aau.dk/projekter/files/63640573/rapport.pdf
http://projekter.aau.dk/projekter/files/63640573/rapport.pdf
http://projekter.aau.dk/projekter/files/63640573/rapport.pdf
http://www.dblp.org/db/conf/aplas/aplas2005.html
http://www.dblp.org/db/conf/aplas/aplas2005.html

Art of Using Reflection

Difficulty Example

hard . String className = r.readLine() ;
Class ¢ = Class.forName (className) ;
Object o = c.newInstance()
T t = (T) o;

Ob7j receiver or
method name 1is . Class ¢ = Class.forName (className) ;
obscured . Object o c.newInstance () ;

T t = (T) o;

String className = “java.lang.String”;
Class ¢ = Class.forName (className) ;
Object o = c.newInstance()

T t = (T) o;




Case Study

Callee myCallee = new Callee ()
myCallee  MyCalleeitrue)

try |
Class ¢ = Class torName( “com. example . callee . Callee ™)
Object 0 = ¢ . newlnstance ()
Method method = ¢ rcl.\h‘lhudl .\1)(‘.«“:‘( new (|.\\![{Hou|ru‘. class )
method invoke(o, false)

23
comst—stiring vS . "com. example
imvoke—static {vS§}Oavallang/Class/forNar . forName(Ljava/lang/String ;) Ljaval/lang /Class:
move—result —object
12b632:
line 24

move—result —object

invoke=virtual {vD} utﬁux:»’('l..u"nrulnxtan\c : mewlnstance () Ljava/lang/Object
vd

12b63a
line 2§
comst—siring v "My Callee

const/4 w6 | \
W21y vh w6 [ Lyavallang 7Class
const/4 v7 .0

const—class vE javallang/
aput—abject vl w6, vT
invoke—~virtual  {vD v§ v6 afallangRClass /getMethod v getMethod(Ljavallang/Stning (1 Lyava/lang 7 Class
move~result —abject @J

oolcan

12b656
line 26
const/4 v |
nEW - Array vS.vS /i Ljagallang /0bject
const/d v6 .0 '
const/4d v7 0 /
imvoke~static (\TK jayallang/Boolecan/valueOf ; valueOf(Z)Ljava/lang/Boolean

move~result —abject i w7

yhyavalZlang/retlect ! Method

aput—object \ ¥».\O
imvoke—virtual 24 /vS Y javallang/reflect /Method /invoke ; invoke(Ljava/lang /Object | Ljava/lang /Object:)Ljava/lang /Object




How to Detect

e Placeholderl - “this” argument passed to the callee
e Placeholder? - arguments passed to the callee
e Placeholders - class name and method name

e Placeholder4 - useless return value

=
invoke-virtual {v2,v4,v5},java/lang/reflect/Method/invoke ; invoke(Ljava/lang/Object;[Ljava/lang/Object;)Ljava/lang/Object;

L

invoke-virtual {v3,v5},com/example/callee/Callee/MyCallee ; MyCallee(Ljava/lang/Boolean;)V |.

) \

invoke-virtual {placeholderl placeholder2(1)}.placeholder3(1) ; placeholder3(2)(placeholder2(2))plag




How to Detect

e Method for getting class object

Method for getting Class Object

Examples

getClass()

String str = "abc™;
Class cl = str.getClass();

Class.getSuperclass()

Button b = new Button();
Class cl = b.getClass();
Class ¢2 = cl.getSuperclass();

static method Class.forName()

Class ¢l = Class.forName (“java.lang.String”);

Class ¢2 = Class.forName ("java.awt.Button™);

Class ¢3 = Class.forName(”java.util.LinkedList$Entry”);
Class ¢4 = Class.forName (’I”);

Class ¢5 = Class.forName (’[I7);

.class grammar

Class cl = String.class;

Class ¢2 = java.awt.Button.class;
Class ¢3 = Main.InnerClass.class;
Class ¢4 = int.class;

Class ¢5 = int[].class;

Type grammar of primitive wrapper classes

Class ¢l = Boolean. TYPE;
Class c2 = Byte. TYPE;
Class ¢3 = Character. TYPE;
Class c4 = Short. TYPE;
Class ¢5 = Integer. TYPE;
Class c¢6 = Long. TYPE;
Class ¢7 = Float. TYPE;
Class ¢8 = Double. TYPE;
Class ¢9 = Void. TYPE;




Algorithm

Input:
. Literal analysis result: literAnalysis
- Type analysis result: typeAnalysis
3: Dependency analysis result: depAnalysis
: Built-in reflection call: RC
Output:
: Uniform representation for Reflection call

. procedure DFS
for each CfgNode & depAnalysis.getAllNode() do
if CfgNode = RC then
Reflection2Uniform(CfgNode)
end if
end for
: end procedure

: procedure REFLECTION2UNIFORM(CfgNode)
placeholder] +— CfgNode.getParam(2)
for each ElementVariable € CfgNode.getParam(3).getArrayElements() do
placeholder2(1) < ElementVariable
end for
CfgNodeX + depAnalysis.getDef(CfgNode.getParams(1), CfgNode) © Goto “getMethod™ or “getDeclaredMethod™
placeholder3(1) - typeAnalysis.query(CfgNodeX. getParam(1), CfgNodeX) o literal Analy-
sis.query(CfgNodeX.getParam(2), CfgNodeX)
placeholder3(2) < literalAnalysis.query(CfgNodeX.getParam(2), CfgNodeX)
for each ElementVanable € CfgNodeX.getParam(3).getArrayElements() do
placeholder2(2) « typeAnalysis.query(ElementVariable, CfgNodeX) © not be applied in the first iteration, for it
may be assigned to null
end for
6: end procedure
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Others(646)
Jar(3466)
Dex(835)
Apk(6133)
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© Contains reflection invocation (: 6 ) A C ins refl
@ No reflection invocation (3407) - No reflection invocation (2122)
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Identified Malicious Operation

e We set only 4 rules
e .*setMobileDataEnabled.* = -1:0perating your 3G module
e *getLinelNumber. * =-1:Query your local phone number
e _*SmsManager.* = -1:0perating your SMS message

e .*enableDataConnectivity.* = -1:0perating your data connectivity

VirusShare (1193) mumayi.com (1046)
18.9% G0
Contains malicious operation (225) Contains malicious operation (17)

Unknown (968) Unknown (1029)
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LIUUVUATTVALLLUGL
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual

TVi, VO V] T,
{vi,v8[0]},
{vi,v8[0]}

{vi,v8[01}}

Manual Inspection

> ON- ntal zed

VI JQVGQ) AGuyy wliGLigceeTL )
S5(Ljava/lang/Character;)
1(Ljava/lang/Character;)
0 (Ljava/lang/Character;)

invoke-virtual

{ Confirmed
{ Confirmed
{ Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed

{vi,vE8[0]}, top/5
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:

invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual

ang/Character;)

1()
1()
1()
1()
sUo (()
01()

Confirmed reflection:
Confirmed reflection: im

Confirmed reflection: im

Confirmed reflection: int

Confirmed reflection: im

invoke-virtual

Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed

reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:
reflection:

{v7}, null/1 :1()
{v7}, null/Cr-10 -

- - Ia

invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual
invoke-virtual

> No (_(&'ﬁ‘\\ Dkl o

; 70VnD1-rEVUWoVO ()

Cxr-10()

{v3,v4[0]}, nul
{v3,v4[0]}, nul
{v3,v4[0]}, nul
{v3,v4[0]}, nul

{v3,v4[0]}, null
{v3,v4[0]}, null/1
{v3,v4[0]}, _null/0
{v3,v4[0]}, null/[orEUx2

- obsemﬁé

1(L null;)
0(L _null;?)

; [0xrEUx2 (L _null;)

1(L _null;)
1(L null;)
0(L _null;)

; [0xrEUx2 (L_null;)

1(L null;)
1(L null;)
O0(L_null;?)

; [0xrEUx2 (L null;)




Manual Inspection

* MuUIMayl.com

e http://program-analysis.oicp.net:8080/co-site/
Janus/Reflection/syscan2013/manual/
mumayi.out.log

e VirusShare

e http://program-analysis.oicp.net:8080/co-site/
Janus/Reflection/syscan2013/manual/
virusshare.out.log



http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log

Case 0Ol

e Oobad

LT T TR S S S S E S PR R R R R RS R T T b

Reflection Analysis BEGIN(Outer)

LT T TR S S S S E S PR R R R R RS R T T b

Total sinks: 3

Checking sink at:
- dex line: 1565...1566
- src line: -1
- pseudo code:  invoke-virtual {vOv2v1}java/lang/reflect/Method/invoke ; invoke(Ljava/lang/Object;[Ljava/lang/Object;)Ljava/lang/Object;
- enclosing file name: com/android/system/admin/IOCIOOILddx
Confirmed reflection:  invoke-virtual {v2,v1[0]},

Confirmed reflection:  invoke-virtual {v2,v1[0]}fnull/65506) ; 65506(Ljava/lang/String;)
Confirmed reflection:  invoke-virtual {v2,v1[0]} \qull/41 _A1(Lava/lang/String;)

Checking sink at:
- dex line: 1598
- src line: -1
- pseudo code: invoke-virtual {v0,v6 v1}Java/lang/reflect/Method/lnvoke invoke(Ljava/lang/Object;[Ljava/lang/Object;)Ljava/lang/Object;
- enclosing file name: com/androud/system/a DAl
Confirmed reflection:
Confirmed reflection:
Confirmed reflection:  invoke- vurtual {v6 v1[0]}, )




Case 02

e shoujjjianting V1.2.0_mumayi_Ofcdl.apk

Confirmed reflection: invoke-virtual
(Ljava/lang/Boolean;)

Output: - find reflection, Description:
Confirmed reflection: invoke-virtual
(Ljava/lang/Boolean;)

Output: - find reflection, Description:
Confirmed reflection: invoke-virtual

(Ljava/lang/Boolean;)

LISTENER

% ol B 10:05

p————

i
F - -

-~

— N NS NE

{v4,v5[0]},android/net/NetworkInfo$State/setMobileDataEnabled

- Operating your 3G module
{v4,v5[0]},android/net/NetworkInfo$State/setMobileDataEnabled

- Operating your 3G module
{v4,v5[0]},android/net/NetworkInfo$State/setMobileDataEnabled

; setMobileDataEnabled

; setMobileDataEnabled

; setMobileDataEnabled



Case 02

v BRI s
A ’ G

<< BEl2esi = Y028 ¢ Listener
iAol : 960 kb

A3 H
HUHR S #EFE: AndroidE&

(42 FR - Listener
2=VEZ%: - android

gy 5§

XSRS : -

ANy =20 NSS

HEFFIRAE
Bl 4%

SHA256: a93af4a825a79c1a270cee99567¢el

File name: shoujijianting_V1.2.0_mumayi_0fct ﬁ ED ‘|: ?], m % § /E\ , BUL ZU {%\ })i] /4@1 B/\j gg HL gb( fE\ . EE#E »

——

Detection ratio: 0/46

Analysis date: 2013-08-21 03:04:15 UTC ( 22 hours, 34 minutes ago )




Case 02

H BRI

android.permission.RECORD_AUDIO
android.permission.READ_CONTACTS
android.permission.PROCESS_OUTGOING_CALLS
e EAle {5 android.permission.RECEIVE_SMS
android.permission.WRITE_SMS

android.permission.READ_SMS

ERERRE (2GE3G ) android.permission.ACCESS_NETWORK_STATE
S5EMFEsE (%0 : SDF) android.permission.WRITE_EXTERNAL_STORAGE
EREERE android.permission.READ_PHONE_STATE




e GSS___ umayi_e71a7.apk

123456789




GSS - Fi\EiRE
MR 2z
AR

KR SR

i1

RERRE

R, @

RHEITA HENER

Case 08

: 2010-10-14
BURI=E -

android.permission.READ_PHONE_STA

android.permission.VIBRATE
android.permission.WRITE_

android.permission.INTERI




Performance & Limitation

e Performance
e Overlapped entrypoint

e Ad analysis(95% time is consumed for
5% none sense code)

e Too much disk operation

e LLimitation

e Cast aren’t always present [B. Livshits]
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