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Android Security Problem

• APPs of Android

• Android reaches massive 80% market share - 
second quarter of 2013

• Malware threats growing at a rapid rate of 614 
percent to 276,259 total malicious apps

• Juniper Networks report

• Android has become today's largest target for 
malware attacks

• Sophos security threat report



Android Security Problem

• Google’s dilemma

• Google lost control of app auditing

• More than 2/3 Apps are downloaded from 
third party Market rather than from 
Google Play

• Google lost control of Android OS

• Even google have good model to solve the 
serious problem, it’s hard for it to put the 
model into effect



Android Malware

• Google for keyword: malware + android



Existent Analysis Technique

• Signature based

• Traditional antivirus

• Host based

• LBE, 360 Safe, NetQin, ...

• Dynamic taint analysis

• DroidBox, TaintDroid, SmartDroid, ...

• Static taint analysis

• FlowDroid, AndroidLeaks, SCANDAL, ...



Advanced Malware Technique

• To hide malicious operation

• Using reflection mechanism

• Invoke method at runtime to escape 
static scanning

• Dynamic code loading

• Be able to load another DEX/jar file 
from local or network



Reflection Mechanism

• Reflection allows APP to create a method 
pointer at runtime and invoke it

• Malware may get pointer of some sensitive 
methods like “sendTextMessage” and store 
it for later use

• Hard to determine if sensitive method is 
called by simply static scanning

• Detect reflection is easy, BUT some benign 
APPs may use reflection



Dynamic Code Loading

• Pretend to be a normal APP

• Download malware part and execute it under 
certain condition

• Hide malware part from static analysis

• Bypass APP audit

• dalvik.system.DexClassLoader

• public DexClassLoader (String dexPath, String 
optimizedDirectory, String libraryPath, 
ClassLoader parent)



Sample Code

• Download an APK from network

• Dynamic load the APK file

• Invoke malicious method by reflection
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aDFAer Overview



aDFAer Overview

• Designed to solve different problems (privacy leaks, 
capability leaks, etc.)

• Client & Engine

• aDFAer is basically a data flow analysis engine

• It dose not care what the data means, but to track 
the data (defined by client) transferred in the app

• Developing client on aDFAer engine to solve 
different problems

• Obey the rule “sources->sanitizers ->sinks” to write 
policy. Then it will give what you want



aDFAer Architecture



Test Cases

• There are some examples show the 
ability of aDFAer

• Reaching definition

• Path merging

• Inter-procedural

• Dealing with Obfuscator

• Reachable analysis



01-Reaching Definition

• MainActivity.java

• aDFAer output



01-Reaching Definition

• aDFAer 
generate 
dependency 
graph



02-Path Merging

• MainActivity.java

• aDFAer output



02-Path Merging

• aDFAer generate dependency graph



03-Inter-procedural

• MainActivity.java

• Inter.java

• aDFAer output



03-Inter-procedural

• aDFAer generate dependency graph



03-Inter-procedural

• aDFAer generate dependency graph cont.



04-Optimizer and Obfuscator

• Using ProGuard to protect test case 03

• Decomplier could not run properly



04-Optimizer and Obfuscator

• aDFAer output

• Obfuscator is only an obstacle for 
human reading, but not for automatic 
analysis tool



05-Reachable Analysis

• MainActivity.java

• aDFAer output



Writing Clients

• To solve different problem, you need model 
the problem that you are concentrating

• Malicious operation grammar



Writing Clients

• Sinks grammar



Clients Demo

• Get local phone number 



Clients Demo

• Dynamic code loading



Clients Demo

• Query contacts



Clients Demo

• Privacy leaks

• Craig’s POC

• http://secur3.us/DC21Slides.pdf

• aDFAer output

• http://program-analysis.oicp.net:8080/co-site/
Janus/Reflection/syscan2013/t1/res.svg

http://secur3.us/DC21Slides.pdf
http://secur3.us/DC21Slides.pdf
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/t1/res.svg
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/t1/res.svg
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/t1/res.svg
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/t1/res.svg
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Janus

• Sub project of aDFAer, the project 
tries to develop an auxiliary tool for 
finding advanced malware

• We only discuss how to detect 
malware using reflection in this topic



Risk Level



Coexisting Detect Work

• Static Analysis of Dalvik Bytecode and 
Reflection in Android
• http://projekter.aau.dk/projekter/files/63640573/

rapport.pdf

• V. Benjamin Livshits, John 
Whaley, Monica S. Lam: Reflection 
Analysis for Java. APLAS 
2005:139-160
• http://www.dblp.org/db/conf/aplas/aplas2005.html

http://projekter.aau.dk/projekter/files/63640573/rapport.pdf
http://projekter.aau.dk/projekter/files/63640573/rapport.pdf
http://projekter.aau.dk/projekter/files/63640573/rapport.pdf
http://projekter.aau.dk/projekter/files/63640573/rapport.pdf
http://www.dblp.org/db/conf/aplas/aplas2005.html
http://www.dblp.org/db/conf/aplas/aplas2005.html


Art of Using Reflection



Case Study



How to Detect

• Placeholder1 - “this” argument passed to the callee

• Placeholder2 - arguments passed to the callee

• Placeholder3 - class name and method name

• Placeholder4 - useless return value



How to Detect

• Method for getting class object



Algorithm



Workflow
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Test Samples

• mumayi.com - 4597 Apps

• VirusShare_Android_20130506.zip

• Total 11080 samples from VirusShare

• Others include ELF, PE, etc. format file

• We test all APK samples - 6133 Apps

Others(646)
Jar(3466)
Dex(835)

Apk(6133)

0 1000 2000 3000 4000 5000 6000 7000



Percentage of Reflection

55.6%
44.4%

Contains reflection invocation (2726)
No reflection invocation (3407)

46.2%
53.8%

Contains refle	ction invocation (2475)
No reflection invocation (2122)

VirusShare (6133) mumayi.com (4597)

• We can easily confirm reflection by statically 
scanning for "java/lang/reflect/Method/invoke" in 
smali code



Detected Reflection by Janus

56.2%
43.8%

Detected (1193) Missed (1533)

57.7%
42.3%

Detected (1046) Missed (1429)

VirusShare (2726) mumayi.com (2475)

• Detected means - confirm class/method name and arguments

• Improve to reach 100%

• Used in Support Library

• A full-fledged call graph complement module is needed

• ...



Identified Malicious Operation

• We set only 4 rules

• .*setMobileDataEnabled.* = -1:Operating your 3G module

• .*getLine1Number.* = -1:Query your local phone number

• .*SmsManager.* = -1:Operating your SMS message

• .*enableDataConnectivity.* = -1:Operating your data connectivity

81.1%

18.9%

Contains malicious operation (225)
Unknown (968)

98.4%

1.6%

Contains malicious operation (17)
Unknown (1029)

VirusShare (1193) mumayi.com (1046)



Identified Malicious Operation
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Query local number (0)
Enable local connection (9)



Manual Inspection



Manual Inspection

• mumayi.com

• http://program-analysis.oicp.net:8080/co-site/
Janus/Reflection/syscan2013/manual/
mumayi.out.log

• VirusShare

• http://program-analysis.oicp.net:8080/co-site/
Janus/Reflection/syscan2013/manual/
virusshare.out.log

http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/mumayi.out.log(4M
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log
http://program-analysis.oicp.net:8080/co-site/Janus/Reflection/2013-08-26/manual/virusshare.out.log


Case 01

• obad



Case 02

• shoujijianting_V1.2.0_mumayi_0fcd2.apk



Case 02



Case 02



Case 03

• GSS___duanxinanquan_V1.52_mumayi_e71a7.apk



Case 03



Performance & Limitation

• Performance

• Overlapped entrypoint

• Ad analysis(95% time is consumed for 
5% none sense code)

• Too much disk operation

• Limitation

• Cast aren’t always present [B. Livshits]
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Future Work

• Methodology

• TAC IR - > SSA IR

• Cross activity, service…

• X-CFA, Object-sensitive…

• Optimize

• On-demand analysis

• Shrink memory usage(prune useless node, basic block 
supported, binary encoding…)

• Robustness, Efficiency, Extensibility

• More clients



Thanks !

CONTACT us at
info@mobeisecurity.com
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