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software mistakes

will have thousanc
discovered, they can be

. This is the point of security patching:
eliminating known vulnerabilities. But many
systems don't get patched, so the



Reverse
Source Code R

Or.. Being more advanced:

— Tracking software bugs, introducing bugs into
software, reversing security patches



. m (and
fix them..

* Criminals —use t gal stuff

* Governments — use them for semi-legal stuff

 Media — gets good news out of (exploited)
vulnerabilities



— The softw
— Criminals — can make more money

— Governments — can ... [SECRET]
— Media — has more to write about






Win7

quartz.dll

eax,
eax
eax,

eax,
eax

dsc

eax
cl
2

; cb
imp CoTaskMemAlloc@4

quartz.dll

ecx, [ebptcb]

ecx

4

eax

[esi], eax
?2ULongMult@@YGJIKKPAK@Z
eax, eax

[ebp+cb] ; cb
ds: imp CoTaskMemAlloc(@4




Win7 quartz.lib

L= IDA View-A |

Co

Oocurrences of: UlongAdd |5

S

IDA View-A | | | ﬁ Occurrences of: ULong[~s] [

ﬁ Occurrences of: ULongAdd [ =

Address

Lext: 76038427
text 70131235
tet7R130CCT
text:7R1300C44
tet:7012F390
text 701 2F3E7
text: 701 2F346
text:7012F20D
tewt: 701 2E938
tent:7612B58E
Lext 70115480
tewt: 70115438
et 70115360
tent: 7R10981E
tewt: 701078 CT
text 70104 E48
text: 70104 DF4
text: 7010400
Tewt:7R104C2E
tent:70104C19
text7o104BEBA
text:7H1039ES
text: 70103545
tewt:7B103514
tent: 70101794
Lext 701004 DA

Line 35 of 44

Function

ULongAdd@@YGIKKPAK@Z

MotifyExternalMemory@CRe...

"Configure@CRecCache@@...
FConfigure@CRecCache@@...

0 CImplReader 1@@QAE@P..
M0 CImplReader 1@@QAE@P.,
F0CImplReader 1@@QAEDP..
F0CImplReader 1@@QAEDP..

FalignUp@ClmplReader 1@...

FCopylmage@CBaseControlVi...
GetFrame@CID3Parse @@ CG..,
GetFrame@CID3Parse @@ CG...
TExtendedHeaderLength@CID...
FWSTRFromAnsi@@YGIPAPA..,

sub_76107849

#CreateQutputPins @ CWAVER...
TCreateCutputPins@CWAVER...
CreateCutputPins@CWAVER...
FCreateOutputPins @ CWAVER..
FCreateOutputPins @ CWAVER...
#CreateQutputPins @ CWAVER...
F0CImplOldAviindex@ @ QAE. .
WalidateSuperndex@ Clmplst...
MalidateStdIndex@ ClmplStdA...
BuildMT @CAGMSROUtPin@...
FoearchList@ @Y GIPAULASYNC..

#Searchi@C AvibASEFIFeri@ @A

Ins

s

Address
tet:35532BA1
teat: 35620869
et 356208F0
et 35620930
et 35533500
et 3557 CC3E
et 3562094 C
teat: 3554 D675
teat: 35577 2FB
teat: 3557 CC28
det:356210E6
det: 3557 CCAC
dent: 3557 CORA
et 3557 CC03
tet: 35582050
et 35592000
teat: 3559300 C
teat: 35593095
deti 355 CBDTC
det: 35504508
et 355ECAFL
et 355FFOGF
et 355FFETF
test:355FFASD
teat: 35600468
teat:35600A0B

e Ll L

Line 45 of 46

call UlLongAdd @@

U onoddd @]

Function

_ConvertVideoInfoToVideoInf...

0 CImplReader 1@ @QAE@P..
0 CImplReader 1@ @QAEEP..,
IMCImplReader 1@ @QAEEP..

_CheckMPEGLVidecInfoType@d

faetMaxConnections5ize@CF..
MCImplReader 1@ @QAETP..

_CheckMPEG2VidecInfoType@4
Copylmage@CBaseControlVi...

TGetMaxConnectionssize@CF...
sub 35621004
TGetMaxConnectionssize@CF..
TGetMaxConnectionssize@CF...
TGetMaxConnectionssize@CF...
MediaTypeToTed@@VGEIVC..

GetMediaType@CAVIDec@@..

TstartStrearmning @CMIPGEnc...

Transform@CMIPGEnc@@L...
TCopyRGBSurfToDIB@CAlloca...

TSetToVideoInfoHeader2 @VE..

TCopyRGBSurfTeDIBE@CAlloca...
TBuildMT@CAVIMSROUtPin@...

TSearchList@@YGIPAULASynC...
Tsearch@CAvIMSRFilter@@A...

MWalidateSuperlndex@ Clmplst...
MWalidateStdInd ex@ Clmpl5tdA...

M Tmnl CHd AviTnd esc@ @ O A

Instruction

call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call

ULlengAdd@@YGIK
ULongAdd @@YGIK
HUlengAdd @@EYGIK
ULongAdd@@YGIK
HlongAdd@@YGIK
UlongAdd@@YGIK
HlongAdd@@YGIK
UlengAdd@@YGIK
ULlengAdd@@YGIK
ULongAdd @@YGIK
HUlengAdd @@YGIK
ULongAdd@@YGIK
HlongAdd@@YGIK
ULongAdd@@YGIK
HlongAdd@@YGIK
ULlengAdd@@YGIK
ULlengAdd@@YGIH
ULongAdd @@YGIK
HUlengAdd @@YGIH
ULongAdd@@YGIK
HlongAdd@@YGIK
ULongAdd@@YGIK
HUlongAdd@@YGIK
ULlengAdd@@YGIH
UlengAdd@@YGIH
ULongAdd @@YGIK

M onodddiEm K]

Win8 quartz.lib



Win7 quartz.lib Win8 quartz.lib

cx, B ecx, [ebp+ch]

chort loc_7689BSEC ecx ; unsigned _ 1nt3
eax, BAO0LO220h 4 » 1nt

short loc_7689B933 eax. int
[es1], eax

ZULongMul tEEYGJKKPAKEZ ; ULongHul
; CODE XREF: eax, eax
eax, eax i short loc 355B131C
eax eax, S0OB78216h
eax, cl ] short loc 355B1351
esi

esi, [ebp+arg 0]

edi CODE XREF: COve
[esi], eax [ebp+ch] cb

eax, 2 ds: imp_CoTaskMemAlloc@Y4 ; CoTa
eax » cb [edi], eax

ds: imp_ CoTaskHemAlloc@h ; PAX. B3k

edi, [ebprarg 4] ' short loc_355B1334
[ed1i], eax [esi], eax
Gax, €dx pax, 8007800Eh

short loc_7669B914 short loc 355B1351
[e51], eax




rings

e Set of 130 Signatures of ,Safe Functions’



UInt8

ByteTol

ByteToCha bPrintf
ShortToInt8 ringCbPrintfEx

ShortToUChar StringCbVPrintf
ShortToChar UInt8Sub StringCbVPrintfEx
UShortToUInt8 UShortSub StringCchCat
UShortToShort UlntSub StringCchCatEx
IntToInt8 ULongSub StringCchCatN
IntToUChar SizeTSub StringCchCatNEx
IntToChar ULonglLongSub StringCchCopy

... and many many more ....



ible.
endible.
Decompilation

or Disassembly l Awesome.

Windows Library

Parsing to DB _l,

Diffing Library

with New Version I
Checking for
Vulnerability







Library Conversion Library Parsing
Python App DiffRay

https://github.com/pinkflawd/DiffRay

Win7 Win7 & Win8
Libraries .C-Files

[ CMD Line Option Parsing
A Library Parsing

or

=
.C Files .LST Files

Database Management

Wing Win7 & Wing -
Libraries .LST-Files SQlite Mssq|

Library Diffing

Library Diffing

Y

Database Backend

T_LIBRARY T_FUNCTION

id int primary key i int primary key
libmds  binary{16) ibi int not null
libname varchar(300) funcname varchar{2000)
os varchar(4) linecount int

J’lletype varchar(3)

Function_Name Pattern Win7_Hits Win8_Hits
ConvertPhysicalAddress StringCchPrintf 2 2
GetinterfaceKeyName StringCchCat 2 4 r-'|-_H|-|-
EnumerateStateEntries StringCchCopy 1 1 id int primary key
GenerateHashKey stringCchPrintf 1 1 libid int

funcid int T_SIGNATURE
sigpattern varchar{100) sigpattern varchar(100] primary key

lline_aﬁset int

_




Decompiled/
Disassembled
Library

Windows
Library

e means: .dll ->.idb-> .c



DiffRay iffRay

Parses a librar

Manages libraries , functions

and S|gnature hItS | CMD Line Option Parsing ‘

Library Parsing

Diff libraries functionwise CFiles |  .LSTFiles

- Based on Iibrary ID | Database Management
or library name pattern T Gta ‘T&q,

Library Diffing




 MSSql c

P

id
libmd5s
libname
05
filetype
b

T_LIBRARY

int primary key
binary(16)
varchar{300)
varchar{4)
varchar{3)

T_FUNCTION

id int primary key
libid int not null
funcname varchar{2000)

linecount int
L

!

T HIT
id
libid
funcid

oy

int primary key
int
int

sigpattern varchar( 100}
line_offsetint

4 (T_SIGNATURE
sigpattern varchari100) primary key

|




 Compare li

* Extract hits per functi

Function_Name
ConvertPhysicalAddress
GetinterfaceKeyName
EnumerateStateEntries

GenerateHashkey

Pattern
StringCchPrintf
StringCchCat
StringCchCopy
StringCchPrintt

Win7_Hits

per signature

Win8_Hits
2

4
1
1




* sign
search

* logger.conf —
details to be found at
http://docs.python.org/2/howto/logging.html

nd formatting,

* mssql.conf — MSSql access credentials



[dir]\src\Main. _path]
-—type [C|LST]

python [dir]\src\Main.py --flushall

Switches:
--backend [mssqgl|sglite]

— —nN O — FHSEENI



ib 2 [win8lib]

python [dir]\src\Main.py —--diff byname [libname pattern]









a8'sa '8 88 8BS ES AR RS REeN a

!

e S |

ol Y

~text I1888BFEE
-text:1888BBFEF
-text:1808BFF5
-text:1H48BFF 6
-text:100BBFFS8
~text:1808BFF9
-text:18008BBFFB
-text:18868Ca01
-text:18088CA83
-text:10008CAA7
-text:18868CA8BC
-text:1888Cca12
-text:16888CHA15
~text:1888CHA1EB
-text:1668CH21
~text:18808CH024
-text:1808C026
-text:16888CHA2C
~text:I1888CA32
-text:1888CA35
-text:1888CA37
-text:1888CA3D
-text:1000CA43
-text:1800C 045
-text:1808Ca4c
-text:168008CALE
~textI1888CAHA5Y
-text:1888CA5T
-text:1888CA59
-text:1808CA5E
-text:16808CAG63
~textI1888CA63
-text:1088CA63
~text:10008CA6LH

T S

H

Structures

loc_1888CHA53:

mou [ebp+Dst], ecx
stosd

push i

pop ecx

mow esi, edx

lea edi, [ebptuvar F8]
rep movsd

mou ecx, [ebp+var_FAa]
add ecx, 18h

moy [ebp+var_Ch], ed=x
cmp ecx, 18h

jb loc_1888C281

mov esi, [ebp+var_EC]
lea eax, [esit+ecx]
cmp eax, ecx

jb loc_1888C281

mou ebx, [ebp+var_ ESB]
lea ed=, [ebx+eax]
cmp edx, eax

jb loc_1888C281

mou ecx, [ebp+var_E4]
lea eax, [ecx+edx]
moy [ebp+var_DC], eax
cmp eax, edx

jb loc_1888C281

cCmp [ebp+arg_8], eax
jnb short loc_ 1888CA6Y9
mow esi, BO8908685%h
push 626h

push esi

loc_1888C28E

CODE XREF: ConvertRsaPrivateBlobToFullRsa{x,x,.®,X,=x)}+16BL]



text:6DBACILE push 18h

text:6D80C950 pop eax

text:aDBACISA lea edi, [ebptuvar_ 2C]

text:6DBOCO5YL rep moved

text:6DBACISH 1lea ecx, [ebp+uar_4]

text:6DBACISD push ecx

text:6DBACISA push [ebp+uvar_24]

text:6DBACISD mou [ebp+uvar L], eax

text:6DBAC960 push eax

text:6DBACYAH call _ULongAdd@12 ; ULongAdd{x,=,x])
text:6DBAC?46 test Padx, Pax

text:6DBOC?68 jl loc_6DBBCE1E

Ltext:6D8OCIGE mov esi, [ebp+var_28]

text:4DBACYA 1lea eax, [ebp+uar_ 4]

text:6DBOCOTL push eax

text:6DBBCOAFS push esi

text:GDBOCOTG push [ebp+uar 4]

text:oDBACITY call _ULonghAddE@12 ; ULongAdd{=,=,%x)
text:6aDBBCIFE test eax, eax

text:6DBOCPEA jl loc_G6DEBBCE1E

text:4GDBACORG mou ebx, [ebp+uvar 1C]

text:6D8OCIED 1lea eax, [ebp+var_4]

text:46DBACOBC push eax

Ltext:6D8OACIEBD push ebx

text:46DBACOBE push [ebp+uar 4]

text:oD86COP1 call _ULongAdd@i2 ; ULongAdd{=,=,x])
text:oDBAC?DH test eax, fax

text:GDBOCIDE jl loc_ G6DEBCEAE

text:6DBACOOE moy edi, [ebp+var_18]

text:4DBACYAN lea eax, [ebp+uar 4]

Ltext:6D8OBCoAL push eax

text:6DBBCIAS push edi

Lext:6D8OCIA6 push [ebp+uar 4]

text:aDBAC2AD call _ULongAdd@12 ; ULongAdd{=,=,x])
text:aD8BCAE test eax, eax

text:6DBOCPEA jl loc_6DEB8BCE1E

000BD4E (6DEOCS4E: ConvertBsaPFrivateBlobToFullBsaix, x, x,x, x)+14




\netlogon.dil
debugger Options

ﬁaﬂ 'ﬁ?_'ﬂ -+ z ] @ Mo debugger

5] Pseudocode-A | % Occurrences of: NipAddResourceGroupsToSaminfo | =] A | A] structures | [E]enums

+ ={ WORD =){uv3 + 88)
+ 16;
® 99| if { a1l == 6 )}
® 108 = (((CCECCECCCCCCC{(((*(_WORD =){u3 + 284) + vl11 + ={ WORD =){u3 + 212) + 5} & BxFFFFFFFE)
161 + ={_ WORD =){uv3 + 228)
182 + 3) & BO=FFFFFFFE)
183 + ={ WORD =){uv3 + 228)
184 + 3) & BxFFFFFFFE}
185 + =x{ WORD =){w3 + 236)
1086 + 3) & BO=FFFFFFFE)
187 + ={ WORD =){u3 + 24b}
108 + 3 & B=FFFFFFFE}
189 + ={ WORD #*){u3 + 252}
11@ + 3) & BxFFFFFFFE}
111 + =x{ WORD =){uv3 + 2468)
112 + 3) & B=FFFFFFFE)
113 + ={ WORD =){w3 + 2468)
114 + 3) & BxFFFFFFFE}
115 + *x{_ WORD =*){w3 + 274}
116 + 3) & O=FFFFFFFE)
117 + ={ WORD =){uv3 + 284}
118 + 3) & O=FFFFFFFE)
119 + ={ WORD =){w3 + 202}
128 + 2;
® 121| v33 = (v11 + 1) & BxFFFFFFFE;
® 122 wvi2 = HMIDL_user_allocate{u3d);
® 123| v3d = vi2;




Mo debugger

i= | Enums

® 110| if ( a1l == 6 )
111 4
® 112 if { RtlULongAdd{size, ={{ WORD =)u3 + 186) + ={{ WORD =)uld + 102) + 4, &size) < O
113 || (vi2 = 2, HetpULongPtrRoundUp{size, 2, &size) < 8)
114 || RtlULongAdd{size, ={{ WORD =)u3 + 118) + 2, &size) < B
115 || HetpULongPtrRoundUp{size, 2, &size) < 8
116 || RtlULongAdd(size, ={{ WORD =)u3 + 114} + 2, &size) < 0
117 || HetpULongPtrRoundUp{size, 2, &size) < 8
118 || RtlULongAdd{size, ={{ WORD =)u3 + 118) + 2, &size) < 0O
119 || HetpULongPtrRoundUpi{size, 2, &size) < @
128 || RtlULongAdd{size, ={{ WORD =)u3d + 122} + 2, &size) < 8@
121 || HetpULongPtrRoundUp{size, 2, &size) < 8
122 || RtlULongAdd{size, ={{ WORD =})u3 + 126) + 2, &size) < B
123 || HetpULongPtrRoundUp{size, 2, &size) < 8
124 || RtlULongAdd(size, ={{ WORD =)u3 + 138) + 2, &size) < 0
125 || HetpULongPtrRoundUp{size, 2, &size) < 8
126 || RtlULongAdd{size, ={{ WORD =)u3 + 134) + 2, &size) < O
127 || HetpULongPtrRoundUpi{size, 2, &size) < @
128 || RtlULongAdd{size, ={{ WORD =)u3 + 138) + 2, &size) < 8@
129 || HetpULongPtrRoundUp{size, 2, &size) < 8
128 || RtlULongAdd{size, ={{ WORD =})u3 + 142} + 2, &size) < B
131 || HetpULongPtrRoundUp{size, 2, &size) < 8
132 || RtlULongAdd(size, ={{ WORD =)u3 + 146} + 2, &size) < 8 )
133 {
® 134 H1PrintRoutine{256, L"HlpAddResourceGroupsToSamInfo: Integer overflow in length calculation at line %duwn
® 135 return -1873741675;
136 ¥
197



ftext:d6D161ED
ftext:86D161ED
ftext:86D161ED
fext:06D161ED
fext:@6D161ED
fext:aaD161ED
fext:aaD161ED
fext:a6D161ED
ftext:a6D161ED
ftext:86D161ED
ftext:86D161ED
fext:06D161ED
fext:06D161E2
fext:86D161ES
fext:@6D161ES
fext:86D161ES
text:86D161EB
text:86D161EE
ftext:86D161EF
fext:@6D161F2
fext:06D161F8
fext:@6D161FA
text:@6D161FD
fext:86D161FE
text:a6D16204
text:

ftext:06D1628E
fext:@aD16211
fext:@6D16212
dext:@6D16213
fext:06D16218

; int _ stdcall EscapeField{LPCWSTR psz, int)

Attributes: bp-based frame

? _EscapeFieldEEYGJPBGPAPAGEZ proc near

var_C
uBytes
var_4
psz
arg_h

= dword
= dword
= dword
= dword
= dword

mou
push
mou
mou
and
sub
push
push
call
mou
imul
inc
cmp
ja
and
lea
push
push
call
mou

ptr —8Ch

ptr -8

ptr -4

ptr 8

ptr  BCh

edi, edi

ebp

ebp, esp

eax, [ebp+arg_u]

dword ptr [eaz],
esp, BCh
edi

[ebp+psz]

; CODE XREF: SHGetParsingHameFromPropert

; 1pString

ds:  imp_ lstrlenW2hy ; 1strlenW({z=}

edi, eax

edi, 3

edi

edi, 280808h

loc &D16367
[ebp+uBytes], @

eax, [ebp+uBytes]

eax
edi

; ubBytes
; int

??$Lucalﬂllucﬂrray@ﬂ@@?ﬂdIPHPHGEZ ; LocalAllocArray<ushor

[ebp+uar 47, eax



var_C
var_8
uBytes
psz
arg_4

PO W el =R T T RS TR

; Attributes: bp-based frame

; int _ stdcall EscapeField{LPCWSTR psz, int)
? EscapeField@EYGJPBGPAPAGEZ proc near ; CODE XREF: SHGetParsingHameFromPropertys

= dword
= dword
= dword
= dword
= dword

moy
push
mouy
mouy
sub
push
mouy
push
xor
push
mouy
lea
push
push
call
push
pop
mul
push
push
call
test

ptr -8ch |
ptr -8

ptr -4

ptr 8

ptr  @Ch

edi, edi

ebp

ebp, esp

eax, [ebp+arg_u]
esp, BCh

ebhx

ebx, [ebp+psz]
esi

esi, esi

edi

[eax], esi

eax, [ebp+uar_8]

eax ; unsigned int =

ebx ; 1pString

_1strlentidl ; 1strlenWi{x)

3

BeCx

ecx

edx

eax ; unsigned __intéh
?ULongLongTolIntE@EYG) KPAIEZ ; ULongLongToUInt{unsigned
2ax, eax

L. T 11n4‘|;nq



* Improveme

— Transparent DB library

— Integration of components

e Known issues

— Duplicate hits, false positives, slooow, output is
not handy



“Most of all | love your vulnerability.”




